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Abstract 
 

The rapid development of smartphone technologies have resulted in the evolution of mobile 
botnets. The implications of botnets have inspired attention from the academia and the 
industry alike, which includes vendors, investors, hackers, and researcher community. Above 
all, the capability of botnets is uncovered through a wide range of malicious activities, such as 
distributed denial of service (DDoS), theft of business information, remote access, online or 
click fraud, phishing, malware distribution, spam emails, and building mobile devices for the 
illegitimate exchange of information and materials. In this study, we investigate mobile botnet 
attacks by exploring attack vectors and subsequently present a well-defined thematic 
taxonomy. By identifying the significant parameters from the taxonomy, we compared the 
effects of existing mobile botnets on commercial platforms as well as open source mobile 
operating system platforms. The parameters for review include mobile botnet architecture, 
platform, target audience, vulnerabilities or loopholes, operational impact, and detection 
approaches. In relation to our findings, research challenges are then presented in this domain.  
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1. Introduction 

Mobile attacks are the most critical among the emerging threats from the increasing market 
penetration of smartphones and handheld devices. Smartphones use full-featured operating 
systems (OS) incorporated with powerful hardware that supports manifold interfaces and 
sensors. At present, personal computers (PCs) have declined as the primary choice of 
computing. Recent statistics show that global shipments of mobile devices have immensely 
exceeded those of PCs since 2011 [1]. In the near future, the wide-scale deployment of 4G 
technologies,such as LTE and WiMAX, will become the major source of broadband Internet 
access for the general public. From 2012 to 2013, 4G-enabled devices represent only 0.9 
percent of all global mobile connections,accounting for 14 percent of all mobile data traffic 
[2].  

This technological shift has motivated cyber criminals to exploit the vulnerabilities of 
smartphone devices through off-the-shelf malware creation tools [3]. Similarly, the spread of 
mobile applications have enabled the dissemination of malicious code to a wide range of 
potential audience. Through the Internet, the majority of current mobile threats replicate the 
behavior of attacks on desktop machines. Therefore, many of the existing solutions can also be 
considered applicable to the malicious mobile attacks. Nevertheless, mobile devices have their 
own constraints, such as limited processing, less data storage capabilities, and heterogeneity of 
OS (e.g., Android, iOS, and Windows), that restricts the security solutions to be efficiently 
programmed.  

1.1 Anatomy of Mobile Botnets 
Mobile botnet [4] refers to a group of affected mobile phone/smartphones that are remotely 
controlled and administered by botmasters through the C&C architecture. Fig. 1 shows the 
default working environment of a mobile botnet[5]. The network (botnet) of compromised 
computers or hand-held devices comprises abotmaster (a person who hinders the usual 
network traffic flow), a command and control (C&C) architecture (designed to implement 
malicious activities instructed by the botmaster), provoked mobile or stationary computing 
resources called bots, and a target victim. 
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Fig. 1. Anatomy of Mobile Botnets 
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Table 1 highlights possible mobile botnet attacks. These activities include propagation of 
viruses and worms, theft of private and confidential information, spam generation, 
unauthorized root access, access to control panel, illegal phone calls, unauthorized file and 
photo access, service disruption (also known as DDoS), power outage, and memory 
consumption. In addition, as mobile botnet operations can be implemented by disseminating 
malicious applications to mobile subscribers, both concepts are therefore interrelated. 

 
Table 1. Possible Mobile Botnet Attacks 

Attack type Description 
Sending Email A mobile bot Weldac was designed to send emails without being noticed by 

mobile user. 
Sending 

MMS/SMS 
An infected mobile device may send an MMS/SMS to service providers or to a 

wide range of subscribers. An SMS-based heterogeneous mobile botnet [6] was 
created to perform a similar task. 

Victim Selection Victims/bot enemies can be selected by botmaster from the contact list or address 
book of infected mobile devices. 

Mobile Voting 
System 

A botmaster can dismiss recently evolved mobile voting services. 

Charity Services Giving money to charity organizations using mobile services may exploit by 
mobile botnet.  

Spyware Infected mobiles can be treated as spyware to collect personal information of 
subscribers. 

Privacy Issues Privacy issues may arise in mobile networks for stealing personal information. 
For instance credit card number or financial information, while interacting with 
response servers. 

 
The latest statistics show that in the smartphone industry, Android has captured a record 81% 

of the global market share from 2012 to 2013 [7]. Table 2 [8] shows the market share of 
different smartphone vendors. Overall, the market grew by 45.5%, relatively faster than the 
rate in 2012, which is 44%. Android’s market share jumped to 81.3% from 75% last year, 
which alsoincreased from last quarter,whereasApple slid from 15.6 % in Quarter3 of 2012 to 
13.4% this year. Moreover, BlackBerry lost over 75% of its market share, dropping to a single 
digit 1%. Consequently, during the same period, Android is affected most in comparison with 
other platforms.  As a result, the Android platform is currently at high risk of 
malwareattacks.Table3 shows the total number of modifications and families of mobile 
malware with their infection ratio. 

 
Table 2. Global smartphone OS market share 

Platform Quarter 3, 2012 Quarter 3, 2013 Quarter 1,2014 
Android 75.0% 81.3% 30.8% 
Apple 15.6% 13.4% 15.2% 

Microsoft 2.1% 4.1% 4.7% 
BlackBerry 4.3% 1.0% 4.4% 

Others 3.0% 0.2% 4.3% 
Total 44.0% 45.5% 40.7% 

 
Recently, a number of mobile botnets have evolved to degrade the performance of mobile 

devices. For example, ZeuS [9] is a botnet that focuses onBlackberry, Symbian, and Windows 
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platform users, and DroidDream [10] botnet affects Android-based devices. Similarly, IKee.B 
[11] is a botnet that is used to scan IP addressesiniPhones, whereas BMaster and TigerBot 
specifically target Android application frameworks.  

 
Table 3. The total amount of modifications and families of mobile malware along with their 

infection ratios, updated as of January 1, 2014 [12] 
Platform Modification Family Infection Ratio 
Android 43600 255 65% 
J2ME 2257 64 2% 
Symbian 445 113 32% 
Windows 
Mobile 

85 27 < 1% 

Others 28 10 1% 
Total 46415 469 100% 

1.2 Contribution 
This review serves as a roadmap for the researcher community to study and enforce secure 
communication patterns that are focused on various aspects of mobile botnet attack vectors. 
Consequently, this article analyzes the prospective threats and vulnerabilities of botnets based 
on mobile networks. 

To the best of our knowledge, a comprehensive survey on mobile botnet attacks has yet to 
be made. In our previous work [13], we have discussed mobile botnet attack vector classes. 
The present study is a more compact and comprehensive review on mobile botnet attacks 
exploiting mobile botnet architecture, platform, target audience, vulnerabilities/loopholes, 
operational influence, and detailed detection approaches. Therefore, the contribution of this 
review is three-fold. First, from the extensive literature survey, we conclude that to understand 
the threat of a mobile botnet, the features of malicious mobile attacks should be 
comprehended(e.g.,typeof attack, platform, category, target audience, loopholes, 
dissemination techniques, operational influence, and defensive approaches). Therefore, we set 
the timeline for the mobile botnet/malwares according to the aforementioned 
properties.Second, weproposetaxonomy of state-of-the-art mobile botnet attacks to highlight 
different aspects of the attacks as well as to identify recovery techniques to avoid this growing 
threat. Third, we highlight open challenges and issues pertaining to the dissemination of these 
malicious mobile botnet threats. 

The rest of the paper is organized as follows.Section2 discusses a brief background with 
respect to mobile malware and differentiates between interchangeably used terms,such as 
mobile malwares and mobile botnets.Section 3 presents taxonomy to characterize the mobile 
botnet attack vectors. Section 4 compares the existing mobile botnet attacks based on the 
significantly derived parameters from the taxonomy. Finally, Section 5 highlights issues and 
challenges that require further scrutiny to avoid mobile botnet attacks. 

2. Background 
In the rapidly growing world of mobile computing, mobile botnets that target mobile phone 
devices such as smartphones have emerged as a serious threat. The aim of such an attack is to 
gain access to the resources and content of a mobile user device and transfer control to the 
botnet initiator. Hackers take advantage of the exploited area/loopholes of mobile devices to 
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gain unauthorized access to the compromised mobile devices. Eventually, the hackers aim to 
perform malicious and unauthorized activities, including making illegal phone calls, accessing 
the control panel, sending emails, initializingaworm code, and accessing unauthorized files or 
photos [14, 15].  

A mobile bot that employs URL flux, Andbot [14] is a stealthy, low-cost, and resilient bot 
that uses a botmaster for illegal activities in a mobile environment. This botnet uses 
microblogs to send malicious commands. Andbotwaseasily implemented on smartphones for 
longer durations without being noticed or detected. Andbot integrates several other schemes to 
make it efficient and stealthy. Cloud-Based Push-Styled Mobile Botnets [16] is a new type of 
botnet in the mobile environment that uses push-based notification services to disseminate the 
commands. A novel C&C channel is presented using the Cloud-to-Device Messaging (C2DM) 
service, which is provided by Google for Android platforms. This channel shows that C2DM 
is stealthy in terms of command traffic, power consumption, bandwidth utilization, and 
transformation of commands to all bots. Likewise, Epidemic mobile malware is a new, 
terrifying threat for mobile users [17] thatdisseminates rapidly in smartphones. The malware 
affects older versions of iOS,butit is still a predominant threat for mobile users. The Kaspersky 
research lab report [12] on the total number of families and modifications of mobile malware 
was presented on January 1, 2013 (Table 2). According to this report, the substantial growth 
of the Android platform has made it the major target of malware programmers and botnet 
creators. 

Previous generations of botnets have predominantly targeted either the most vulnerable 
systems or highly utilized computer systems in terms of user requests or bandwidth. However, 
the recent consideration of botmaster has shifted to mobile devices, as these devices are 
well-equipped with latest developments in technology. Moreover, the high degree of Internet 
usage, convenience of use, and their mobility are sufficient factors to capture the attention of a 
botmaster. Fig. 2 shows the evolution of challenges and properties inherited from traditional 
botnets to more recent mobile botnets.  
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Fig. 2. Challenges inherited from traditional botnets to mobile botnets 
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2.1 Mobile Malware vs. Mobile Botnet 
Although the terms mobile malware, adware, spyware, viruses, and botnets are used 
interchangeably, their activities distinguish them from one another [18]. 

A mobile botnet is a network that is formed and controlled remotely by criminals using 
mobile devices and smartphones --contaminatedby malware (e.g., computer virus, key loggers, 
and other malicious software). Once these devices become registered with a botnet, they are 
able to communicate with a device located somewhere in the C&C architecture. These devices 
receive instructions from C&C and perform them accordingly. To bring about control over 
these devices, the criminals may have different intentions of either gaining financial benefits 
or launching attacks on websites or networks. Their actions may harvest user data, including 
passwords, social security numbers, credit card numbers, addresses, telephone numbers, and 
other personal information without the user’s knowledge. Data can then be unethically used to 
attempt identity theft, credit card fraud, spamming (i.e., sending junk email), website attacks, 
and malware distribution. 

In contrast, a malware is a contentious, intrusive, malevolent, or annoying program 
segment (e.g.,rootkit, Trojan, or backdoor) intended to manipulate a device without the 
owner’s knowledge [19]. A malware is often distributed as spam within a malicious 
attachment or link in an infected website. Manipulation by a remote C&C is not necessarily 
required for a malware program. Hence, the main difference between mobile malware and 
mobile botnet is the unconditional control of a remote machine over the mobile botnet. This 
article discusses mobile botnets and investigates its attack vector in particular. In addition, 
previous studies have discussedmobilemalware,which is outside the scope of the present 
study. 

2.2 Mobile Botnet Constraints: 
As compared with PC-based botnets, mobile botnets have relatively less penetration ratio in 
smartphones because ofseveralconstraints that allows for easy bot detection. The constraints 
can be specified as resource-based and communication-based. As a result, the implementation 
of mobile botnet attacks is still limited in scope. According to [20], the constraints are 
identifiedasfollows: 1) battery power, 2) application usage cost, 3) communication cost, and 4) 
communication complexity. 

The battery power of smartphones is limited as compared with PCs. The excessive battery 
power usage may be an indication of superficial activity and make bots sensitive to detection. 
The application usage is also a constraint in easy bot detection under situations in which the 
application usage cost exceedsthenormal cost experienced by the user. Similarly, 
communication cost of smartphone applications can be monitored to detect potential botnet 
attack. Therefore,if C&C utilizes an excessive amount of network traffic, this abnormal 
network behavior may signify a possible bot. Finally, communication complexity is defined 
by the mobility of smartphones and the dynamic network topology, which makes it difficult 
for the bots to operate with persistence [14]. 
 

3. Taxonomy of Mobile Botnet Attach Vector  
In this section, we present a thematic taxonomy of mobile botnets based on the mobile botnet 
attack vector (Fig. 3). 
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3.1 Taxonomy 
Nowadays, mobile devices are capable of using Internet connection [21, 22] through different 
IP-based technologies that evolved within the mobile network and wireless network (WLAN) 
such as High-Speed Downlink Packet Access (HSDPA), Universal Mobile 
Telecommunication System (UMTS), Evolution-Data Optimized (EVDO), Enhanced Data 
Rates for GSM Evolution (EDGE), and General Packet Radio Service (GPRS). As previously 
discussed, mobile botnet refers to a group of compromised smartphones that are remotely 
controlled by a cybercriminal or a botmaster through some C&C channels [14]. Nevertheless, 
this trend is changing rapidly with the growing usage and popularity of smartphones, which 
have become powerful handheld devicesthathaveenhanced computing and processing 
capabilities alongwith Internet accessibility. In addition to these capabilities, a large amount of 
sensitive personal data can be stored in smartphones, and these devices are often used in online 
payment and banking transactions.  

Therefore, smartphones have become one of the most attractive targets for malware and 
botnet creators [23]. As a result, the research community has to study the possible areas where 
attackers may exploit technological loopholes in the attempt to harvest information from the 
mobile device. 

From the same motivation and the exhaustive survey of botnet attacks, we present a 
thematic taxonomy as shown in Fig. 3, based on architecture, platform, attack types, loopholes, 
target audience, and operational influence. In addition, we outline the defensive approaches 
contributed by researchers up to this point. In the following sections, we highlight the existing 
contributions in the mobile botnet attack vectors as well as open areas for research.  

3.1.1 Architecture: The widespread implementation of mobile botnets is restricted as 
compared with legacy, computer-based botnets for the following reasons: (a) limited battery 
power, (2) resource constraints, (3) limited Internet access, and other constraints. The mobile 
botnet architecture has similarities with existing botnet architectures. For instance, similarities 
in the underlying C&C communication protocols exist, which includes Internet Relay Chat, 
Hypertext Transfer Protocol (HTTP) [18], and Peer-to-Peer (P2P) networks [24]. In addition 
to these, mechanisms based on Short Messaging System (SMS) [6][25][26], Bluetooth [27], or 
Multimedia Messaging System (MMS) [28] have also emerged to disseminate and control 
botnet traffic. Fig. 4 shows the basic architecture of a mobile botnet, with the basic assumption 
of a connection of mobile nodes and C&C through an IP network (Internet). Initially, the 
botmaster creates a malicious application (based on the vulnerabilities of Application 
Programming Interfaces or APIs) and publishes it through an online application portal (e.g., 
APP Engine for Android applications). The mobile user downloads the application, which in 
turn affects the mobile device. The infected application leaks the private information from the 
victim’s device and may cause service disruption.  

An SMS-P2P based mobile botnet architecture is proposed by [29], that uses different 
mobile services and is resilient to detection. The architecture of SMS-P2P is shown in Fig. 5. 
The SMS messages are used to coordinate the devices and the C&C in a P2P topology. The 
authors proposed countermeasures to defeat an SMS-P2P attack. 
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Fig. 3. Taxonomy of Mobile Botnets 
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A C&C architecture based on Bluetooth technology was evaluated in [27], as shown in Fig. 
6 Bluetooth architecture utilizes near-field communication channels. Therefore, underlying 
botnet architecture cannot reach a wide range. The authors evaluate and investigate the 
challenges of mobile botnet creation and maintenance via Bluetooth. In addition, the behavior 
of a mobile botnet is investigated using Bluetooth technology in a large-scale simulated 
environment. Such a malicious infrastructure was concluded to be possible in various 
scenarios because of the largely repetitive nature of daily user routines.  
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A more recent real-world scenario is presented in [30] to understand Bluetooth-based C&C 

channel development mechanism.In this study, a Bluetooth C&C channel is deployed in a 
controlledenvironment using Android OS as a development platform. The strengths and 
weaknesses of the proposed architecture are then identified. Finally, a physical Bluetooth 
channel governing C&C isproven to be possible in a controlled environment. 
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3.1.2 Platform:In consideration of the technological advancements in mobile computing, 
smartphone vendors are introducing OS that offer competitive features with respect to the 
traditional desktop OS. Table 4presents the evaluation of mobile OS platforms from 2000 to 
2013, whereas Fig.7 shows the total infection ratio for each platform. 
 
Table 4. Mobile Platform Evolution from 2000 to 2013 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Fig.7 depicts that Android is the most affected platform with a 65% infection ratio. The 
reasons for this high ratio are as follows: Android has a leading market position, third party 
application stores are easily introduced due tothe open source architecture of the OS, 
andprograming the malware is easy. After Android, the most affected platforms are Symbian 
and J2ME with 32% and 2% infection ratios, respectively [31]. 
 

 
Fig. 7. The total infection ratio for each mobile platform from 2000 to 2014 (Q1) 
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3.1.3 Loopholes:Considering the vulnerability of mobile devices to new threats, institutions 
and consumers keep themselves updated about mobile. In particular, the Android OS is a 
victim of malware attacks as reported by [32]. Android’s increased market share and 
open-source architecture are factors that enable the exploitation of various attacks. Although 
new versions of the Android OS are more resistant against security vulnerabilities, 44% of 
Android users do not update their systems, and hence compromise their mobile security. 
Having an updated version of a mobile OS is desirable,particularlyfor federal, state, and local 
authorities, to optimize secure solutionsformobile technologies. 

Unified Extended Firmware Interface (UEFI) [33] provides specifications for boot loaders 
with the capability of launching various OS. According to the Advanced RISC Machine 
architectures, UEFI boot loaders should be preferably adopted by 64-bit processors. Mark 
Doran, president of the UEFI Forum, argues that UEFI Secure Boot should be used apart from 
the Windows platform to enable protection in mobile devices [34]. When platform vendors do 
not implement Secure Boot properly, they face two major challenges in execution: 1) attackers 
gain privilege either to modify the code that contains the Secure Boot call, and 2) attackers 
execute their own code in the system. Vendors face these vulnerabilities, which are not 
inherent to the Secure Boot itself, because of implementation errors. 

Another serious problem faced by software manufactures is the human knowledge in terms 
of software usage. In general, humans are not aware of the possible consequences caused by 
the misuse of mobile applications. For this reason, social engineering and phishing tools and 
techniques are considered as the two most common mechanisms that are effective for 
capturing personal information of a lame user. Similarly, default settings (default usernames 
and passwords) of various smartphone device vendors often open a gate for attackers to gain 
unauthorized access.  

Vulnerabilities can sometimes be uncovered by monitoring the communication between a 
mobile device and the web server to find weaknesses in the protocol or access controls. Many 
Web services blindly trust input coming from mobile applications, relying on the application 
to validate the data provided by the end user. However, attackers can forge their own 
communication to the web server or bypass the application logic checks entirely, allowing 
them to take advantage of missing validation logic on the server to perform unauthorized 
actions [35]. 

Subscriber Information Module (SIM) cards are tiny memory units inside most mobile 
devices that allow such devices to communicate with the service provider. According to a 
security research [36], flaws in SIM card technology and implementation make hundreds of 
millions of mobile devices susceptible to hacking. The root of the problem lies in the fact that 
encryption in most SIM cards relies on Data Encryption Standard (DES), which is an 
algorithm created by the US government four decades ago. DES was secure in its day, but that 
day has long passed. At present, DES is considered to be insecure and is relatively trivial for a 
skilled hacker or crack. 

3.1.4 Attack Types:A recent study by Kaspersky [12] reported that the most common 
attacks targeting the Android platform are SMS Trojans, adware, viruses, spywares, and root 
exploits. Moreover, mobile botnets are becoming a dangerous threat that target different 
mobile platforms that can perform malicious tasks at the instructions of the botmaster. 
Typically, botnets usetheDomain Name System (DNS) to retrieve the IP addresses of the 
servers; therefore, targeting DNS service is the initial point of attack. This results in the 
activation of an incredibly robust and stealthy mobile botnet C&C [37]. Moreover, the key 
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feature of mobile communication relates to the exchange of traffic load and its constant 
observation for billing and accounting. Consequently, mobile botnets have the potential to 
affect the infected mobile system’s call charging detail records (CDR) [1]. Another approach 
used to reduce malicious activities is known as the rootkit [38], which is a malicious code that 
is especially designed to hide unwanted/malicious activities and virus propagations in the 
system. In this case, the C&C of a botnet instructs the bots to carry out a malicious activity, 
which mayinclude sending spam messages, acquiring authorized control over smartphone 
devices, and hijacking business activities. 

3.1.5 Target Audience:Mobile botnets affectadiverse audience ranging 
fromthegeneralpublic to government institutions, enterprises, and organizations. Profitable 
organizations such as banks are shifting the majority of their services to the mobile 
environment (e.g., payment of bills, generating account statements, and funds transfer). 
Therefore, the primary focus of the mobile botmaster is to gain access to such mobile devices 
that are dedicated for business activities andtoattemptto launch different malicious activities 
such as DDoS, remote control, and service disruption. According to Information Week [39], 
Bank of America, U.S bank, Wells Fargo, and JPMorgan Chase are among those U.S banks 
that were slowed down by DDoS attacks. Consequently, thousands of customers filed 
complaints for the banks’ websites being down that result in their inability to access their 
normal banking services (e.g. account checking, savings, bill payments, mortgage accounts, 
and other similar services through mobile applications). 

3.1.6 Operational Influence:The overall operational influence of mobile botnets can be 
viewed from two different perspectives: 1) relevant to the host device itself and, 2) relevant to 
the service provisioning model. The direct influence related to the host mobile device includes 
privacy violation, data theft, root access, location identification, and battery consumption. 
Similarly, the concept related to service provisioning model includes, disruption of services, 
channel occupation, outage of resources, and content compromise. 

3.1.7 Detection Approaches:A mobile botnet detection approach based on “pull” style 
C&C was presented in [40]. Through investigating flow features (total packets and total bytes) 
of C&C traffic passing through a Virtual Private Network (VPN), the authors investigated the 
abnormalities of these traffic flows. Likewise, this approach can detect mobile botnets residing 
within signatures, abnormal models, and whitelists.  

A layered intrusion detection system and remediation framework, which automatically 
detects, analyzes, protects, and removes security threats in smartphones, was proposed by [41]. 
This study aims to overcome smartphone vulnerabilities and to detect threats in three stages: a) 
behavioral and threat modeling technique; b) implementation and deployment of stochastic 
and machine learning techniques to automatically detect intrusion that can span among 
different network layers, applications, and social media; and c) building an automatic threat 
detection model to lessen or even overcome the security risks.  

A behavioral model was proposed in [42] for the detection of smartphone malware based 
on ontology techniques. Another approach presented in [1] focused on the design of a method 
for network-based anomaly detection based on analytical modeling, learning, and simulating, 
together with the billing and control-plan data to detect mobile attacks and anomalies. 
Furthermore, authors in [43] created a virtual lab environment for the purpose of analysis and 
detection of Android malware through emulating the environment. In addition to this method, 
a signature-based mobile botnet detection algorithm that considered Bayesian spam filter 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 9, NO. 4, April 2015                                   1483 

mechanism as the key component was proposed in [44].The authors concluded that this system 
is capable of identifying 87% of spam message from the dataset.  

A prototype called Airmid [32] was designed to automatically identify and respond to 
malicious mobile applications by analyzing the behavior of the network traffic. 
Airmididentifies malicious network traffic through the cooperation between smartphones and 
in-network sensors. To detect Android malware and the malicious application behaviors, a 
hybrid (static and dynamic) model was proposed in [45], which detects malicious activity 
through the following stages: a) static analysis – to parse the manifest file of applications and 
decompile them using reverse engineering tools, and b) dynamic analysis – execute an 
application and log all performed actions. 

An adaptive hybrid multi-agent system for SMS-based mobile botnet detection is proposed 
in [46]. The approach employs signature-based and anomaly–based analysis systems to detect 
SMS-based mobile botnets. Detection is achieved by applying behavioral analysis that 
includes correlating suspicious SMS messages with a generated profile. This system is still in 
the development phase.  

Droid Permission Miner [47] specifies a mechanism for static analysis of the Android 
platform to detect possible malicious activity by analyzing permissions of the applications. 
The authors analyzed 436 APK files and extracted specific features that are relevant to 
malicious activities. The proposed model is then classified based on machine learning 
classifiers. By contrast, this model can be considered as an initial classifier to measure benign 
and malware specimens. 

Recently, the authors in [48] devise a fully automated and comprehensive analysis system 
for Android applications. The approach combines static and dynamic malware analysis 
techniques at both Delvik VM and system level. To the best of our knowledge, this dataset 
consists of 1,000,000 applications, which is the largest dataset ever analyzed for malware 
behavior measurement. Another system named DroidLogger [49]identifies suspicious 
behavior of applications via instrumentation. A lightweight method is proposed to understand 
the dynamic behavior of an application by logging program APIs and system calls alongwith 
their detailed arguments. 

From various constraints imposed by cellphone technologies (e.g., resources, memory, 
processing, and storage), a concept of remote server utilization is introduced for the first 
timein application scanning in [50],which is known as “Paranoid Android”. The authors 
investigate recording and replaying concepts during application execution. While an 
application executes, acomplete replica of the system runs in parallel on a remotevirtual 
machine. Apart fromlocal security measures on the mobile device, the device records a 
minimal execution trace and sends it to the security server.The server then replays the 
execution traces to detect any potential malware. 

In thefollowingsection, we will review and discuss the most popular mobile botnet attacks 
evolved to date, with consideration of the following distinctions: type of attack, platform being 
compromised, category, target audience, vulnerability/loopholes in technology, dissemination 
method, overall operational influence, and defensive approaches carried out to undermine 
each mobile botnets.  

4. Review of Existing Mobile Botnets based on the Proposed Taxonomy 
In this section, we review the existing mobile botnet attacks based on the significant derived 
parameters from the taxonomy. Table 5 shows the comparative study of these mobile 
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botnets/malwares. In the following subsections, we will briefly describeeach botnet with 
respect to the attack vectors specified in the previous section. 

4.1 DroidDream:A mobile botnet-based malwarecalledDroidDream appeared in the spring 
of 2011. The purpose of launching this attack was to gain root access to Android mobile 
devices and acquire unique identification information (model number, product ID, EMI 
number, provider, language, etc.) of a mobile phone. Moreover, after infection, the 
compromised device could also download and install additional executable programs and 
features without being noticed by the user, while providing a backdoor root access for attacker. 
The DroidDream’s major focus was to infect mobile devices running Android v2.2 and earlier 
versions. More than 50 malware-infected applications were identified; however, what was 
alarming is that such applications were available on the official Android market place. 
Afterwards, Google managed to remove the effected applications from its official marketplace 
and had implemented a “kill switch” mechanism to remotely clear Android handheld devices 
that have been malfunctioned bytheDroidDream malware. 

4.2 SymbOS.Yxes: This worm targets Symbian mobile devices with OS 9.1S60 3rd Edition, 
but can also run on a wider range of Symbian OS. The potential capabilities of this worm are 
the following: (a) sending messages to those phone numbers that were harvested from infected 
devices' SMS inbox, (b) stealing information from the victim’s device (e.g., serial number of 
phone and subscription information) and redirecting this information to servers controlled by 
cybercriminals, and (c) searching for installed applications from the application manager and 
attempting to kill those tasks or applications. This worm uses a valid but revoked certificate; 
therefore, it is required for a device to avoid this attack through enforcing online verification of 
the certificate. Moreover, FortiGate Systems and FortiClient Systems can also be used to 
avoid or even eliminate this attack. 

4.3 IKee.B:This malware is a standalone malicious program that infects iPhone in different 
ways, such as the following: (a) the device is “jailbroken” and installed with a software that is 
not signed by Apple, (b) installation of unsigned secured shell (SSH) with remote access 
enabled capability,and(c) default root password(“alpine”) has not been changed from the 
default factory setting. Similarly, this worm can infect other vulnerable iPhones by scanning 
over 3g or Wi-Fi networks. Moreover, its dispersion takes place in three stages when active on 
the iPhone: (a) changes default password, (b) establishes connection with remote server with 
address 92.61.38.16 via HTTP and downloads and installs additional components, and (c) 
send banking information incorporated in SMS messages to a remote server. The only 
defensive reaction is to reset the iPhone and to restore all settings to their factory defaults.  

4.4 Geinimi:Anotherthreatening Trojan that infects Android devices with the aim to steal 
information appeared in the middle of 2011. Users unknowingly install applications that are 
repackaged versions of legitimate applications, which can be downloaded from third-party 
application stores. When the application is launched, the Trojan starts in the background. 
Meanwhile, the Trojan collects the user's private information, such as location identification, 
list of installed applications, and IMEI and SIM identifiers of the particular phone. Afterward, 
Geinimi attempts to connect to a remote server to transmit collected data as a payload for the 
remote server. The Geinimi Trojan can be avoided by resetting the registry information of the 
phone. To hide its functionality, the Trojan canemploy two anti-analysis functions called 
encryption and obfuscation. 
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4.5 RootSmart:Inthe same year, another Android malware GingerMaster [51] exploitation 
is further strengthened bytheRootSmart [52] malware. Unlike GingerMaster, it does not 
directly embed a root exploitation code into the application; it rather fetches the GingerMaster 
root exploitation logic from a remote server and executes it to gain root access into device. 
After gaining root access to device, this malwaredownloads and installs other malware 
applications without being noticed by the user. The motivation is to steal private information 
and send ittoaremotely managed C&C. In addition to this operation, stealth is provided by 
encrypting the C&C server URL inside a raw resource file. 

4.6SMiShing: In the middle of 2012, SMS phishing evolved as a means to target lame 
mobile users. In computing terminology, phishing is a form of criminal actthat 
acquirespersonal information by exploiting the ignorance of a user. The attacker must first 
establish trust with the victim by masquerading as a trustworthy entity in a mobile 
communication system. The only meansto combat such a malicious act is to educate users on 
how to reduce the likelihood of becoming a victim. 

4.7Android Snooping: Android snooping vulnerability is discovered in the Android 
platform version 2.3.4, particularly in Google’s ClientLogin protocol such as Google Calendar 
provider and contacts sync service. Not only did this problem affect the standard Android 
applications, but it also affected those that used Google services throughtheClientLogin 
protocol via HTTP. The vulnerability was diagnosed from the disclosure to steal personal data 
from the Calendar Control object. Apart from information theft of personal interest, the 
adversary could perform substantial changes to the user’s profile data without being noticed 
by the user. For example, the adversary can change the victim’s personal phone book data (e.g., 
changing the email address of his/her boss), hoping to capture sensitive and confidential data 
related to some business activity. To counter this attack, one must (a) limit the time of 
AuthToken and (b) enforce secure HTTP (HTTPS) for authentication. Google has fixed the 
problem in its subsequent Android releases. 

4.8 BBproxy:A Trojan malware was detected in Blackberry smart phones in the middle of 
2006.It targeted the enterprise data and network. Initially, it creates a trusting relationship 
between a Blackberry device and a company’s internal server. Once the connection is 
established, it hijacks and establishes a connection with the company’s internal server. In 
addition to this intrusion, the data tunnel established between both entities is based on a secure 
tunnel. Therefore, detecting any malicious activity by an intrusion detection system, which is 
installed on the perimeter of the network, is difficult. Moreover, the Trojan is bundled with the 
most popular games and can also disseminate through email. Once installed, it tries to acquire 
and steal a company’s personal informationwhile scanning for more vulnerability. The 
recommendations to avoid this malicious act are the following: (a) the Blackberry server 
should be kept in a demilitarized zone (DMZ), and (b) the communication 
betweentheBlackberry server and the device should be restricted.  

4.9 SSL Renegotiation DoS: A generic OS was discovered during 2011, which lies in the 
category of DoS attack based on asymmetric processing. This OS can target secure socket 
layer/ transport layer security (SSL/TLS) servers, because the basic TLS operations increase 
the load on the processing of the server rather than on the client side. The attacker attempts to 
exhaust the server resources by initiating large numbers of TLS renegotiation requests. The 
following precautions can be made to avoid the above-stated problem: (a) disable SSL/TLS 
renegotiation, (b) impose a time limit between both incoming and renegotiation SSL/TLS  
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requests, and (c) offload processing by applying SSL accelerator. 

4.10 Obad.Until now, Obad malware [63] has a sophisticated design that exploits several 
unexplored vulnerabilities. Furthermore, it uses SMS, fake Google Play stores, and 
untrustworthy third party Android application portals as a means of initiating the attack. The 
Obad.a malware is distributed along with another Trojan called SMS.AndroidOS.Opfake.a to 
capitalize the infection ratio. 

 
 

Table 5. Review of Existing Mobile Botnets based on Taxonomy 
 
Mobile 
Botnet 

Type Platform Category Target 
Audience 

Loophole Dissemination 
Technique 

Operational 
Impact 

Defensive 
Reaction 

DroidDrea
m[53] 

Root 
Exploitation 

Android Trojan Android 
users 

Alter code   
for Root access  

Games Root access,  
steal data 

Android  
App Kill switch 

SymbOS. 
Yxes[x2] 

Service 
disruption 

Symbian  
OS 9.1 

Worm Symbian 
Users  

Invalid  
certificate  
registration 

Sending SMS,  
Redirect to  
cybercriminal 
website 

Abnormally high  
phone bills,  
battery power loss 

FortiGate 
Systems,  
FortiClient 
Systems 

IKee.B[54] Root Access Apple Worm Systems 
and  
Networks, 
iPhone 
users 

Unapproved 
SSH,  
setting default  
SSH password 

scan and infect  
other iPhones by  
Wi-Fi or 3G 
 Networks 

Stole financial 
sensitive 
information 

Restore 
firmware  
via Apple 
iTunes 

Geinimi[55
] 

Personal 
Information 
Theft 

Android Trojan Android 
Users 

Exploit  
backdoor  

Games  Send private 
information 
to C&C via HTTP 

Symantec 
Power  
Eraser Tool 
(SPE) 

RootSMA
RT[52] 

Root 
Exploitation 

Android  Malware Android  
<2.3 or 3.0 

GingerBreak 
Root Exploit 

Through two  
Helper-Scripts 

Establish 
connection  
with C&C 

Use reputable  
app store 

SMiShing[
56] 

Spam, Fraud Any Phishing Any Phishing to  
humans 

Monetized by  
signing up  

Steal personal 
 information 

Educate People 

Snooping 
[57] 

Privacy/ 
Snooping 

Android  
<2.3.4 
and 3.0 

Software  
Fault 

Users 
using  
synchroniza
tion  
services 

Misusing  
Google’s  
ClientLogin 
Protocol 

Attacker snoops 
AuthToken in 
clear text 

Impersonate user 
to 
change his 
personal info 

Minimize 
timeout  
of AuthToken 

SpySmart 
Phone [58] 

Spy Software Any Sensors Any Phishing  
to humans 

Installation on  
victim machine 

Steal personal 
information,  

Educate People 

SSL 
Renegotiati
on 
DoS[59] 

DoS, 
Asymmetric 
Processing 

Any Generic  
Attack 

SSL/TSL  
servers 

TSL  
Operations 

Massive TLS  
renegotiation 
requests 

Deplete Server  
resources 

Disable 
SSL/TSL  
renegotiation 

BBproxy[6
0] 

Infrastructure Blackberr
y/ 
RIM 

Trojan Enterprise  
Internal 
data  
and 
network 

Exploit the  
trust 
relationship 

Games, Email Steal companies’ 
Information 

Separate DMZ,  
limited access 

Foncy[12] SMS Trojan Android Trojan Any Sending random  
messages  
to victims 

Working with  
IRC bot and  
a root exploit 

Malicious 
activates 
initiated by C&C 

Already Dead 

Cawitt[12] SMS Trojan Android Trojan Twitter 
Users 

Posting 
Message  
on Twitter 

Unknowingly  
sending SMS to 
premium users  

Information  
Threat 

Antivirus 
Scanner 

SpamSold[
61] 

SMS Spam Android Spam Any Deceptive  
Android 
Permissions 

Fee games Establish 
connection  
with C&C 

Various 
Antivirus  
Software 

Obad[62] Admi 
Explotation 

Android  
<v4.3 

Trojan Android  
cell holders 

Google Play  
fake stores 

Spam text 
messages 

Attain admin  
rights to hack a 
firm 

Patch in v4.3 
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In the first step, Obad.a sends a message (“MMS Message has been delivered, download 
from www.otkroi.com”) to the user device through Google’s GCM (Google Cloud Messaging) 
service. When a user clicks on the link in the message, a file called “mms.apk” that contains 
“Opfake.a” is loaded in the active memory of the mobile device. If a user proceeds to install 
the program, then the C&C is activated, and the Trojan sends a message to the victim’s contact 
list. this encourages the receivers to download an MMS message from the URL 
http://oktroi.net/12. By following the link, the recipients are also infected by Obad.a. Similarly, 
the Obad botnet is capable of providing high levels of code obfuscation for stealth and hiding 
malicious routines from known anti-virus software programs. Furthermore, Obad.a can spread 
its malicious files, such as opfake.a and obad.a, very quickly. Despite of its sophisticated 
technique to hide and propagate, the threat has been recognized by Google, and the company 
has disabled the security holes related to Obad.a found in Android 4.3. 

5. Issues and Challenges 
As a result of the exhaustive survey on the existing botnets, we identify open issues for the 
progressive security of mobile devices against botnets. With the proliferation of mobile cloud 
computing [64] platforms, the following issues with respect to mobile botnets are of concern 
for the academia and industry alike: 

• Initially, the manifestation of a cross-functional group is essential.Itinvolves 
researchers and the stakeholders (e.g. enterprises, governments, networks, and ISPs) 
for identification and effective confiscation of botnets. A clear and transparent policy 
on mobile equipment and usagemust be documented and socialized across the 
enterprise. Moreover, the public should be informed of the means by which mobile 
botnet threats can be overcome.  

• At this point, security and risk leaders cannot ignore the increasing demand and 
proliferation of mobile devicesinenterprises. Not only is the demand driven by the 
mass adoption and use of consumer devices, but businesses also leverage on the power 
of mobile computing to strengthen their value to their clients and customers, making 
them more agile, relevant, and able to respond to the needs of their customers. 

• Scanning and blocking of malicious code in the cloud can be implemented to preempt 
the code or information sharing centers in cooperation with antivirus vendors in 
identifying and planningto block threats. When the malicious code is preempted, it 
may not be possible for providers to predict the way that devices with more operating 
platforms receiving the code behave with traffic. However, in case of detection and 
block management of threats, it can be applied in blocking solutions. 

• As compared to desktop OS, smartphone device OS has less capabilities in terms of 
processing, memory and storage, which ultimately restricts the best security policies 
to be implemented. 

• Network operators have remarkable control on the software employed by 
smartphones that use their network. In particular, this happens when mobile phones 
are sold as part of a wireless subscription. The operators should provide built-in 
anti-virus scanning facilities and should enforce updating and patching in response to 
any malicious activity. 

• User awareness with respect to security threats is a key contribution toward a 
persistent solution of the problem. Therefore, a specific and dedicated education and 
awareness campaign that targets mobile users on the risks, policies, and procedures 
should be introduced. 



1488                                  Karim et al.: Mobile Botnet Attacks – an Emerging Threat: Classification, Review and Open Issues 

6. Conclusion 
Smartphones have become similar to desktop computers nowadays because of the rapid 
development of computational and storage capabilities of such devices. Mobile devices are 
usually connected to the Internet all the time because of its always-on facility. Consequently, 
new security threats are becoming the interest for malware writers. Similarly, this interest 
opens the door for botnet creators to mold their intentions to this new technological arena. 
Moreover, through the emergence of mobile devices in general-purpose computing and 
communication platforms, new security vulnerabilities have evolved. Therefore, users have to 
be aware about the vulnerability of mobile devices to malware infection, and can thus be 
turned into a botclient as part of a botnet. 

In this review, we have conducted an exhaustive survey of existing botnet attacks on 
mobile devices. Through an investigation of botnet attack vectors, we have presented a 
well-defined taxonomy which we used to explore the acute features of existing botnet attacks. 
This review serves as a roadmap for researchers to study and enforce secure communication 
patterns that are focused on various aspects of mobile botnet attack vectors.  

Related to our observations about mobile botnet attacks, Android is concluded to have the 
least resistance against mobile botnets for the following reasons. First, Android is open-source, 
making it free to contribute in a digital contribution platform. Second, Android has an 
augmented market penetration makes it suitable for the spread of botnets. 

Addressing mobile botnet attacks have become a challenge for information security 
professionals and researchers. Therefore, stakeholders must implement cooperative and 
legislative actions to eliminate this hazard. Furthermore, negotiating possible international 
legislative issues and establishing global policies are important to systematically avoid 
suchharmful threats. 
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