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Abstract 
 

A convertible undeniable signature requires a verifier to interact with the signer to verify a 

signature and furthermore allows the signer to convert a valid one to publicly verifiable 

signature. In 2007, Yuen et al. proposed a convertible undeniable signature without random 

oracles in pairings. However, it is recently shown that Yuen et al.’s scheme is not invisible for 

the standard definition of invisibility. In this paper, we propose a new improvement by using 

extended Euclidean algorithm that can overcome the visibility attack. The proposed scheme 

has been evaluated based on computation and communication complexities and the 

performance comparisons of Yuen et al.’s scheme and various convertible undeniable 

signature schemes are provided. Moreover, it has been observed that the proposed algorithm 

reduces the computation and communication times significantly.  
 

 

Keywords: Convertible, extended Euclidean algorithm, random oracle, undeniable 

signature.  
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1. Introduction  

The concept of undeniable signature was first introduced in 1989 by Chaum and van 

Antwerpen [1]. In this setting, one has to interact with the signer in order to be convinced of 

the validity or invalidity of a given signature. Undeniable signature has found various 

applications such as in licensing software [1], electronic cash [2] [3] [4], confidential business 

agreement [5], electronic voting and auction [6][7]. The popular application is in licensing 

software. For instance, software vendors might desire to sign on their products to provide 

authenticity to their paying customers. Nevertheless, they strictly disallow dishonest 

customers who have illegally duplicated their software to verify the validity of these 

signatures. Undeniable signature plays a significant role here as it allows only legitimate users 

to verify the validity of the signatures on the software. So far, many undeniable signature 

schemes were discussed.   

In order to link undeniable signature to regular signature, Boyar et al. [8] introduced 

convertible undeniable signatures which allow the signer to convert his undeniable signatures 

into publicly verifiable signatures. Their signatures provide individual and universal 

conversions of the signatures. Two types of conversions were introduced: individual 

conversion which enables the signer to individually convert signatures, and universal 

conversion which enables the signer to convert all (existing and future) signatures. 

Unfortunately, the scheme was later broken and improved by Michel et al. in [9] with no 

security proof given.  

Gennaro et al. [10] proposed the first RSA-based convertible undeniable signature and 

described several extensions of it. Their scheme was later shown to be visible in [11]. 

Kurosawa and Takagi [12] proposed a scheme which they claimed to be the RSA based 

scheme secure in the standard model, but it was shown by Phong et al. [13] that the scheme 

does not provide full invisibility. Furthermore, Phong et al. [13] proposed a new convertible 

RSA based scheme secure in the standard model.  

Recently, Yuen et al. [14] presented the first convertible undeniable signature without 

random oracles in pairings. By using more standard assumptions in the security proofs, Yuen 

et al.’s scheme is better than the existing undeniable signature scheme without random oracles 

by Laguillaumie and Vergnaud [15]. Yuen et al. proposed variant of undeniable signature is 

proven unforgeable by the computational Diffie-Hellman (CDH) assumption and anonymous 

by the decision linear assumption. Therefore, by removing the protocol for convertible parts, 

their undeniable signature scheme is the first proven secure scheme without using random 

oracles and without using a new assumption in discrete logarithm settings.  

However, Phong et al. [16] and Zhao [17] pointed out that the scheme of Yuen et al. [14] is 

not invisible for the standard definition of invisibility, respectively. The adversary can decide 

whether the challenge message-signature pair is valid or invalid by constructing and 

submitting another message-signature pair to the confirmation/disavowal oracle. In [16], 

Phong et al. showed that if the strong definition of invisibility is used, the scheme in [14] is 

totally insecure; while if the weaker definition is used, then the invisibility proof provided in 

[14] is incorrect. In [17], Zhao also thought how to define exactly the security model for 

cryptographic primitive is an important work. In the full version of [14], Yuen et al. have 

revised this visibility problem of their scheme in [18]. Yuen et al.’s scheme [18] uses two 

Waters hashes along with a strong one-time signature [19].  
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In addition, Phong et al. [16] proposed two efficient schemes which are claimed to be the 

first practical discrete logarithm based convertible undeniable signature schemes in the 

standard model. Later, Huang and Wong [20] presented a scheme with even shorter signatures 

than the schemes by Phong et al. [16], but only prove the scheme to be invisible according to a 

weaker definition of invisibility. Recently, Schuldt and Matsuura [21] proposed another 

convertible undeniable signature scheme in the standard model. Their scheme combines linear 

encryption and Waters signature, and has unforgeability based on CDH assumption and 

invisibility based on decision linear assumption.  

In this article, we will propose a new improvement of convertible undeniable signature 

scheme that can overcome the weakness of invisibility. In the next section, we explain some 

knowledge and the security models of the undeniable signature scheme. In Section 3, we show 

the existing scheme and its weakness. In Section 4, our scheme will be presented in detail. The 

security proofs and the performance evaluation of our scheme will be shown in Section 5. 

Finally, the conclusion will be given in the last section.  

2. Preliminaries  

In this section, we describe the bilinear maps with certain properties, some hard problems and 

the concepts of mathematical tools. Further, we give precise definitions and security models 

for the undeniable signature scheme.  

2.1 Pairings and Some Computational Problems  

We briefly review the necessary facts about bilinear pairing. We consider two groups   and 

   of the same prime order  . Let   be a generator of  . A bilinear map is a map  ̂     
   satisfying the following properties [22].  

1. Bilinear: We say that a map  ̂        is bilinear if  ̂         ̂        for all  , 

    and all  ,     .  

2. Non-degenerate: The map does not send all pairs in     to the identity in   . Observe 

that since  ,    are groups of prime order this implies that if   is a generator of   then 

 ̂      is a generator of   .  

3. Computable: There exists a polynomial time algorithm to compute  ̂.  

Definition 2.1 The computational Diffie-Hellman (CDH) problem is that, given  ,   , 

     for unknown  ,     
 , to calculate    . The CDH assumption states that it is 

computationally intractable to compute the value    .  

Definition 2.2 The Decision Linear [23] problem is that, given  ,   ,  ,   ,  ,      for 

unknown  ,  ,     
  to output 1 if       and output 0 otherwise. The Decision Linear 

assumption states that it is hard to distinguish      .  

Definition 2.3 The discrete logarithm problem is that, given  ,     , to calculate  .  

2.2 The Extended Euclidean Algorithm  

Let     . The modular multiplicative inverse [24] of   modulo   is defined: it is the number 

  such that             . If such an   exists, then it is unique, and   is said to be invertible; 

the modular multiplicative inverse of   is denoted by    . The extended Euclidean algorithm 

may be used to calculate it. We describe the concept of the extended Euclidean algorithm as 

follows.  
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The extended Euclidean algorithm [24] is an extension to the Euclidean algorithm. Let   

and   be non-negative integers. Besides finding the greatest common divisor of integers   and 

 , as the Euclidean algorithm does, it also finds integers   and   satisfying        , 

where           . If    , then           does not exist. The extended Euclidean 

algorithm is particularly useful when   and   are coprime, since   is the multiplicative inverse 

of   modulo  , and   is the multiplicative inverse of   modulo  . The concept of the extended 

Euclidean algorithm is very useful in our scheme construction.  

2.3 Security Notions  

The undeniable signature scheme consists of the following algorithms.  

Setup. It is a probabilistic algorithm which takes as input  . The outputs are the common 

parameters which are shared by all the users in the system.  

Key Generation. It is a probabilistic algorithm which takes as input the common 

parameters and generates a secret/public key pair         for a user in the system.  

Sign. It is a probabilistic algorithm which takes as input a secret key   , a message   and 

common parameters, generates the undeniable signature  .  

Confirmation/Disavowal. It is a protocol between the signer and a verifier which takes as 

input a message-signature pair      , a pair of keys         and common parameters. This 

protocol allows the signer to convince the verifier that the given message-signature pair is 

valid or invalid, with the knowledge of the corresponding secret key   .  

The following algorithms are only for the undeniable signature scheme with convertible 

property.  

Individual Conversion. It is a deterministic algorithm which takes as input a secret key   , 

a message-signature pair       and common parameters, generates the individual receipt  .  

Individual Verification. It is a deterministic algorithm which takes as input a public key 

  , a message-signature pair      , an individual receipt   and common parameters, 

generates   if   is an invalid individual receipt. Otherwise, outputs 1 if   is a valid signature 

of   and outputs   otherwise.  

Universal Conversion. It is a deterministic algorithm which takes as input a secret key    

and common parameters, generates the universal receipt  .  

Universal Verification. It is a deterministic algorithm which takes as input a public key 

  , any message-signature pair      , an universal receipt   and common parameters, 

generates   if   is an invalid universal receipt. Otherwise, outputs   if   is a valid signature 

of   and outputs   otherwise.  

2.4 Unforgeability  

The unforgeability is defined by using the following game between a simulator   and an 

adversary  .  

1.   sends the public keys and parameters to  . (For convertible schemes,   also gives 

the universal receipt to  .)  

2.   performs a series of queries.  

 Signing queries. For            for some   ,   queries a message    to the 

signing oracle adaptively and receives a signature   .  

 Confirmation/disavowal queries. For            for some   ,   queries a 

message-signature pair to the confirmation/disavowal oracle adaptively. If it is a 

http://en.wikipedia.org/wiki/Euclidean_algorithm
http://en.wikipedia.org/wiki/Greatest_common_divisor
http://en.wikipedia.org/wiki/Coprime
http://en.wikipedia.org/wiki/Modular_multiplicative_inverse
http://en.wikipedia.org/wiki/Modular_arithmetic
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valid pair, then the oracle returns a bit     and proceeds with the execution of the 

confirmation protocol with  . Otherwise, the oracle returns a bit     and proceeds 

with the execution of the disavowal protocol with  .  

3.   succeeds in strong forgery if         is valid and         is not among the pairs 

        generated during the signing oracle queries.  

  wins the game if    is a valid undeniable signature for a message   .  

Definition 2.4 A (convertible) undeniable signature scheme is said to be existential 

unforgeable under adaptive chosen message attack if no probabilistic polynomial time (PPT) 

  has a non-negligible advantage in the above game.  

2.5 Invisibility  

The invisibility is defined as follows. Consider the following game between a simulator   and 

an adversary  .  

1.   delivers the public keys and parameters to  .  

2.   executes a series of queries.  

 Signing queries, Confirmation/disavowal queries: the same as unforgeability.  

 (For convertible schemes only.) Receipt generating oracle. For            for 

some   ,   queries a message-signature pair         to the receipt generating oracle 

adaptively and receives an individual receipt   .  

3.   chooses a message    which has never been queried to the signing oracle, and sends 

it to  .   selects a hidden bit  . If    , then   calculates    using the signing oracle, 

otherwise   chooses    uniformly at random from the signature space.  

4.   is not allowed to query    to the signing oracle and the receipt generating oracle. In 

addition,   is not allowed to query         to the confirmation/disavowal oracle.  

5. At the end of this game,   outputs a guess   .  

  wins the game if     .  ’s advantage is                  
 

 
 .  

Definition 2.5 A (convertible) undeniable signature scheme is said to have the property of 

invisibility under adaptive chosen message attack if no PPT   has a non-negligible advantage 

in the above game.  

2.6 Impersonation  

The impersonation is defined by using the following game between a simulator   and an 

adversary  .  

1.   sends the public keys and parameters to  .  

2.   executes a series of Signing oracle and Confirmation/Disavowal oracle, which are 

the same as the one in unforgeability.  

3.   outputs a bit   and a message-signature pair        . If    ,   performs the 

confirmation protocol with  . Otherwise   executes the disavowal protocol with  .  

  wins the game if   is convinced that    is a valid signature for the message    if    , 

or is an invalid signature for the message    if    .  

Definition 2.6 A (convertible) undeniable signature scheme is said to be secure against 

impersonation under adaptive chosen message attack if no PPT   has a non-negligible 

advantage in the above game.  
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3. The Yuen-Au-Liu-Susilo Scheme and Its Weakness  

In this section, we first review the Yuen-Au-Liu-Susilo scheme [14] in brief using the same 

notations, and then show a weakness [16][17] on invisibility of their scheme.  

3.1 Review of the Yuen-Au-Liu-Susilo Scheme  

The Yuen-Au-Liu-Susilo scheme consists of the following algorithms.  

Setup. Let  ,    be groups of prime order  . Given a pairing:  ̂       . Choose 

generators  ,     . Generator      is randomly selected, and a random  -length vector 

      , whose elements are chosen at random from  .  

Next, choose an integer   as a system parameter. Denote      and      . Let 

   {   }    
  be collision resistant hash functions, where      .  

Key Generation. Randomly choose  ,   ,      
  for      . Compute      , 

       and       . The secret keys are                  . The public keys are 

                  .  

Sign. To sign a message                {   } , denote  ̅        for 

     . The signer selects     
 , and calculates the signature  

     
 (  ∏  

  

 

   

)

 

  

     (  ∏ 
 

 ̅ 
 

 

   

)

 

  

The undeniable signature of a message   is (                   ).  

Confirmation/Disavowal. On input (                   ) , the signer calculates for 

       

   ̂         

   ̂         

    ̂ (  ∏ 
 

 ̅ 
 

 

   

   )  

    ̂ (  ∏ 
 

 ̅ 
 

 

   

   )  ̂ (      
 ∏  

  

 

   

)⁄   

Then, the signer executes the 3-move WI protocols [25] of the equality or the inequality of 

discrete logarithm         and      
   in   .  

Individual Conversion. Upon input the undeniable signature (                   ) on 

the message  , the signer calculates  ̅        and  
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 (   ∑   
 
    ̅ 

 )⁄
. 

Output the individual receipt   
  for the message  .  

Individual Verification. Upon input the undeniable signature(                   ) for 

the message   and the individual receipt   
 , calculate  ̅        for       and check 

if  

 ̂          ̂ (  
    ∏ 

 

 ̅ 
 

 

   

)  

If they are not equal, output  . Otherwise compare if  

 ̂        ̂          ̂ (  
    ∏  

  

 

   

)  

Output   if the above holds. Otherwise output  .  

Universal Conversion. The signer publishes her/his universal receipt                .  

Universal Verification. Upon input the signature (                   ) on the message 

  and the universal receipt                , check if  

      
,  

      ,  

for      . If they are not equal, output  . Otherwise calculate  ̅        for       

and compare if  

 ̂        ̂          ̂ ( 
   

  (   ∑   
 
    ̅ 

 )
   ∏  

  

 

   

)  

Output   if the above holds. Otherwise output  .  

3.2 The Weakness of the Yuen-Au-Liu-Susilo Scheme  

In this subsection, we show a weakness [16][17] on the Yuen-Au-Liu-Susilo scheme [14] and 

point out that the Yuen-Au-Liu-Susilo scheme actually does not satisfy the security model of 

invisibility the authors presented [14].  

Weakness. Let {     } be the challenge in the attacking phase of the security model for 

invisibility where    (  
      

      
        

 ). After the adversary   obtains the challenge, 

not querying the signing oracle, she/he can pick      
  and calculate  

   (  
 (  ∏  

  

 

   

)

  

     
 (  ∏ 

 

 ̅ 
 

 

   

)

  

       
 (  ∏ 

 

 ̅ 
 

 

   

)

  

) 
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 (  
 (  ∏  

  

 

   

)

    

 (  ∏ 
 

 ̅ 
 

 

   

)

    

   (  ∏ 
 

 ̅ 
 

 

   

)

    

)  

Then, the adversary   sends    to the Confirmation/Disavowal oracle. It is obvious that if 

   is valid, then    is valid, and vice verse. Therefore, the adversary   can decide whether    

is valid or invalid according to whether    is valid or invalid. That is to say, the adversary   

can break the invisibility of the Yuen-Au-Liu-Susilo scheme.  

4. Our Scheme Construction 

We describe our convertible undeniable signature scheme. The scheme consists of the 

following algorithms.  

Setup. Let  ,    be groups of prime order  . Choose generators  ,     . Generator 

     is randomly selected, and a random  -length vector       , whose elements are 

chosen at random from  . Given a bilinear pairing  ̂       .  

Next, choose an integer   as a system parameter. Let   {   }    
  be a collision 

resistant hash function. The system parameters are               .  

Key Generation. Randomly choose  ,   ,      
  for      . Compute      , 

      
 and       . The secret keys are                  .The public keys are 

                  .  

Sign. Suppose that a signer wants to sign a message                {   } . The 

signer’s secret keys are                   and the corresponding public keys are 

                  . The signer picks a random number     
  such that            and 

calculates two integers   and   satisfying         by extended Euclidean algorithm [24]. 

The signer calculates   as  

    
  

, 

and  ̅ as  ̅        . Next, the signer computes  

     
   

(  ∏  
  

 

   

)

 

  

   (  ∏  
 ̅ 

 

   

)

 

  

Finally, the undeniable signature   of the message   is          .  

Confirmation/Disavowal. Upon input the undeniable signature             on the 

message  , the signer calculates  
   ̂        

   ̂         
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   ̂ (  ∏  
 ̅ 

 

   

   )  

   ̂        ̂ (  ∏  
 ̅ 

 

   

   )  ̂ (     ∏  
  

 

   

)⁄          

The signer performs the 4-move proof of knowledge of discrete logarithm or the 

non-interactive zero-knowledge proof system for bilinear groups by Groth and Sahai [26] of 

the equality or the inequality of the knowledge         and      .  

Individual Conversion. Upon input the undeniable signature             on the 

message  , the signer calculates  ̅         and  

  
    

  (   ∑   
 
    ̅ )

. 

Output the individual receipt   
  for the message  .  

Individual Verification. Upon input the undeniable signature             for the 

message   and the individual receipt   
 , calculate  ̅         and verify if  

 ̂         ̂ (  
    ∏  

 ̅ 

 

   

)  

If they are not equal, output  . Otherwise check if  

 ̂   
      ̂        ̂         ̂ (  

    ∏  
  

 

   

)  

Output   if the above holds. Otherwise output  .  

Universal Conversion. The signer publishes her/his universal receipt 

                 .  

Universal Verification. Upon input the undeniable signature             on the 

message   and the universal receipt                  , verify if   

      
, 

      , 

for      . If they are not equal, output  . Otherwise calculate  ̅         and check if  

 ̂ (  

 (   ∑   
 
    ̅ )⁄

  )   ̂        ̂         ̂ (  

  (   ∑   
 
    ̅ )

   ∏  
  

 

   

)  

Output   if the above holds. Otherwise output  . 
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5. Discussion  

In this section, the security analysis of our proposed scheme is given first and then the 

performance evaluation is given.  

5.1 Cryptanalysis Result  

The security analysis of the proposed scheme is examined as follows. As with Yuen et al.’s 

scheme [14], the level of security is quite desirable. The related proofs of our scheme are 

similar to that of Yuen et al.’s proofs. Moreover, our scheme can satisfy the security model of 

invisibility.  

Theorem 5.1 (Unforgeability.) Our proposed scheme is secure against forgeability without 

random oracle model if and only if the CDH problem is hard.  

Proof. Let   be a         -adversary. Using  , we shall construct another probabilistic 

polynomical time (PPT)   to solve the CDH problem.  

  will take a CDH challenge (       ). In order to use   to solve for the CDH problem, 

  needs to simulate a challenger and the oracles for  .   runs   executing the following 

steps.  

Setup. Let       .   randomly chooses an integer   such that      . Also, 

suppose that           for the given values of    and  . It chooses the following integers 

at random.  
        

      

                      

                          ̂  {  }  

                         ̂  {  }  

We further define the following functions for binary strings    (                ) as 

follows  

         ∑       

 

   

     

         ∑      

 

   

  

  randomly selects   ,      
  for      . Let       

 and       .   makes a set of 

common parameters as follows:  ,      ,      

       

   
,      

      for      . 

The signer’s public keys are                      .  

Denote          ∑    ̅ 
  

    where  ̅                 . Note that we have the 

following equations  
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  ∏  

    

 

   

   
             

  ∏  
 ̅ 

 
 

   

         

All common parameters and the universal receipt                 are passed to  .  

Oracles Simulation.   simulates the oracles as follow.  

(Signing oracle.) Upon receiving the t-th signing oracle query for message    

(                ), although   does not know the secret key, it still can construct the 

signature by assuming              . It selects       at random. Then, calculate the 

signature as  

              

     

( 
     
     

   )

(  
                   )

  
  

   (  

 
 

        )

     

  

where  ̅         .  

By letting   ̃     
 

     
, it can be checked that           is a signature, shown as follow:  

             

     

( 
     
     

   )

(  
                   )

  
 

  
(  

     
     

    )
(  

                   )

 
     (  

                   )
 

 
       

(  
                   )

  
 

 ( 
  

     
          )(  

  
 

     
         )(  

                   )
  ̃

 

   
           ̃ (  

           )
  ̃

 

   
           ̃ (  ∏ 

 

    

 

   

)

  ̃
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   (  

 
 

        )

     

 

 ( 
   

 
        )

     

 

         ̃ 

 (  ∏   
 ̅ 

 
 

   

)

  ̃

  

  outputs the undeniable signature          . To the adversary, all undeniable signatures 

given by   are indistinguishable from the signatures produced by the signer.  

Output. Finally,   sends the undeniable signature       
    

   for the message   .   

checks if              . If not,   aborts. Otherwise   calculates  ̅           and 

outputs  

  
 

    
            

 
  

          ̃   ∏   

     
     ̃

(  ∏   
 ̅ 

 
 
   )

 ̃           
 

 
  

 (      )
 ̃

  ̃     
 

     

which is the solution to the CDH problem instance.  

 

Theorem 5.2 (Invisibility.) The invisibility of the proposed scheme holds under decision 

linear assumption without random oracle model.  

Proof. Let   be a               -adversary. We construct another PPT   that makes use of 

  to solve the decision linear problem. 

  is given a decision linear problem instance (              ). In order to use   to 

solve for the decision linear problem,   needs to simulate the oracles for  .   does it in the 

following steps. 

Setup. Let           .   chooses an integer   randomly such that      . Also, 

assume that           for the given values of            and  . It randomly chooses the 

following integers.  
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                          ̂  {  }  

                         ̂  {  }  

We further define the following functions for binary strings    (                ) as 

follows:  

         ∑       

 

   

     

         ∑          

 

   

  

Then,   randomly selects a set of distinct numbers   {  
    

      
 }  {  

 } . We further 

define the following functions for any binary string    

      ∏  ̅    

   

 ∑   ̅ 
 

 

   

        

      ∏   ̅    

 

       

 ∑   ̅ 
 

   

   

   

for some   ,      
 , where  ̅                 .  

  generates a set of common parameters as follow:    ,     , 

     

       

        
,      

      for      . The signer’s public keys are:      , 

         ,           for       and        for        .  

Note that we have the following equation:  

  ∏  

    

 

   

   
             

  ∏  
 ̅ 

 
   

   

               

where  ̅                 . All common parameters are passed to  .   also maintains an 

empty list  .  

Oracles Simulation.   simulates the oracles as follows.  

(Signing oracle.) Upon receiving the i-th signing oracle query for the message    

(                ), although   does not know the secret key, it still can generate the 

undeniable signature by assuming               and              . It selects 

     at random and calculates the undeniable signature as  
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( 
     
     

   )

(  
                   )

  
  

   (  

 
 

        )

     

  

Same as the above proof,           is a valid undeniable signature.   stores              

into the list   and then outputs the undeniable signature          . To the adversary, all 

undeniable signatures given by   are indistinguishable from the signature generated by the 

signer.  

(Confirmation/Disavowal oracle.) Upon receiving a undeniable signature           for 

the message  ,   compares whether              is in   or not. If so,   outputs Valid and 

performs the confirmation protocol with  , to show that           in Equation 1 are 

Diffie-Hellman (DH) tuples. It can simulate the interactive proof perfectly, because   knows 

the discrete logarithm of   with base  .  

If the undeniable signature is not in  ,   outputs Invalid and executes the disavowal 

protocol with  . By Theorem 1, the undeniable signature is unforgeable if the CDH 

assumption holds.   performs the oracle incorrectly only if   can forge a undeniable 

signature. However, if one can solve the CDH problem, it can also solve the decision linear 

problem.  

(Receipt generating oracle.) Upon receiving a undeniable signature           for the 

message  ,   calculates  ̅        . If             ,   aborts. Otherwise,   

calculates   
    

      
, which is the valid individual receipt for the undeniable signature.  

Challenge.   sends    (                )  to   as the challenge message.   

randomly selects an integer      . Denote  ̅      
       . If              , 

               or              ,   aborts.  

Otherwise,   computes  

      
     

  
      

  
                      

and returns       
    

   to  .  

Output. Finally,   outputs a bit   .   returns    as the solution to the decision linear 

problem. Notice that if      , then 

     
     

  
    

    

   
 (  

        )
            

 



1526                                              Horng et al.: Secure Convertible Undeniable Signature Scheme Using Extended Euclidean Algorithm  

   
 (  ∏  

    

 

   

)

            

  
                

  
                     

 (  ∏  
 ̅ 

 
 

   

)

            

  

 

Theorem 5.3 (Impersonation.) Our proposed scheme is secure against impersonation 

without random oracle model if and only if the discrete logarithm problem is hard.  

Proof. Let   be a            -adversary. We construct another PPT   that makes use of   

to solve the discrete logarithm problem.   is given a discrete logarithm problem instance 

      . The remaining analysis is similar as the proof of Theorem 1 and Yuen et al.’s scheme 

[14], so we omit the proof here.  

5.2 Performance Evaluation  

In this subsection, we show the results of the comparison between Yuen et al.’s scheme and 

our scheme in terms of computational complexity and communication cost. In the full version 

[18] of [14], Yuen et al. have totally revised their scheme. Yuen et al. use the generic 

construction of strongly unforgeable signatures in [19] to solve the security problem 

mentioned in [16]. In [19], we consider the Schnorr-based one-time scheme to create the 

one-time scheme. Key generation in the Schnorr-based one-time scheme requires two 

exponentiations. Signing requires only one hash computation and an multiplication, and 

verification requires two exponentiations and one multiplication. The comparison results are 

given in Table 1 and Table 2.  

Table 1 shows the comparison on computational complexity between Yuen et al.’s scheme 

[18] and our scheme. The scheme [18] is the revised version which does not suffer from the 

visibility attack in [16][17]. The performance evaluation notations are defined as follows. 

    : time for a modular exponentiation computation,     : time for a pairing computation, 

    : time for a modular multiplication computation,   : time for computing a one-way hash 

function     ,     : time for an extended Euclidean algorithm computation. As introduced in 

[27][28], we also learn a relationship as follows.           ,              and 

          . Moreover,             and             in [29][30] where      

denotes the time for an inverse operation computation. We assume that          . Fig. 1 

shows the relationship between the computation time and process algorithms if we set 

      and      .  

Table 2 shows the comparison on communication cost between our scheme and the 

recently proposed convertible undeniable signature schemes [13][16][18][20][21]. All 

schemes are instantiated to provide approximately 80-bits of security. The RSA-based 

schemes are assumed to be instantiated with an RSA group with a 1024 bit modulus and the 

pairing-based schemes are assumed to use an elliptic curve group equipped with an 

asymmetric pairing using group elements of size 170 bits. The Yuen et al.’s revised scheme 

[18] in Table 2 fixes a flaw in the proof of invisibility [14]. Moreover, the scheme [18] requires 
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both a verification key and a signature of a one-time signature scheme to be included as part of 

an undeniable signature, which leads to a slightly larger signature size.  

In the assumptions column in Table 2, the abbreviations CDH, DLIN, OMDL, tdm-RSA, 

SRSA, DNR, DIV, q-SDH, q-HSDH, q-DHSDH and  -CDH stands for computational 

Diffie-Hellman assumption, decisional linear assumption, one more discrete logarithm 

assumption, decisional two moduli RSA assumption, strong RSA assumption, decisional N-th 

residuosity assumption, division intractability assumption, q strong Diffie-Hellman, q hidden 

strong Diffie-Hellman assumption, q decisional hidden strong Diffie-Hellman assumption and 

computational  -Diffie-Hellman assumption. Fig. 2 shows the relationship between the size of 

signature and some existing convertible undeniable signatures.  

Hence, our proposed scheme provides the smallest signature size of the convertible 

undeniable signature schemes which provably satisfies all desired security requirements. 

Furthermore, the security of our scheme rests more natural security assumptions compared to 

all of them.  
 

Table 1. The comparison on computational complexity  

Algorithm Yuen et al.’s scheme [18]  Our proposed scheme  

Sign 
     +           +    

                  

     +           +  +     

                 

Confirmation/Disavowal 
       

         

       

         

Individual Conversion 
    +    

           

         

           

Individual Verification 
     +     +           +   

                  

     +         +    

                 

Universal Verification 
     +     +         +    

                

     +     +     +    

                

 

 

 
Fig. 1. Computation time evaluation in process algorithms  
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Table 2. The comparison on on communication cost 

Scheme Signature size Assumptions 

Yuen et al.’s revised scheme [18]  1020  CDH+DLIN+OMDL  

Phong et al.’s SCUS0 scheme [13]  1024  RSA+dtm-RSA  

Phong et al.’s SCUS1 scheme [13]  2128  SRSA+DNR  

Phong et al.’s SCUS2 scheme [13]  2048  SRSA+DIV+DNR  

Phong et al.’s SCUS1 scheme [16]  580  q-SDH+DLN  

Phong et al.’s SCUS2 scheme [16]  680  q-SDH+DLN  

Huang-Wong’s scheme [20]  510  q-HSDH+q-DHSDH  

Schuldt-Matsuura’s scheme [21]  680   -CDH+DLIN  

Our proposed scheme  510  CDH+DLIN  

 

 

 
Fig. 2. Signature size evaluation in some existing convertible undeniable signatures  

6. Conclusion  

In this paper, we have proposed a new convertible undeniable signature scheme using 

extended Euclidean algorithm that can overcome the visibility attack by Phong et al. [16] and 

Zhao [15] presented. The security proofs of our scheme are equivalent to those of Yuen et al.’s 

scheme without random oracles by using more standard assumptions such as the 

computational Diffie-Hellman assumption and the decision linear assumption. We show the 

results of the comparison between Yuen et al.’s scheme and our scheme in terms of the 

computational complexity and the communication cost. The computational complexity for the 

most algorithms and the communication cost in our scheme are better than that of Yuen et al.’s 

scheme. Moreover, our scheme has the shortest signature size to the best of our knowledge.  
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