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Abstract 
 

Depending on network conditions, a communication network could be overloaded when 
media are transmitted. Research has been carried out to lessen network overloading, such as by 
filtering, load distribution, frame dropping, and other methods. Among these methods, one of 
the most effective is frame dropping, which reduces specified video frames for bandwidth 
diminution. In frame dropping, B-frames are dropped and then I- and P-frames are dropped, 
based on the dependency among the frames. This paper proposes a scheme for protecting 
copyrights by encryption, when frame dropping is applied to reduce the bandwidth of media 
based on the MPEG-4 file format. We designed two kinds of frame dropping: the first stores 
and then sends the dropped files and the other drops frames in real time when transmitting.  
We designed three kinds of encryption methods using the DES algorithm to encrypt MPEG-4 
data: macro block encryption in I-VOP, macro block and motion vector encryption in P-VOP, 
and macro block and motion vector encryption in I-, P-VOP. Based on these three methods, we 
implemented a digital rights management solution for MPEG-4 data streaming. We compared 
the results of dropping, encryption, decryption, and the quality of the video sequences to select 
an optimal method, and found that there was no noticeable difference between the video 
sequences recovered after frame dropping and the ones recovered without frame dropping. 
The best performance in the encryption and decryption of frames was obtained when we 
applied the macro block and motion vector encryption in I-, P-VOP. 
 
 
Keywords: MPEG (Moving Picture Experts Group)-4, frame dropping, encryption 
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1. Introduction 

Because of the continuing development of the Internet and the wireless communication 
environment, users are becoming interested in a variety of services that demand high quality. 
To satisfy these users, high quality media services have been provided for the distribution of 
digital contents. In particular, because of the appearance of multimedia services, there is a 
demand for broad bandwidth services, such as image transmission, and real-time services, like 
those provided by broadcasting. In these services, a streaming service using MPEG-4 is a good 
solution for both wired and wireless service. MPEG-4, which was developed by MPEG 
(Moving Picture Experts Group), consists of an encoding standard that includes compression 
encoding for video, audio, static images, computer graphics signals, composition audio, and 
text. To provide quality services, the continuous stream should be offered by controlling the 
bit rate. We need a method that is able to control the bit rate of the video based on the state of 
the network to lessen network overload and realize an effective video streaming service. 

Many methods have been studied to reduce network overload, such as filtering, distribution 
methods, and congestion algorithms. However, a distribution method that stores data in 
several servers requires large storage away from a centralized environment [1]. Out of the 
congestion control algorithms, UDP congestion control uses the TFRC (TCP-Friendly Rate 
Control) technique because TCP congestion control is not an appropriate method for an 
uninterrupted multimedia streaming service [2]. Although TFRC is appropriate under normal 
conditions, there could be a large number of packet losses in unpredictable traffic 
circumstances to be encountered with a streaming service [3]. 

In this paper, we apply frame dropping, which is able to control the media bandwidth by 
dropping the B-frames. B-frames have the lowest dependency among the frames. Media 
Intellectual Property Rights (IPR) have become increasing important as streaming services 
increase. For IPR protection, a Digital Rights Management (DRM) system restricts the use of 
digital contents to protect the interests of copyright holders. A DRM system controls the 
number of views, length of views, altering, sharing, copying, printing, and saving for digital 
contents. The MPEG on ISO, which standardizes and manages DRM methods, additionally 
established an Intellectual Property Management and Protection (IPMP) interface standard for 
a copyright management service [4][5]. In this paper, we apply the DES algorithm for 
Intellectual Property Management and Protection (IPMP). DES is a block encryption 
algorithm, which takes 64-bit data as an input and outputs 64-bit encrypted data. 

2. Related Work 

To transmit contents in a communication network, we need a high bandwidth, but bandwidth 
changes greatly. We should use a stable and low bandwidth to prevent the changes in video 
quality that result from variations in bandwidth. MPEG-4 is used to support video data with a 
low bit rate because it has remarkable compression efficiency, better than H.261, MPEG-1, 
and MPEG-2. 

Hence, MPEG-4 techniques are of great use in transmitting video in a mobile 
communication network and internet broadcasting system [6][7]. We illustrate the traditional 
frame dropping and encryption algorithms in the following sections.  
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2.1 Traditional MPEG Video Dropping Algorithm 

The frame dropping that is proposed in this paper drops specific video frames to lessen the 
server overload.  We drop B-frames and then drop I-and P-frames according to the 
dependency among the frames. In addition to frame dropping, various methods exist to lessen 
the server overload. 

The Heidelberg transport system (HeiTS) works in real-time when transmitting. A major 
issue with HeiTS is its responsiveness, that is, how it adapts to the available bandwidth. HeiTS 
uses scaling up and scaling down according to the server overload [8]. 

A dropping delivery algorithm by block dropping transmits compressed video data by 
reducing the bit rate in the server when the server bandwidth is reduced. At this time, the 
method that omits the block by the I-, P-, and B-frames is the block dropping algorithm. In this 
paper, a block is a macroblock (MB) [9]. 

Abstraction for continuous media skips or purges a portion of the frames when transmitting 
breaks under a time restriction [8][10]. 

Coefficient dropping removes the VLC code of a high frequency DCT coefficient that is not 
important. Coefficient dropping can control a small amount more closely than frame dropping. 
There are two methods. One method removes sequences in EOB (End of Block) code. The 
other method removes a coefficient that is not important apart from the location in a single 
block [11]. 

Scalable video coding (SVC) transmits a scalable bit stream for the receipt of various 
quality video. SVC has an advantage due to its capability of reconstructing lower resolution or 
lower quality signals from partial bit streams. SVC has been used to enable the encoding of a 
high quality video bit stream that contains subset bit streams. Bit streams based on SVC can be 
decoded with similar complexity and reconstruction quality to the bit streams achieved using 
the MPEG4 AVC design for the same quantity of data as in the subset bit stream [12][13][14]. 

2.2 MPEG Video Encryption Technique 

A naïve algorithm was proposed by I. Agi and L. Gong. This naïve algorithm is used to 
encrypt entire MPEG bit streams by a standard encryption algorithm like DES. It deals with 
the MPEG bit streams as plain text and takes no advantage of the structural merits of MPEG 
[15]. 

A selective algorithm was proposed by T. B Mayples and G. A. Spanos. Algorithms that 
exploit the features of the layered structures of MPEG are classified as Selective Algorithms 
[16]. 

Tang proposed the ZigZag-permutation algorithm. ZigZag algorithm encryption 
incorporates an integral part of the MPEG compression process in the ZigZag-Permutation 
Algorithm. A random permutation list to map the individual 8 x 8 blocks to a 1 x 64 vector is 
replaced with mapping the 8 x 8 blocks to a 1 x 64 vector in ZigZag order [17]. 

A video encryption algorithm was proposed by L. Qiao and Nahrstedt. This algorithm is a 
symmetric cryptosystem utilizing the statistical analysis of compressed video frames and 
properties of MPEG. This algorithm encrypts all of the data in the MPEG picture layer using a 
DES encryption algorithm [18]. 
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Efficient and fully scalable encryption is processed by FGS (Fine Granularity Scalability) 
middle stages directly on the cipher text without decryption. This algorithm was proposed by 
Chun Yuan and Yuzhuo Zhong [19]. 

A joint signal processing and cryptographic approach to multimedia encryption proposes 
two atomic encryption operations that can preserve standard compliance and are friendly to 
delegate processing [20]. 

Selective video encryptions based on AVC (advanced video coding), Partial Encryption of 
Intra-prediction Mode (PEM), Partial Encryption of Coefficients (PEC), Partial Encryption of 
Motion Vectors (PEV) and Key Generator also have been proposed. The encryption processes 
can be combined with the compression process. Such an algorithm was proposed by Shiguo 
Lian [21]. 

Partial encryption was proposed by Amir Said. Only a fraction of the data bits are encrypted 
to reduce computational complexity. Customized versions are provided to different users 
according to their permission [22]. 

3. Design and Realization of Frame Dropping 

In this paper, we designed an MPEG-4 frame dropping technique. Frame dropping drops 
B-frames to maintain video quality while lowering the bit rate based on the dependency among 
the frames. The frame dropping structure is shown in Fig. 1. 

The first dropping method drops frames before the transmission of MPEG-4 media files and 
then sends the dropped files to the client. The second method drops frames in real time while 
transmitting.  

(1) Store in server and send the dropped files (dropping-1) 
(2) Dynamically drop frames in real-time when transmitting (dropping-2) 

 

 
Fig. 1.  B-frame dropping. 

 

File format modification is not inevitable in the dropping-1 method. The MPEG-4 file 
format is based on the apple computer QuickTime file format developed [23] and then adopted 
in the ISO media file format part 12 [24]. 

An MPEG-4 file can be divided into data and metadata. The metadata includes information 
about how the data is stored and technical description [25]. Fig. 2 shows the structure of the 
MPEG-4 file format. At the highest level, the movie atom (MOOV) contains other types of 
atoms. The leaf atoms of the MOOV atom contain detailed information from the actual data. 
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Fig. 2. MPEG-4 file format. 

 

3.1 Storing in the Server and Sending the Dropped Files (dropping-1) 

This algorithm stores the B-frames dropped video data files in the server and then sends the 
files to the client. To implement frame dropping, B-frames are dropped, I- and P- frames are 
moved to the locations of B-frames, and then the related atoms should be modified since the 
atoms are associated with each other. The Stsz atom is the sample size, Stco atom is chunk 
offset, Mdat atom is frame media data, and Stts atom includes the time to sample.  
When B-frames are dropped, modifications of each atom are performed by following steps. 

(1) Stsz atom information is modified to fit a new frame size.  
(2) Stco atom information is modified to correct the starting point of the next frame. 
(3) Any unnecessary media data in the Mdat atom is deleted because Mdat atom has the 

previous media data. 
(4) The play time for sample information in the Stts atom is modified to reflect the play 

time of the previous deleted frames.  
Fig. 3 shows the frame dropping result of PrettyWoman.mp4. The first figure in Fig. 3 is the 

original data, the second figure is the result after B-frame dropping, the third figure is the result 
after B-frame dropping and Stsz atom modification, and the last figure is the result after 
B-frame dropping and Stsz and Stco atom modification. Fig. 4 shows the result from the frame 
dropping of Akiyo.mp4.  

Since each VOP (Video Object Plane)  has a distinct video-start-code based on MPEG-4 
video standards [23], frames are extracted from the video data in Mdat, B-frame is dropped 
and  I- and P-frames are moved to the locations of B-frames. To access each frame, the 
information about the start point of the frame is needed and it can be obtained from Stco and 
Stsc atoms. To proceed with frames, the size of each frame is needed and it is contained in the 
sample size of the Stsz atom.  

After B-frame dropping, video sequences with partially destroyed frames are obtained as 
show in the second figure in Fig. 3 and Fig. 4, respectively, since the Stsz atom keeps the size 
of the dropped B-frames and I- and P-frames are moved to locations of the dropped B-frames.  

After the Stsz atom is modified, video sequences with partially destoryed frames are 
obtained again, as shown in the third figure in Fig. 3 and Fig. 4, respectively, because the Stco 
atom is not fixed. The Stco atom is the chunk offset and the chunk size is changed as the 
sample size is changed. 
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After the Stco atom is modified, video sequences without any error are obtained, as shown 
in last figure in Fig. 3 and Fig. 4, respectively. 

 

                
Fig. 3. Pretty Woman dropping result.       Fig. 4. Akiyo dropping result. 

 

Then, any unnecessary media data after the last frame in the Mdat atom is deleted and the 
play time information in the Stts atom is modified. 

3.2 Dynamically Dropping Frames in Real-Time when Transmitting (dropping-2) 

This algorithm drops B-frames in real-time transmitting when sending the media file. This 
algorithm exploits the MPEG-4 format and header structure and sends the frames without 
B-frames. I-VOP, P-VOP, and B-VOP are discerned by the VOP_coding_type. This method 
plays the I- and P-frames at the B-frame playtime in the original media. This method can drop 
the frame without header modification. 

4. Encryption in Frame Dropping 

We designed and implemented a DRM solution for a dropped MPEG-4 media file for safe and 
fast transmission in a ubiquitous environment. The DRM system structure is shown in Fig. 5. 
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Fig. 5. DRM system structure on streaming service. 

 

The encryption method exploits the MPEG-4 format and header structure, and encrypts the 
MB and MV frames using selective encryption. The DES encryption algorithm is used for MB 
and MV encryption. 

Each example of VOP has a video_start_code [23]. The Video_start_code value is 00, 01, 
B6 in hexadecimal. I-VOP, P-VOP, and B-VOP are discerned by the Vop_coding_type 
[23][26]. 

We applied the three kinds of encryption methods to the video data:  
1) Encryption of macro blocks (MBs) in I-VOP (encryption-1) 
2) Encryption of MBs and motion vectors (MVs) in P-VOP (encryption-2) 
3) Combination of Encrypting MBs and MVs in I-VOP and P-VOP (encryption-3) 

4.1 Macro Block Extraction from I-VOP and Its Encryption (encryption-1) 

After I-VOP is extracted from the video data, the DES algorithm is applied to the I-VOP. The 
DES algorithm is a block algorithm, which takes 64-bit data as an input and outputs 64-bit 
encrypted data, without affecting the size of the data. If we use an encryption algorithm, which 
has different input and output sizes, it should be changed because the offset, size, and structure 
of the MPEG-4 file are affected by the algorithm. We chose the DES for this reason. We only 
applied multiples of 64 as an input to avoid changing the file size and prohibit DES padding 
from occurring. The second image in Fig. 6 shows the result of the encryption of MBs in 
I-VOP.  
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Fig. 6. DRM encryption result of dropped media. 

4.2 Encryption of Macro Block and Motion Vectors in P-VOP (encryption-2) 

After P-VOP is extracted by exploiting the MPEG-4 file structure and format, intra MBs and 
MVs are encrypted as I-VOP encryption. The third image in Fig. 6 shows the results of 
encrypting MVs and MBs in P-VOP. 

4.3 Encryption of Macro Blocks and Motion Vectors in I-VOP and P-VOP (encryption-3) 

Each encryption method alone does not provide satisfactory results because the intra-coded 
MVs preserve a lot of coding information. To solve this problem, we encrypted all of the MBs 
and MVs in the I-VOP and P-VOP. The last image in Fig. 6 shows the encryption of the MBs 
and MVs. This would provide the strongest encryption effect, compared to applying each 
method respectively, but the amount of data for encryption is increased, which decreases the 
performance at the client when playing back the streaming sequence. 
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5. Simulation on the Speed of Frame Dropping and Data Encryption 

In this paper, we proposed two dropping methods and three encryption methods for MPEG-4 
media. For the simulation, we modified and reprogrammed source code of the MPEG4IP [27], 
which is a tool for streaming video and audio that is standards-oriented and free from 
proprietary protocols and extensions. In the simulation, we used the movie files: 
PrettyWoman.mp4 and GoneWithTheWind.mp4. Also, we used the MPEG-4 sample media 
files: Akiyo.mp4, Foreman.mp4, Hall_monitor.mp4, Coastguard.mp4, Container.mp4, 
News.mp4, and Stefan.mp4. Table 1 and Table 2 give summaries of the samples. 
 

Table 1. The characteristics of the MPEG-4 movie files 

Data file name PrettyWoman.mp4 Gone with the wind.mp4 

File Size 172MB 240MB 

# of samples 

Total 89916 124738 

I-VOP 10403 14432 

B-VOP 71932 99790 

P-VOP 7581 10516 

Bitrates (Kbps) 400Kps 3475Kbps 

Duration (Sec) 1:02:34 50:38 

Frame rates (fps) 89916 23000 

Width x Height 736 x 384 640 x 464 

 
Table 2. The characteristics of the MPEG-4 sample files 

Data file name
Akiyo 
.mp4 

Foreman
.mp4 

Hall_monitor
.mp4 

Coastguard
.mp4 

Container
.mp4 

News 
.mp4 

Stefan
.mp4 

File Size 111 4145 3426 528 2336 207 798 

# of samples 

Total 100 400 300 200 500 100 200 

I-VOP 9 35 26 18 44 9 18 

I-VOP 66 265 199 132 331 66 132 

I-VOP 25 100 75 50 125 25 50 

Bitrates (Kbps) 222 2826 2336 1075 1908 418 1629 

Duration (Sec) 4 12 12 4 10 4 4 

Frame rates (fps) 25 25 25 25 29.970 25 25 

Width x Height 176 x 144352 x 288 352 x 288 176 x 144 352 x 288 176 x 144176 x 144

5.1 Simulation Results on Frame Dropping 

In this paper, we proposed two dropping methods. Dropping-1 has the advantage of server 
optimization by saving the dropped files; the advantage of Dropping-2 is that the frames are 
dropped without changing any existing media header structures or the original data. In the 
Dropping-1 method, the media file size can be reduced. Fig. 7 shows the file size changes after 
applying Dropping-1. The media file size is reduced to 58% of the original media file by 
dropping B-frames. 
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Fig. 7. File size change after applying Dropping-1. 

 

There is little difference between the media data with B-frames dropping and the original 
media data. There also is negligible required time to modify the atoms. Fig. 8 shows the time 
for modifying atoms in the media. 
 

 
Fig. 8. Time for modifying atoms. 

 

Dropping-2 only takes the replay time of the I- and P- frames received, replacing the 
dropped  B-frames without modifying the header structures and media data. Fig. 9 shows the 
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replay time from real-time frame dropping, that is Dropping-2.  

 

 
Fig. 9. Replay time from real-time frame dropping (Dropping-2). 

 

Both dropping methods can lessen network overload when sending a B-frames dropped 
media file and consume almost the same time in dropping. Each method can be used to play 
high quality media.  

5.2 Simulation Results on Video Date Encryption 

In this research, we proposed three different encryption methods for MPEG-4 media data. 
While encryption-3 offers the strongest encryption results among the three methods, it requires 
a large amount of data for encryption and takes time to process. Even though we can control 
the amount of data for encryption by adjusting the I-VOP ratio, to encrypt only I-VOP 
macroblocks, in general, requires small amounts of data for encryption. The time for 
encrypting VOP is represented as follows: 
 

     E(t) = DES(t) + M(t).                                       (1) 
  

E(t) is the processing time for the encryption of VOP, DES(t) is the time for DES algorithm 
processing, and M(t) is the processing time for pre-processing.  

Even though encryption-3 requires time for encryption and decryption that is a multiple of 
the time needed for encryption-1, this may not affect the playback, because the client 
processes decryption, decoding, and rendering in its memory or pre-process buffer of the swap 
memory area. Fig 10 gives a summary of the encryption time from 3 encryption methods after 
applying the frame dropping method.   
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Fig. 10. Encryption time from three encryption methods. 

6. Conclusions 

In this paper, we proposed two different dropping methods. Dropping-1 drops the B-frames in 
an MPEG-4 media file and then the I- and P-frames are moved to the positions of the dropped 
B-frames. After moving the frames, the Mdat, Stco, and Stts are modified and the media files 
are sent. Dropping-2 drops B-frames in real time when transmitting. Either method can lessen 
the server overload and play high quality media. The dropping-1 method lessens the server 
overload by saving a small media data file in the server, but this method needs header 
modification. Dropping-2 can be applied without changing any of the existing media header 
structures or original data. There is little difference between the two methods except for the 
changes in the media header structures. 

We used three different encryption methods to encrypt the macroblocks or motion vectors in 
VOPs, which extracted video data from MPEG-4 file formats and encrypt VOPs using the 
DES algorithm. Encryption-3 offered the strongest encryption results among the methods but 
required a large amount of data for encryption. The overhead time for the DES encryption 
algorithm was very slight. The encryption algorithm proposed in this paper has the advantage 
of not needing any more overhead than a traditional algorithm. This advantage is a strong point 
for a multimedia streaming service. 

In the future, we will need to study dropping methods to reduce server overload for an 
effective streaming service. Also, we should study DRM further for encryption of transmitted 
media data. 
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