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Abstract

For advanced healthcare services, a variety of agents should maintain reliable connections with
the manager and communicate personal health and medical information. The ISO/IEEE 11073
standards provide convenient interoperability and the optimized exchange protocol (OEP)
supports efficient communication for devices. However, the standard does not specify secure
communication, and sensitive personal information is easily exposed through attacks.
Malicious attacks may lead to the worst results owing to service errors, service suspension,
and deliberate delays. All possible attacks on the communication are analyzed in detail, and
the damage is specifically identified. In this study, novel secure communication schemes over
the 20601 OEP are proposed by introducing an authentication process while maintaining
compatibility with existing devices. The agent performs a secure association with the manager
for mutual authentication. However, communication with mutual authentication is not
completely free from attacks. Message encryption schemes are proposed for concrete security.
The authentication process and secure communication schemes between the secure registered
agent (SRA) and the secure registered manager (SRM) are implemented and verified. The
experimental analysis shows that the complexities of the SRA and SRM are not significantly
different from those of the existing agent and manager.
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1. Introduction

With advances in medical science and technology, the life expectancy of humans has

increased significantly, and the elderly population is rapidly increasing in several countries.
Moreover, individuals of all ages are increasingly paying attention to their daily health care
beyond disease management. Accordingly, a variety of health/medical care services have been
developed, such as e-health or smart health. These services should be cost-effective, clinically
acceptable, and convenient for both individuals and healthcare providers. Initially, services
were mainly focused on monitoring individual health status in a residential environment using
personal health devices (PHDs) such as weight scales, thermometers, and blood pressure
monitors. In recent years, a variety of health devices are utilized for human body information,
and their convenience and accuracy can reach beyond imagination. With innovations in
communication technology, seamless connectivity, sufficient capacity, and minimum latency
can be guaranteed regardless of time and place. In fact, healthcare services are evolving into a
real-time monitoring system with appropriate supports including emergency management
from various healthcare providers under all circumstances [1-2].

The ISO/IEEE 11073 personal health device (PHD) standards provide convenient
interoperability of healthcare, medical, and wellness devices for health care services [3]. A
personal health device (an agent) measures the body information and it is designed to have
limited resources. A compute engine (a manager) with good capabilities handles the
information and performs most of the tasks. 11073-104zz standards define the specifications
of devices and an optimized exchange protocol (OEP 11073-20601) supports logical
connections between an agent and manager at the application layer [4-5]. Several developers
and manufacturers can provide compatibility and interoperability of various types of devices
by utilizing the 20601 OEP under the assumption of connectivity below the transport layer. In
the standard, a usage model is assumed in which an agent and its corresponding manager
operate exclusively as a pair. Recently, a manager with good resources can handle a number
of agents and a significant amount of health information. It plays a central role for healthcare
services as a portal device in the home or office environment [6-7]. However, the 20601 OEP
does not provide secure communication, and sensitive personal information, including the
user’s body information, is easily exposed through cyber-attacks. This can cause health care
services to become temporarily or permanently disabled, and malicious attacks may lead to
the worst results owing to service errors and deliberate delays. That is, attacks can delay or
interfere with the communication between the agent and manager, and they can easily intercept
and modify personal information for malicious use [8-9].

An ultimate health monitoring system should always supply satisfactory real-time care
service at any place. People expect appropriate care services in residential areas, office
environments, public places, and hospitals. In all these environments, necessary and available
agents measure user’s health information intermittently or periodically, and they can
communicate with a manager (Fig. 1). For the sake of user convenience, both the agent and
manager are expected to provide mobility and maintain connectivity without user intervention.
The usage models of personal health care were originally based on personal area
communications (PANSs). Recently, body area networks (BANs) and IoT environments are
expected to be considered. Healthcare services in residential areas, a network gateway into the
house, might be the most efficient candidate for a manager. The high-performance manager
supported by the electric wall power can communicate with the healthcare service providers
(HSPs) through a wired network, and it can manage all agents through wired and wireless
networks. Instead of the above fixed manager, people can assume a manager as an app installed
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on a smartphone. Although it guarantees excellent mobility, it is difficult to expect a sufficient
role as a manager because of the power consumption and cost associated with the transmission
of large amounts of data such as an electrocardiogram (ECG) [10] and electroencephalography
(EEG). In public places such as fitness centers and hospitals, the user’s agents can be rarely
connected to the private manager directly, and they may communicate with certain public
managers. Therefore, the risk of personal health information being exposed is very high in the
public environment, and it is inevitably very vulnerable to cyber-attacks.
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Fig. 1. Healthcare monitoring service system

In this study, novel secure communication schemes based on the 20601 OEP between a
manager and an agent are proposed. By introducing an authentication process that is not
defined in the standard, solid security is established. Devices with the proposed security
schemes maintain full compatibility with existing agents and managers. When an agent
registers with the manager for the first time, they perform initial authentication for future
secure associations. Subsequently, they always proceed with a secure association to confirm
mutual authentication at the start of communication. It is assured that the agent is connected
with its own authenticated manager. Secure communication can support encryption techniques,
and messages in cyphertext form can be used to completely block data exposure. An agent and
manager pass the authentication process together and are referred to as the secure registered
agent (SRA) and secure registered manager (SRM), respectively.

The authentication process and secure communication protocol between the SRA and the
SRM were verified using an embedded system and a PC. Verification of compatibility between
the secure devices (SRA and SRM) and the existing ones is executed. The security level
against all possible attacks on the SRA and SRM was analyzed and verified in several types
of environments. When only authentication is supported, the SRA and SRM transfer messages
in plaintext form. However, when the encryption is supported, the implemented attacker views
the captured messages as an unknown bit stream but cannot interpret it at all. The analysis
showed that the increase in complexity for secure communication is not significant and
acceptable to the systems currently in use.

2. Background on ISO/IEEE 11073 PHD Standards

The ISO/IEEE 11073 personal health device (PHD) working group (WG) has developed a
group of standards addressing interoperability of healthcare and wellness devices. With device
specifications (11073-104zz) [11-14], an optimized exchange protocol (11073-20601) defines
the communication model between an agent and manager in a point-to-point (P2P) way [4-5].
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However, the standard does not specify secure data communication or any protection method
for attacks. In fact, it mainly focuses on plug-and-play interoperability between PHDs.

2.1 11073-20601 Optimized Exchange Protocol (OEP)

The ISO/IEEE 11073 standards aim to enable personal healthcare device communication for
interoperability. The 20601 OEP provides a fundamental framework for the abstract models
of personal health data and supports a logical connection between devices at the application
layer. Several developers and manufacturers can provide compatibility and interoperability of
various types of devices (PHDs, PMDs, wellness devices) by using these standards under the
assumption of connectivity below the transport layer. For connection, USB and LAN
technologies are assumed for wired communication, and Wi-fi, Bluetooth, and ZigBee are
supported for wireless communication [15-16]. In other words, the usage models of personal
health care are originally based on local or personal area networks (LANs or PANSs). Body
area networks (BANs) and IoT environments are expected to be considered in near future.

The system model of the 11073 PHD consists of a domain information model (DIM),
service model, and communication model. The DIM characterizes the information of an agent
as a set of objects having one or more attributes. Attributes describe measurements, elements
for behavior control, and reports on the status of the agent. The service model defines data
access primitives of the messages between the agent and manager, and data can be exchanged
by the Get, Set, Action, and Event Report commands. For the P2P connection, the connection
state machine specifically shows the dynamic system behavior of the agent and manager pair.
The connection machine of a device defines the states and substates related to connection,
association, and operations.

An agent collects and transmits personal health data to an associated manager. The manager
receiving data from agents controls health care systems including connection management and
reliable transfer. A logical connection between them should be established for communication.
The 20601 OEP defines the commands, agent configuration information and data format, and
provides the foundation to support different types of PHDs. When both devices are in a
connected, associated and operating state, they can communicate correctly using the proper
DIM and service model.

2.2 Measurement Data Transmission between Agent and Manager

Firstly, the agent transmits an association request (AssocRequest) to the manager for
communication. When the system ID and configuration ID in AssocRequest from the agent
are not registered yet, the manager may respond with the accepted-unknown-config parameter
(AssocResponse) to accept the request. The agent sends the configuration information for the
following configuration procedure. After checking the information, the manager responds with
the accepted-config parameter when it can support it; otherwise, it responds with the
unsupported-config parameter. When the agent receives an unsupported-config attribute from
the manager, they cannot interoperate with each other. When they can communicate, the
manager moves an associated operating state and it identifies configuration information such
as the handle number, attribute count, ID, and value for object handles. If the agent is
associated with the appropriate configuration process once, then the association procedure is

simplified into two steps (@ in Fig. 2). When both devices are in the associated and operating

state, they can communicate and perform appropriate operations. For example, by using the
GET service, the manager can obtain the medical device system (MDS) object of the agents.
Information such as the type of agent, manufacturer and model number, system-id, config-id,
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and product specification is included in the MDS object. Subsequently, managing the
measurement data becomes the important role of the manager due to the limited resources of
the agent.

—(® Association Procedure

AssocReguest({Protocellist, System—ID, Dev—configuration—ID, OptionList)

A

af, AssocResponselaccepted—unknown—config, DataProtolD, Systern—ID, OptionList) .M
e a
n |—(@ Confi on procedure n
t a
/ Data(lrveke | Confirmed Event Report, MDC_MNOTI_CONFIG, Configld, ConfigObjectList)

P

Data{Response| Confirmed Event Report, MDC_NOTI_ CONFIG, accepted-config)

oI

Data(Response| Confirmed Event Report, MOG_NOTI_CONFIG, unsupported-config)

Fig. 2. Association procedure

Either the agent or manager can initiate data transmission. When the agent measures the
data intermittently and stores small amounts of data temporarily, agent-initiated transfers are
typically used. When the agent collects a large amount of data periodically, manager-initiated
transfers are used. It can control the data flow and support data streaming services. A sequence
diagram for data transmission between an agent to manager is shown in Fig. 3. After an agent
sends measured data, it may receive any confirmed response. Under any circumstances, the
agent is likely to delete the transmitted data to avoid unnecessary duplication of transmission.

A «—( Agent-initiated (confirmed event report) ’! A Manager-initiated (confirmed event report) ’g'
¢ Data(lnvoke| Confirmed Event Report, MDC_NOTI_SCAN_REPORT . ScanRepartinfox) | g . Data(lnvoke| Confirmed Action, MDC_ACT_DATA_REQUEST _In
e S e DataRequest(start, single) ) 8
n n
; Data(Response| Confirmed Event Report, MDC_NOTI_SCAN_REPORT_+) el | Data(Response| Confirmed Action, MDC_ACT_DATA REQEST, DataResponse) e
r r
(a) Agent-initiated (b) Manager-initiated (single response mode)

Fig. 3. Measurement data transmission

3. Analysis on Attacks

Because the 20601 OEP assumes a P2P connection in the application layer between an agent
and manager, any security schemes in the lower layers are ineffective from attacks at the same
application layer. Attackers based on the 20601 standards can easily detect or intercept a
transmitted message that includes sensitive personal information in plaintext format. By
pretending to be a manager, they can obtain almost all the information they need from agents.
This can result in a significant loss of measurement data and a waste of the agent's limited
resources. Disguised as an agent, they may give manipulated or false information to the
manager, and they even can destroy the manager's role by sending a huge amount of dummy
data. It is almost impossible for the agent and manager to detect the presence of an attacker,
and they only respond to a received packet.

Attacks can be classified by various perspectives, but they are generally classified as
passive or active. A typical example of a passive attack is eavesdropping, which captures
transmitted information without interfering with normal communication. An active attack aims
to acquire the desired information by actively intervening in communication. It includes denial
of service (DoS), impersonating, replay, modification (false data injection) [8-9]. All possible
types of attacks and issues are presented and analyzed in this section.
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3.1 Eavesdropping

An attacker detects the transmission of data between an agent and manager without any action
and views the message as a bit stream at the application layer. The attacker identifies all types
of messages defined over the 20601 OEP and correctly understands the information contained
in the messages. The Fig. 4 shows an example of an eavesdrop in the process of association.

Agent/PHD Attacker

| | |

| | |

! 1) AssocRequest(ProtocolList, System—ID, Dev—configuration—ID, OptionList) } !

T i
Eavesdrop Check Systemld,
Check Configld
Eavesdrop
2) AssocResponse(accepted, DataProtolD, System~-ID, OptionList)
L 4

Fig. 4. Eavesdropping during association

3.2 Denial of Service (DoS)

The attack is a malicious one that makes normal communication impossible between an agent
and manager with active interruptions. By sending a malicious message during the
communication procedure, either the agent or manager cannot complete the entire
communication successfully. This attack consumes significant battery power, computing
capacity, and communication capacity, and causes delays or an inability to service. The Fig. 5
shows an example of an attack that delays or disables the connection by sending an abort
message during the association procedure.

Agent/PHD Attacker

| | |

| | |

| | |

1 1) AssocRequest(ProtocolList, System-ID, Dev-configuration-ID,|OptionList) ]
|

Eavesdrop
Make a forgery abort message
Check Systemld,
Check Configld
2) AssocAbort(undefined) 2) AssocAbort(undefined)

Fig. 5. Abort attack during association

3.3 Impersonating (lllegal Information Acquisition)

In this scheme, an attacker pretends to be a manager, and it illegally obtains the agent’s
information that can be requested. The Fig. 6 shows that the attacker intervenes in the
association process and responds faster than the manager to the agent. The agent completes
the association process with the attacker and is ready to respond. This is possible because it
takes time for the manager to check the transmitted message, including checking System-1D
and Configuration-1D, while the attacker copies the eavesdropped message and responds
immediately. Because an agent cannot establish more than one connection, the agent ignores
the association response from the manager. Currently, the manager shifts to the associated
state, and all of them are in the associated state. The attacker sends the MDS Get request to
the agent, and the agent responds with its MDS information in the example. An attacker can
unfairly obtain all information on the device.
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Fig. 6. lllegal information acquisitﬁ)n during association

3.4 Replay

An attacker captures the transmitted data between the agent and manager passively. It pretends
to be an agent and repeatedly sends data to the manager (Fig. 7). Because data that do not
include time information are repeatedly transmitted to the manager, it can cause significant
disruption and errors in the service. Alternatively, fake time information can be used to induce
a larger problem.
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4) Data(Response| Confirmed Event Report, MDC_NOTI_SCAN_REPORT_+)

——— Repaly attack —_
Fig. 7. Replay attack to the manager

3.5 Modification (False Data Injection)

An attacker can easily obtain the agent information, including its MDS, hence he can freely
access the manager as if he were the agent. Therefore, starting with sending the association
request message to the manager, all operations can be performed pretending to be an agent
(Fig. 8). The attacker may send modified or false information to the manager, and it may even
provide a large amount of dummy data. This can cause serious service errors and deliberate
delays, which may lead to the worst results in health/medical care.

| | |
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Data(Response| Confirmed Event Report. MDC_NOTI_SCAN_REPORT_*)

Fig.78. False data injection to the manager
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4. Proposed Security Schemes

The communication between devices easily exposes sensitive personal information and is very
vulnerable to attacks. Therefore, for advanced healthcare services with various personal health
devices, it is essential to apply enhanced security techniques to the 20601 OEP. The
application of the added security schemes should certainly maintain compatibility with
existing communication protocols.

When an agent initiates a connection by sending an association request to a manager, it is
necessary to confirm that the corresponding manager is authenticated. Security can be
strengthened by adding the process of verifying the shared secret information between the
agent and manager. The schemes can be achieved by an authentication process, and through
this process, certain information, including a master key, is shared. Even if the above feature
is added, the messages over the 20601 OEP utilize the known message structures in a plaintext
form, hence they cannot be completely free from attacks. Therefore, it is essential to apply
encryption schemes through a key distribution for concrete security.

4.1 Authentication and Encryption

Initially, when an agent with security features registers with the secure manager, it performs
an appropriate authentication process to ensure enhanced secure communication. In the Fig. 9
(a), the authentication process applied with 2 party authentication protocol (2PAP) is presented
as an example [17]. This is a type of security authentication that can be performed repeatedly
when communication is started between them. The variables Nsga and Nsrm, Which are
generated one-time random numbers, are used by each party to challenge the other. The one-
way hash functions with the shared master key and challenges are used to confirm the mutual
authenticity. The Fig. 9 (b) shows an example of authentication using 2 party authentication
and key distribution protocol (2PAKDP) [18-19]. In this case, encrypted messages are used to
completely block data exposure, and the scheme enables a significant level of secure
communication. In this paper, an agent and manager that supports secure communication and
has passed the authentication process together are referred to as the secure registered agent
(SRA) and secure registered manager (SRM), respectively.

SRA SRM SRA SRM
NspA . Nsaa R
AUTH_Ku(Nsgs, Nsrr, SRM), Neg A‘UTH_KMNSRA,K”SW;,SRM)y E_Ku(AUTH_Ky)*& Knew,
AUTH_K,;(Nss, Nsa) R AUTH_Ky, (N, KN, )
() 2PAP (b) 2PAKDP

Where, Kwm is a master key, AUTH_Kwm is HMAC (hash-based message authentication code) with a master key,
E_KM(AUTH_Kwm)" is encryption of AUTH_Km(Nsra,K"™¥a,SRM), and K™"a is a session key.

Fig. 9. Authentication examples

4.2 Secure Communication (Secure Association and Encryption)

To apply the secure communication method to the 20601 OEP by using an authentication
process and to maintain compatibility with existing devices, the following conditions should
be satisfied: First, the SRA must be able to request secure communication to the SRM in a
mutually exclusive manner. This request must appear to the existing manager as an association
request. Second, the SRM must be able to respond exclusively. For the request from the SRA,
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the SRM recognizes the secure communication request and responds in such a way that only
the SRA can understand. Furthermore, an existing agent understands the SRM response as a
general association response from an existing manager. Third, upon receiving the SRM
response, the SRA needs to respond using the existing message format for its authentication
to the SRM. Finally, the SRM checks the received message and completes the secure
association by providing an appropriate response to the SRA.

To address the above problems, AssocRequest, which is included in the SRA’s association
request and AssociateResult, which is included in the SRM's association response are
described in detail. Utilizing some values reserved for future use in the messages, the SRA
and SRM perform the secure association process while maintaining compatibility with existing
devices. The AssocRequest contains the information:

1) protocol-version, 2) encoding-rules, 3) nomenclature-version, 4) functional-units,

5) system -type, 6) system-id, 7) dev-config-id, 8) data-reg-mode-capab, 9) option-list.
The functional-units information can be used to solve the problems.

FunctionalUnits ::= BITS-32 {

fun-units-unidirectional(0), fun-units-havetestcap(1), fun-units-createtestassoc(2),

fun-units-secureauth(3), fun-units-cryptinfo(4) }.

The fun-units-secureauth(3) and fun-units-cryptinfo(4) indicate that secure authentication or
encryption is supported by the SRA. Three values of AssociateResult in the SAM's association
response are used.

AssociateResult ::= INT-U16 {

accepted(0), rejected-permanent(1), rejected-transient(2), accepted-unknown-config(3),

rejected-no-common-protocol(4), rejected-no-common-parameter(5),

rejected-unknown(6), rejected-unauthorized(7), rejected-unsupported-assoc-version(8),
accept-secureauth(9), accept-cryptMess(10), accepted-unknown-secureconfig(11) }.
The accept-secureauth(9) and accept-cryptMess(10) values indicate that the secure
authentication or encrypted message will be supported, respectively. The SRM uses the
“accepted-unknown-secureconfig(11)” value to inform the SRA that it is resuming the
authentication procedure. These values are meaningful information only for the SRA and SRM,
whereas they are meaningless for existing devices.

In this study, a secure association scheme using an existing association procedure is

proposed (Fig. 10).
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e | 4-4=2) Data(Res| onse| Confirmed Event Report, MDC_NOTI_CONFIG, accepted-cryptMess) a
T 4-3) AssocAbort(undefined) g
e
r

Fig. 10. Secure association

1) The SRA initiates secure association with the SRM by sending the AssocRequest message
with the necessary security information. This can include information about authentication,
encryption, and challenge (e.g., nonce). At this time, because an existing manager cannot
recognize security information, it proceeds with the association procedure in response to an
agent's request.



2234 Kim et al.: Secure Communication Schemes over
ISO/IEEE 11073-20601 for Smart Healthcare Service

2) The SRM recognizes the security information included in the received message and
generates the corresponding challenge response. The challenge response has different values
according to the Auth and Crypt information. That is, in the case of Auth(1) & Crypt(0), the
challenge response is used for mutual authentication only, and in the case of Crypt(1), it is
used for both authentication and encryption. The SAM sends the AssocResponse message with
“accepted-unknown-secureconfig,” which makes them move on to the configuration
procedure. The configuration procedure will be used for subsequent secure association.

3) The SRA checks the challenge response in the message from the SAM and generates
challenge confirmation information. The Data message with the challenge confirmation is sent
to the SAM. When the SRA receives the association response from an existing manager, the
agent may work with it, depending on the user's decision.

4) The SRM verifies legitimate authorization by checking the message from the SRA.
Depending on the MDS information and capability of the SRA, it is decided whether to use
only authentication or full security, including encryption. When the encryption is used, 20601
messages in the form of encrypted ciphertext using the distributed key are utilized. Otherwise,
the messages in the form of an unencrypted plaintext are used. Finally, it completes the secure
association by sending the Data message to the SRA.

5. Analysis and Verification

5.1 Implementation and Verification

To verify the interoperability of the SRA and SRM to which the proposed security schemes
are applied, the agent of blood pressure monitor and the manager are used [14]. Agents are
typically considered to have limited resources and managers are designed to perform most of
the tasks. In the consideration of price, size and limited resources, a blood pressure monitor
with a pulse rate is implemented on the embedded system. The system has the 8-bit processor,
16Mhz system clock, 8KB SRAM, 64KB program memory, and 4KB EEPROM. The SRM is
implemented on a PC. The two devices were connected using Bluetooth version 2.0 wireless
communications [15]. The association procedure, configuration procedure, MDS object, and
measurement data transmission defined in the 20601 OEP were tested and verified.

For secure communication between devices, the SRA should go through an appropriate
authentication process when first registering with the manager. In this study, two types of
discussed authentication processes are implemented and tested. For the use of authentication
only, 2 party authentication protocol (2PAP) is implemented [17]. It is confirmed that the two
devices are mutually authenticated by successfully performing a secure authentication process.
For encryption, 2 party authentication and key distribution protocol (2PAKDP) encryption is
implemented [18-19]. In this case, encrypted messages using the distributed key as well as the
completion of secure association are verified. A method of encrypting the entire message is
used, and the encryption of all types of messages is confirmed. After a successful secure
association, the SRA and SRM move to a secure associated operating state. It is verified that
the agent-initiated data transmission with the Data message in both plaintext and cyphertext
forms is transmitted correctly.

The verification of compatibility between the secure devices (SRA and SRM) and the
existing ones is executed in the following two cases: between the agent and the SRM, and
between the SRA and the manager (Fig. 11). Devices are assumed to be in a Bluetooth
environment. In the case (a), the agent initiates the communication by sending the association
request. It is verified that the agent properly associates with the SRM. When the SRM receives



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 16, NO. 7, July 2022 2235

the request, it recognizes that the request message is from an existing agent, and it responds
like the existing manager. In the case (b), the SRA sends a secure association request and the
manager cannot recognizes it. It proceeds with an association procedure in response to agent's
secure request. It is verified that the SRA makes an association with the existing manager.

- Secure registered
Existing Agent(EA) agent(SRA)

. Existing Manager(EM
Secure registered 9 ger(EM)

manager(SRM)

(a) communication between EA and SRM (b) communication between SRA and EM
Fig. 11. Verification models for compatibility

5.2 Security Verification

The security level against all possible attacks on the SRA and SRM is analyzed and verified
in three different types of environments: where they are in secure association, where they
transfer messages in plaintext form, and where they transmit messages in cyphertext form. It
is assumed that an attack is impossible when an agent with a secure function makes a secure
association while registering with the corresponding secure manager for the first time.

During secure association, an attacker can eavesdrop on messages, but cannot intervene.
However, by sending the abort message, an attacker incompletely stops the association process,
which leads to a delay or inability of service. The implemented attacker captures the
transmitted messages in the application layer and recognizes the message type, header
information, and payload. It is confirmed that both the installed SRA and the SRM stop the
association process in response to the attacker's abort message. After secure association, they
confirm mutual authentication and move to the operating state for data transmission. When
only authentication is supported, the installed attacker identifies all types of transmitted
messages and correctly understands the information contained in the messages. The SRM
always responds to the attacker's data transmission, and the SRA provides the device's
information according to the attacker's request. On the contrary, when the encryption is
supported, the attacker views the transmitted messages as a bit stream at the application layer
but cannot interpret it at all. The security level against attacks in three different types of
environments is summarized in Table 1.

Table 1. Security level against attacks

Eavesdropping | DoS Impersonating Replay Modification
(During Securs Aseoniton) | © © ° NIA NIA
(Message m plantey ° ° © ° °
N Message ncyprer) | © © © © o

Where, ©, ©, and @ indicate high-, middle-, and low-level security, respectively.
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5.3 Complexity Analysis

In this study, complexity in the 20601 OEP and the device specification layers is analyzed.
The complexity of the SRA and SRM is calculated in terms of the additional memory space
and computational capacity required for secure association and encryption. When the agent of
blood pressure monitor is implemented on the embedded system, the occupied memory size is
about 25 KB [20]. The space for initial authentication and secure association, including hash
function-based message authentication code, MD5 does not exceed a maximum of 4 KB. The
space for the encryption using a stream cipher, RC4, is also limited to a maximum of 14 KB
[21]. The increase in the complexity for secure communication is not significant and
acceptable to the systems currently in use. In addition, the recent development of
microcontrollers with hardware RC4 suitable for application in 10T environments is expected
to accelerate the spread of secure communication proposed in this paper.

6. Conclusion

In the advanced healthcare service system, a variety of agents and managers constantly
communicate a large amount of personal health and medical information. The ISO/IEEE
11073 device specifications and the optimized exchange protocol provide convenient
interoperability for devices. However, the standard does not specify secure communication,
and sensitive personal information is easily exposed to attacks. Malicious attacks may lead to
the worst results, owing to service errors and delays. In this study, novel secure communication
schemes over the 20601 OEP are proposed by introducing an authentication process. The
proposed methods support secure and reliable communication with full compatibility. The
agent and manager always confirm mutual authentication at the start of the communication.
However, a secure association for authentication does not guarantee secure communication
between them. Therefore, the encryption of messages is additionally proposed for higher-level
security. The proposed authentication process and secure communication schemes between
the SRA and the SRM were implemented and verified. The experimental analysis showed that
an increase in the complexity of the SRA and SRM is acceptable.
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