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Abstract 

 
Location-based services (LBSs) have become popular in recent years due to the 
ever-increasing usage of smart mobile devices and mobile applications through networks. 
Although LBS application provides great benefits to mobile users, it also raises a sever privacy 
concern of users due to the untrusted service providers. In the lack of privacy enhancing 
mechanisms, most applications of the LBS may discourage the user’s acceptance of location 
services in general, and endanger the user’s privacy in particular. Therefore, it is a great 
interest to discuss on the recent privacy-preserving mechanisms in LBSs. Many existing 
location-privacy protection-mechanisms (LPPMs) make great efforts to increase the attacker’s 
uncertainty on the user’s actual whereabouts by generating a multiple of fake-locations 
together with user’s actual positions. In this survey, we present a study and analysis of existing 
LPPMs and the state-of-art privacy measures in service quality aware LBS applications. We 
first study the general architecture of privacy qualification system for LBSs by surveying the 
existing framework and outlining its main feature components. We then give an overview of 
the basic privacy requirements to be considered in the design and evaluation of LPPMs. 
Furthermore, we discuss the classification and countermeasure solutions of existing LPPMs 
for mitigating the current LBS privacy protection challenges. These classifications include 
anonymization, obfuscation, and an encryption-based technique, as well as the combination of 
them is called a hybrid mechanism. Finally, we discuss several open issues and research 
challenges based on the latest progresses for on-going LBS and location privacy research. 
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1. Introduction 

Recent advances in mobile computing makes location based service (LBS) increasingly 
popular, which attract millions of individuals. LBS refers to a location information and 
convenient services provided to mobile users based on the geographic position and other 
information of users’ mobile devices to obtain their real location data [1]-[2]. In this context, 
user oriented LBS applications are developed to obtain location related information relevant to 
their current position and surroundings. Common examples include direct location sharing 
with friends (e.g., uploading real-time location data and tagging services) and sharing with 
business sectors (e.g., search for near-by services, location check-in and search near-by 
friends), which help the user to share and determine their current position with friends in the 
communication networks [3]-[4]. Other typical examples of LBS applications include map 
applications (e.g., Google Maps), point of interest retrieval (e.g., Around-Me), coupons or 
discount offers (e.g., Group-on), GPS navigation (e.g., Tom-tom) and location-aware social 
networks (e.g., Face-book, Weibo, Foursquare, Wechat) [5]. A more large-scale LBS 
application could ask users around a region or even country to disclose their exact locations for 
security and safety purpose (e.g., in military, medical care, emergency relief, people's 
livelihood, etc [6]. 

However, while the convenient services provided by LBS brings great benefits to mobile 
users, their usage can also raise a serious privacy risks derived from the disclosure of user 
locations. The reason for this is that when users conveniently access various LBSs, they need 
to report their real-time location information and other related service attributes in the 
communication network. The context attached to this location information contains not only 
location privacy, but also other sensitive personal information that the user usually wants to 
protect them, such as health status, living habits, home address, and social relations [7]-[8]. 
Therefore, once the private information is leaked due to untrusted third parties (such as LBS 
providers), and then it would result in opening a door to abuse of personal data and posing a 
serious threats to all aspects of the user’s privacy. For example, a malicious attacker or 
adversary using prior knowledge can re-identify personal home and work address from 
location traces (anonymous GPS data) [9]-[10], predict the user's past, present and future 
positions [11], and then infer the whereabouts of the individual from the frequency of their 
visits to a particular locations[12]-[13].  This problem has received significant attention from 
Smartphone users, LBS providers, research community, etc. Therefore, there is a growing 
interest in protecting the user's location privacy and private information from malicious 
attackers when using LBSs and media tag services.  

A number of research works have focused on developing LPPMs that allow users to modify 
actual locations disclosed to the LBS provider using different types of protection strategies 
[14-16]. These protection mechanisms help to improve the adversary's ambiguity on the user's 
real positions by running a multiple of locations from where various consecutive queries have 
reported by mobile users. In the context of LBSs, various LPPMs, such as user anonymization 
(random permutation) [17], location obfuscation [18] and encryption-based mechanisms [19], 
are further proposed to allow users in LBSs. The most popular and widely used LPPM to 
protect user positions is obfuscation-based mechanism, which consists of reporting 
fake-locations or noisy version of their location information to the service provider. A 
different LPPM consists of hiding some regions of users' positions using mix zones) [20]-[21]. 
Using this mechanism, several users do not link with service provider by changing their 
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pseudonym and prevent an adversary from attacking them. Another LPPM consists of adding 
location dummies to protect user's real location by reporting multiple false locations 
(dummies) to the LBSs provider together with the actual location [22]. The purpose of adding 
fake or dummy-locations is to increase the adversary's uncertainty on the users’ real 
movements.  

While these existing LPPMs are significant advantages, their implementation and 
evaluation methods also bring new problems and challenges. For example, generating high 
cost of dummy locations using resource constrained mobile devices over all LBS applications 
will be economically expensive in terms of resource consumption costs [23]. These are 
however likely to be an issue for self-interested LBS users in reality, since most applications 
are accessed from Smartphone devices and the users may not be sufficiently motivated to 
access them. Therefore, the presence of such malicious or selfish behaviors may have an 
adverse effect on privacy protection system. For these challenges, an effective protection 
design methods, such as adaptive and optimal clustering methods, are useful to account for 
resource limitations (e.g. reduce energy and bandwidth consumption) [24-26]. In addition, 
there are some LBS applications that require the mobile users to access them continuously 
(rather than sporadically), and on the other side, there are the majority of LBSs, such as 
various nearby points-of-interest search services where users reveal their location sporadically 
(rather than continuously). In this case, there are two successive accesses of a user to the LBS 
access pattern with non-negligible gaps in time. Therefore, an effective protection mechanism 
needs to secure in LBS applications when users to share their location continuously and 
sporadically over space and time [27]. Another important issue is that of the effectiveness of 
protecting the users’ privacy and service quality requirements. For example, possible 
protection challenges include designing effective LPPMs together with the generic adversarial 
model and objectives, respecting and incorporating the user’s service quality requirements and 
sensitivities. In particular, the assumption about designs of effective yet useful LPPMs tend to 
be incomplete, without adversarial knowledge and objective to track the users visiting 
particular locations [28]. Obviously, there is a mismatch between the designs of these LPPMs 
and the objective comparison results of them without considering a generic adversarial model. 
To be consistently model the goals and results of various LPPMs together with the adversary’s 
objective and knowledge, new mechanisms to preserve the user’s location privacy and service 
quality requirements are needed. In this respect, several authors have been recently presented 
toward formalizing the users’ accesses to LBS and their desirable service quality and location 
privacy requirements, modeling various LPPM, and their suitable privacy metrics to evaluate 
the performance of the corresponding LPPMs [29-31]. These contributions support the 
foundation that establishes the relationships between different popular types of LBS privacy 
metrics. The quantification and protection models allow us to specify the existing evaluation 
methods for LPPM that explicitly accounts for a generic adversarial model for privacy metrics. 
This is a key issue in LBS and media-tagged service systems and therefore, it is a considerable 
attention of this survey paper.  

In this paper, we survey the state-of-the-art research efforts for LPPMs applied in LBS 
applications. After a general description of privacy quantification framework and its main 
components, we analyses the potential privacy risks associated with LBSs, the architecture, 
and evaluation of LPPMs and then address some countermeasure solutions. For this purpose, 
we adopt the popular LPPMs, such as user anonymization, location obfuscation, 
encryption-based methods, and the combined system (hybrid mechanism) to address the 
current LBS privacy protection challenges. Finally, we highlight the most important issues to 
be considered in the design and evaluation of LPPMs, and then discuss several open research 
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challenges based on the latest progresses in the topic of location privacy and the research 
community. 

We present the structure of our contributions as follows. Section 2 describes the general 
system architecture of privacy quantification framework. Section 3 introduces LBS privacy 
requirements and performance metrics. Section 4 presents the state-of-art privacy measures 
and comparison analysis. Section 5 provides several open research challenges. Finally, 
Section 6 concludes our discussion with summary. 

2. Overview of Privacy Quantification Framework 
In order to understand the LPPM and attack strategies deployed in a various LBS, we first need 
to know the structure of the general framework for privacy quantification and its main 
components that affect the location privacy of mobile users. Therefore, in this section we first 
present the general framework for the user's mobility and their access patterns to LBSs, and 
then describe its main components, as shown in Fig. 1. As shown in the figure, the framework 
consists of the following three main components [27], [30]. (i) A mobile users, a user’s mobile 
devices are equipped with an integrated position sensor that uses a variety of positioning 
technology to access the LBS at different instant of times. (ii) The trusted system (LPPMs), 
which provide location privacy guarantees for mobile users before sending the user’s real 
location trace to the LBS. What is the user’s actual location when accessing LBS? The LPPM 
wants to protect the actual location(s) by producing appropriate pseudo-location(s). 
 

 
Fig. 1. General block diagram for user-specific privacy and quality-loss quantification model  

 
Hence, when accessing the LBS, users only expose the output of LPPM, instead of sharing 

their actual locations and the adversary can infer it by the observed location traces. The 
existing LPPMs mainly include pseudonyms (removing the user's identity and using a 
temporary-identity), randomization (adding dummy locations), and obfuscation mechanisms 
(spreading or perturbing spatiotemporal information in queries). (iii) untrusted LBS providers 
(i.e., an adversary, who strives to observe the private information of mobile users exposed to 
the LBS). When a user uses various LBS applications, the service provider collects the user's 
information or service attributes attached to the location-related information. 

The location-privacy of mobile users and the success rate of the adversary in his location 
tracking attacks on the impact of users' queries are two sides of one coin, which are highly 
interconnected together using LBS evaluation metrics. Given the users' observed location 
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traces and a certain constraints of users’ mobility profiles, the adversary tries to speculate and 
then infer the user's real location traces [11]. Hence, the users’ obtained service quality and 
location privacy degree that they experience is evaluated given the users’ real location traces, 
the result attack and output of LPPMs. Therefore, we describe two main evaluation metrics to 
evaluate the utility loss caused by the distortion of the original query and the cost of privacy 
decision made by the adversary. These evaluation metrics are the service-quality loss and 
energy cost metrics that incurred by using different types of LPPMs and location privacy of 
users (equivalently estimation error for adversary) under some location inference 
tracking-attacks. For the rest of this paper, we discuss the location privacy issues and potential 
threat model associated with LBSs, the existing LPPMs and their performance evaluation 
metrics for quantifying the privacy gain and use's obtained service quality. 

3. Privacy Requirements and Threats in LBSs  
Although LBS applications undeniably provide novel capabilities in terms of localization 
service through mobile and GPS (Global Positioning System), they can put the privacy of the 
mobile users at LBS provider. Obviously, the collected location information embedded in 
LBSs should have localization error and therefore used to extract (infer) sensitive private 
information about user’s service request and responses. For example, we have mentioned 
earlier that most applications of LBS collect the location information attached in the LBS 
queries. The adversary can track the history of the user from the anonymous GPS data, and 
then infer the user’s personal home address, work unit and social relations, etc. [9-11].  
 

 
Fig. 2. A common client server system architecture 

 
In location-aware smart mobile devices, it has become inevitable to protect the privacy 

assets of users from malicious attackers or untrusted-service providers for the maturation of a 
healthy LBS ecosystem. Therefore, the user's location information requires certain privacy 
measures to guarantee the obtained service quality and resource utilization constraints at all 
the times. The respect of the privacy of the mobile users primarily depends on the trusted LBS 
server who has direct access to the collected location information and ensures their response to 
end users. 

http://www.jos.org.cn/html/2015/9/4857.htm%23R7
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The major location privacy requirements to ensure the safety of a LBS system and its 
extensive acceptance by its users are evaluated as follows: The first requirement is formalizing 
the desirable location privacy strategies that LPPMs should consider the user’s service quality, 
location privacy and resource utilization costs that satisfy each user’s requirements. LBS 
privacy protection strategy needs to protect the privacy of user’s location while taking into 
account the quality of service and resource optimization cost (e.g., battery and bandwidth 
consumptions). The second requirement is based on incorporating the user’s data model from 
anonymous and/or perturbed-locations. Otherwise, the adversary depends on users’ prior 
knowledge and infers their activity traces when they visit a certain locations. The third and the 
most essential requirements are finding the right evaluation metrics to determine the degree of 
privacy in which the LPPMs’ requirements are satisfied. In Fig. 2, we identify typical 
client-server system architecture common to the existing LBS architecture, where location 
information moves in the communication network and available with location server. We next 
define the architectural components conducted against the system depicted in Fig. 2 and 
determine the possible location privacy attacks in the general system model. 

3.1 LBS Privacy Threats 
The system architecture shown in Fig. 2 consists of four major components: the mobile 
terminal users, positioning systems, wireless communication networks, and location service 
provider. As shown in the figure, the system architecture empower LBS users through a range 
of mobile terminals (e.g. Smartphone and tablets) transmits location query to the service 
provider. Each user has GPS enabled smart mobile devices mounted with them, which will 
play part of location-enabled and media-tagged services. The mobile user uses a variety of 
positioning system (such as, localization through GPS) to request a service attributes in his 
nearest service of interest (e.g., hospitals) through communication networks (e.g., cellular 
network or WLAN). The location server (also known as LBS provider) responds to the user's 
query and then returns the customized result. For each request of service attributes, the server 
will return a small number of points of interest that match the user-specified service attributes. 
While a user conveniently accesses the various LBS applications, their location privacy may 
leak in the following three major parts (points), i.e., user’s mobile devices, communication 
networks and location server by itself. However, the user's location-aware mobile device may 
also be identified (hijacked) based on the collected location information attached in the LBS 
queries [7]-[8]. Therefore, how to prevent the secuirity of users' mobile device from tracking 
them is also a vital importance to the well-being of LBS application [28], [29]. Secondly, the 
user's LBS query and customized results may be eavesdropped or subjected to 
man-in-the-middle attacks when transmitted over the wireless network. Apart from the user’s 
mobile device and query results, the LBS server by itself can also be endangered. Assuming 
that a malicious or selfish attacker may be the LBS server itself and collects the user’s location 
information or service attributes contained in the service query. By doing so, the LBS provider 
transmits location data through the wireless network and may provide knowledge to the 
malicious attackers (third-party adversarial entities) about themselves. With this knowledge, 
the malicious attacker or the owner of LBS could speculate, and then infer the user's sensitive 
data [8]. To simplify privacy protection issues, a generic privacy attack model assumes that the 
untrusted LBS provider is malicious or untrustworthy and system LPPM is secure and 
trustworthy. However, the LPPM’s implementation often based on the attacker’s prior 
knowledge about user’s overall location traces. When the attacker (untrusted service-provider) 
understands the user’s choice of LPPMs, it will use the prior knowledge to update his attacking 
strategy and effectiveness. The existing LPPMs such as trusted third party anonymizers (e.g., a 
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trusted cellular service provider) and obfuscation mechanisms are also not matured to provide 
users’ location privacy guaranteeing during services [32]-[33]. We next discuss the existing 
LPPMs for LBSs that takes a generic threat model in account. We also analyze how the 
adversary technically observes the users’ location traces during designing and evaluation of 
various LPPMs.  

3.2 LPPM Strategy and Functionality 
After introducing the privacy issue and possible threats to privacy in the previous section, we 
now give an overview of existing LPPM's functionality to achieve the desirable location 
privacy of users. There are a large number of research works focuses on developing the 
state-of-the-art LPPMs to protect the user’s location privacy [34-37]. These protection 
mechanisms are based on sending (reporting) a fake-locations and adding dummy-locations to 
the LBS [38] or hiding the real posisions of users by using mix-zones [39]-[40], 
anonymization and obfuscation mechanisms, in order to increase the adversary’s uncertainty 
on the user’s real positions. The first two protection mechanisms (i.e. hiding user’s location, 
and reporting a fake-location) generates multiple set of user’s positions together with real 
locations. The later two protection mechanisims are obfuscation mechanism used to modify a 
space-or time-obfuscated and location-stamps [18], [20]-[21], and location-anonymization 
(removing the user’s real-identity) and replace by k-user location identity. 

The earliest and most popularized mechanism to preserving data anonymization is location 
k-anonymity, which was first provided by [18] to determine the degree of user’s privacy in 
anonymous networks. Location k-anonymity is an extensive-general privacy concept, and 
many works regarding location privacy-protection stemmed from the k-anonymity model. 
Using this mechanisms, the users’ real-location R, is generated (modified) to separet the 
relation between adaptive adversary and LBS user, as illustrated in Fig. 1. To perform this end, 
the transformation function generates the real location R to other observed location and 
replaced by one of his valid pseudo-location R′. For instance, the spatio-temporal cloaking are 
the traditional mechanisms to protect location-privacy [18], [20], [39]. However, even though 
the spatial-cloaking mechanism gives a very good solution for privacy protection, it ignores 
the part of data integrity. To overcome the problem, several authors have been made a 
significant effort [39]-[40] to balance between location-privacy and service utility 
(data-integrity). Besides location k-anonymity, several other mechanisms have been applied 
using mix-zones to hide the actual-location of users. A mix-zone is an area of regions used to 
break the linkage between user and service-provider by changing their pseudonym [34], [41]. 
Therefore, when several users enter a mix-zone at the same time, this LPPM can effectively 
prevent an adversary from tracing them.  Another popular mechanism to protect the privacy of 
users’ location is based on adding dummy events [42]-[43], so that the real-locations are 
indistinguishable from the fake-locations, which have been generated to the syetem’s 
service-provider. The purpose of this mechanism is to update the adversary’s uncertainty by 
sending a multiple false-locations to the LBS observer together with user’s true-location. 

However, the evaluation of the existing LPPM’s design strategy mostly ignores the reality 
that the adversary might have some previous experience and prior-knowledge about users’ 
LBS access patterns and about the logic of internal-algorithm provided by the given LPPM. In 
order to capture the effectiveness of LPPMs, we abstract away the models for representing 
users’ mobility and LPPM as as a single unit that separates the user’s actual location traces and 
the adversary. Fig. 3 shows the potential elements associated with LPPMs work through three 
main architectures [27]. These are centralized (server-side), distributed (user-side), and hybrid 
system architectures.  



3206                                                                                               K. Tefera et al.: A Survey of System Architectures, Privacy Preservation, 
and Main Research Challenges on Location-Based Services 

(i) Centralized (server-side) architecture; in this architecture, the user uses location-aware 
mobile devices to send the LBS query to the service provider and then obtained the final query 
result. The trusted anonymous server acts as an internal-anonymizer (privacy proxy server) 
that generates users' location information before sending to the service anonymizer. 
Advantages of this structure include that it is simple to design, the communication overhead 
between the mobile terminal and the anonymous server is small. However, the disadvantages 
include that: (a) anonymous third-party system-server may become the performance 
bottleneck and the only attack point of the system; (b) anonymous server has complete 
knowledge of location information or service attributes of all users. Once an anonymous 
provider is compromised, a singular point of failures may cause a serious privacy threat that all 
users can be compromised; (c) in reality, it is difficult to design and implement a trusted 
anonymous server with a broade-range of applications.  

(ii) Distributed (user-side) architecture; in this architecture instead of letting each users 
report their position directly to the LBS server, users are organized in a separate peer-to-peer 
network, which provides all users’ positions in a group, and forwards the group to service 
provider. At the same time, the service provider can give the correct result. The LPPMs are 
performed by candidate sets of users through cooperation by each user. Advantages of this 
architecture include: (a) eliminating the performance blockage of the system; (b) having the 
user's global information, so privacy protection effect is good. The disadvantage of this 
architecture includes (a) the mobile terminal communications and computing overhead 
increase compared with central architecture. This indicates that the distributed architecture is 
harder to design, and difficult to perform in real applications, because it cannot effectively 
ensure that other users involved in privacy protection are trusted; (b) when a user requesting a 
service does not have enough peers in the vicinity, the anonymous process is difficult to 
complete.  
 

 
Fig. 3. A common LBS system architecture (a) Centralized (server-side) (b) Distributed (user-side)      

(c) hybrid architecture 
 

(iii) hybrid architecture: the third type of protection architecture can be a hybrid of both 
server-centric (centralized) and distributed (user-centric) architectures. In this architecture, a 
mobile terminal user requests the service through a trusted anonymous server, which has 
complete knowledge of the user's identity, service request and real location, etc. The candidate 
sets use a peer-to-peer network to complete privacy protection based on personalized privacy, 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 13, NO. 6, June 2019                                         3207 

response time, and service quality requirements. The hybrid system architecture unifies the 
advantages of a centralized and a distributed architecture that can well balance the load 
between the client (user) and the anonymous server [44]. Its shortcoming is that there are a 
various system parameters, and the setting and adjustment are very complicated, so that its 
practicability has been seriously affected. 

3.3 The Performance Metrics for LPPMs 
In this section, we present intuitive privacy evaluation metrics in order to qualitatively 
evaluate and then compare the effectiveness of the corresponding protection mechanisms. The 
existing evaluation methods for LPPM targets mostly on sporadic-location and correlated 
settings at the time of LBS query issuing, and infrequently consider a trajectory-aware 
mechanism from where a number of queries are issued [6]. The major privacy quantification 
challenges to evaluate the performance of LPPMs are finding the right privacy metrics and 
incorporating user’s mobility model to which the desirable location privacy requirements are 
satisfied. In the topic of LBS and media-tag services, numerous privacy measurement methods 
have been presented to evaluate the privacy degree of users [27], [45-47]. Examples of these 
privacy metrics are uncertainty-based (location-entropy), k-anonymity, location ℓ-diversity, 
expected error-based estimator, ε-differential privacy, etc. For example, the authors of [47] 
propose a distortion-based privacy metrics to evaluate the various LPPMs and classify them in 
three categories: location-k-anonymity, location-entropy (uncertainty-based), and expected 
distance error (error-based). However, most of these privacy metrics are more specific to 
certain applications and concrete attack objectives, and therefore it is difficult to conclude for 
other frame of references [31]. The studies have shown that these privacy metrics are 
inappropriate for evaluating user’s location privacy, even for a particular case, various LBS 
privacy metrics can be exist. Because, once the location tracking attack model changes, the 
LBS privacy metric is not sufficient for evaluating the impact of query behavior on 
corresponding LPPMs performance. Therefore, it is still not clear which privacy metric is 
most suitable for a given privacy protection scenario [6]. Recently, a comprehensive 
comparison of existing privacy quantification methods has been proposed in prior research to 
address these problems. For instance, a similar but more commonly used expected error-based 
framework was further proposed in [27], [37] and [48]-[49] to formalize the impact of location 
accuracy associated with attacker reasoning attacks. This method can be applied to any attack 
model that correctly defines the distance between the actual-location of users and attacker's 
estimated value. However, this method also considers the quality of service and user attributes. 
This framework allows an adversary to understand the user’s location access patterns and 
logic of LPPM strategy, and then to capture user’s identity. Different research works also have 
adopted this analytical framework as an evaluation method and further applied to quantify 
location privacy, taking in to account the attack model, privacy threats, LPPMs’ evaluation 
methods, privacy metrics and other factors affecting user’s privacy. For example, the authors 
of [48] proposed a unified privacy quantification model, which can comprehensively compare 
the effectiveness of various LPPMs and evaluation metrics in different attack models. 

In later work, without considering any possible background knowledge possessed by the 
adversary, differential privacy [50] has become popular for quantifying location privacy. 
However, the authors justified their invent work by extending the notation of differential 
privacy to the optimal sporadic-location privacy, and then defined the formal notation of 
geo-indistinguishability to quantify the observed information lekeage incured by LPPMs. 
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4. The State-of-the-art Countermeasures   
In the LBS privacy protection community, protecting the user’s privacy is a basic requirement 
for the successful deployment of LBS and media-tagged service applications. Currently, a 
number of privacy protection mechanisms have been proposed to enhance user privacy, but no 
single strategy can provide a complete solution. We herein present the current state-of-the-art 
privacy measures that address the major privacy threats highlighted in Section 3.1. For this 
purpose, we build upon a user-specific protection model common to the existing privacy 
quantification model, which represents the information sharing between an adversary and the 
user [30], as shwon in the Fig. 4 below. For each studied countermeasure solutions, Table 1 
summarizes the classification, architecture, privacy threats, and service quality loss/resource 
overhead of the different LPPMs. Note that, we consider that the defense (relative to the 
attack) takes into consideration the attack (relative to the defense), which is imposed by the 
adversary. In addition, the solution also consider that the adversary observes the user's profile 
ψ(r) and output of LPPM, as well as the resource constraints in terms of quality-loss max

lossQ , 
bandwidth max

tBcos and energy cost max
tEcos requirements. For this context, according to the work in 

[30], the system model allows us to specify the current state-of-the-art privacy measures with 
respect to different attacks. This is because most of the existing proposals mostly focus on 
preserving users’ LBS privacy at the instant time of query issuing, and few are done on the 
trajectory privacy of users raising a several-number of successive locations. Our privacy 
measure uses this analytical model as an evaluation method to quantify the different levels of 
user's privacy requirements, measuring the privacy protection effect and service availability. 
 

 
Fig. 4. Information sharing between user and adversary in user-specific protection model  

 
We assume that the mobile users want to preserve their location information and 

corresponding LBS access traces from malicious attacker (an untrusted observers) that can 
observes the location exposed to the LBS. Specifically for protecting location privacy, several 
LPPMs and evaluation methods have been proposed in order to address the current LBS 
privacy protection challenges. These popular approaches can be categorized as anonymization 
(removing the user's actual location), obfuscation (reporting a fake or noisy version of their 
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location) and encryption-based techniques (using cryptographic tools) [51], which are outlined 
as follows. 

4.1 Anonymization-based Mechanisms 
These mechanisms aim to protect the privacy threats associated with LBSs transforming the 
user’s real location information in to a generalized service query that represents a group of 
users, e.g., location anonymization methods for snapshot queries [37], trajectory 
anonymization methods for continuous queries [52]-[53], etc. We consider as an example that, 
Alice uses a smartphone and request queries to a LBS provider for the nearest hospital and 
then the LBS server calculates the set of users and service request area based on its known 
user's locations. Due to untrusted LBS server, Alice's sensitive information may be 
compromised or misused. Without using anonymization mechanism, this access service could 
disclose to the adversary that Alice has health condition problems. Therefore, it is required that 
all calculated anonymization set of users sent to the LBS server to share the same service 
request area such that the LBS server cannot directly interact with the issued position to the 
original location of Alice. The basic concept of anonymization mechanism has been extended 
by various important mechanisms to increase privacy protection. The following are the most 
prominent extensions in this category, not to be discussed in depth here, and interested readers 
can refer to the literatures. These are k-anonymity [54], Tessellation [55], l-diversity [56], 
micro-aggregation [57], data aggregation [58], t-closeness [59], and historical k-anonymity 
[60]. 

4.2 Location Obfuscation-based Mechanisms 
The most prominent mechanism to protecting location privacy is to send a location-stamp 
version of the users’ real locations to the LBS provider. Examples of these protection 
mechanisms are position sharing [1], [61], random perturbation [62]-[63], point-of-interest 
[64]-[65], negative survey [19], [66]. In these mechanisms, the privacy protection is achieved 
by generating each user’s real location r in to an observed pseudo-location (obfuscated 
location) ѓ before reporting them to the LBS. This transformation is made according to a 
probability distribution f(ѓ \r)= Pr(ȓ\ѓ). Hence, the user exposes its pseudo-location r′ to the 
LBS provider instead of its actual location r. The main idea of this mechanism is that a user 
reports an observed pseudo-locations ѓ to a LBS provider or a LBS containing his location 
information instead of his actual location r i.e., protected by LPPM. 

4.3 Encryption-based Mechanisms 
In these mechanisms, privacy protection is achieved by using the cryptographic methods to 
make the user's LBS query invisible to the LBS server [67]-[68] (e.g., group signature [69], 
double encryption [70]). Encryption-based LPPM adopts a distributed architecture, which 
cannot reveal any user's location information while ensuring service availability, and achieves 
more stringent privacy protection, such as LBS privacy protection based on private 
information retrieval. However, although the recently proposed homomorphic encryptions 
[71] are available for LBS query results without decrypting user queries, one important 
problem is that these mechanisms do not consider privacy metrics and then the efficiency is 
still a big problem to provide full protection of location privacy. Therefore, there exists a 
tradeoff between privacy and the experienced quality of service for users. 
 
 



3210                                                                                               K. Tefera et al.: A Survey of System Architectures, Privacy Preservation, 
and Main Research Challenges on Location-Based Services 

4.4 A Hybrid Mechanism 
Notice that, in general, using the three types of LPPMs have their own advantages and 
disadvantages. The mechanism based on policy law is simple to implement, and provide high 
quality of service for users, but the privacy protection effect is poor. The combination of the 
two LPPMs (obfuscation and anonymization) are highly efficient, and can achieve a good 
balance between service quality and location privacy, but the user’s location information or 
service attributes have certain inaccuracies and are vulnerable to attacks with full background 
knowledge. On the other hand, cryptography-based mechanisms can fully guarantee data 
accuracy and security, and provide more stringent privacy protection, but require additional 
hardware support and complex algorithm, communication, and computation overhead. The 
conclusion from these protection mechanisms is that it is important to take into consideration 
the quality of service and resource consumption issues, such as bandwidth, battery and energy 
consumptions, in order to protect all the user’s present, past, and future locations. A hybrid 
LPPM is designed to improve the user's obtained quality of information while guaranteeing a 
good level of privacy protection and minimum energy consumption [51] [72-74]. The design 
strategy of this mechanism takes the data verification process into account and then combines 
the advantages of the three popular LPPMs (such as, obfuscation, anonymization, and 
encryption) to increase the level of privacy and information quality without additional 
consumption of energy. Therefore, this hybrid mechanism dynamically changes the concepts 
of grid area of interest cell sizes in accordance with the variable being measured and selects the 
various protection mechanisms rely on the cell sizes. When the size of the cell increases, then 
the variable interest becomes low and therefore it is more important to protect the real location 
of users.  

4.5 Privacy Protection Challenges and Comparison Analysis 
During the normal operation of the LBS application, each user transmits the location 
information to the LBS provider. Some of the major limitations of these existing applications 
are no restrictions imposed about users' experience, concern, interest and trustworthiness. In 
addition, there is a lack of strong motivations to comply the location services' requirements. 
Therefore, these applications associate the location data (e.g. time and location of the user) are 
vulnerable to erroneous LBS contributions as well as to uncertain contributions from users’ 
selfish behavior. The location of the user is available in spatial as well as temporal form. For 
instance, it is possible for an attacker to obtain the access of users’ current location information 
and history traces, i.e. called as temporal access. In other scenarios, spatial access is 
considered critical if the user’s position is located geographically. Hence, these spatial and 
temporal resolutions associate with the position and time of the user are important parameters 
for defining location privacy. As we have mentioned earlier that there are various mechanisms 
to protect the location privacy such as user anonymization (k-anonymity), location 
obfuscation, encryption-based techniques, etc. Through the evaluation of privacy protection 
mechanism, various kinds of privacy protection factors can be analyzed and determined. By 
hindering these factors, we have analyzed the various challenges of location privacy such as to 
protect users present and past locations, incorporating the user’s data model from anonymous 
and/or perturbed-locations, and finding an appropriate evaluation metrics to quantify location 
privacy. Each individual mechanism has their own advantages and disadvantages by analyzing 
the key issues and architecture of LBS privacy protection, the strengths and weaknesses to 
measure the location privacy of users.  
Table 1 on the following analyzes the various LPPMs presented in this earlier section along 
with their classification, architecture, privacy protection and service quality or resource 
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overhead of the main LBS protection techniques. To indicate the degree of privacy protection 
system, we use the descriptions “high”, “medium” and “low”,  and similarly, the services 
quality is described by “good”, “general” and “poor” respectively. According to [75], the 
quality of service becomes orthogonal to location privacy in the case of LBS applications. 
It can be seen from Table 1 that each type of protection mechanism has different advantages 
and performances for different application requirements. The choice of specific protection 
mechanisms depends on the application scenario and user's actual privacy requirements. For 
instance, the LBS privacy protection mechanism in this scenario is mainly aims at users' 
personalized and different levels of privacy requirements, measuring the privacy protection 
effect and service availability.  
 

Table 1. Summary of various LPPMs for the current privacy measures [75] 
LPPM type & 

solutions 
Architectur

e 
Threats 

from 
Service 
quality- loss 

Resource 
consumption 

Computation
al complexity 

A. Anonymization-based Mechanisms 
1) Tessellation [55] Centralized External High Medium Low 
2) Micro aggregation 
[19] 

Centralized/ 
Distributed External Medium Medium Low 

3) l-diversity[56] Centralized External Medium Medium Low/Medium 
4) Data aggregation 
[58] Distributed Internal/

External Low High High 

B. Obfuscation-based Mechanisms 
1) Position sharing [1] Distributed External Low High Medium 
2) Point-of-Interest 
[30] 

Centralized/ 
Distributed 

Internal/
External Medium Low Medium 

3) 
Random-perturbation 
[63] 

Centralized/ 
Distributed External Medium Medium Medium 

4) Negative survey 
[19] Centralized External Medium Medium Low 

C. Encryption-based Mechanisms 
1) Group-Signature 
[69] Distributed External Low High High 

2) Double Encryption 
[70] Distributed External Low High High 

Hybrid mechanism 
[51] 

Centralized 
/Distributed 

Both 
Internal 

& 
External 

Medium 

Low/mediu/hi
gh, depending 
on encrypted 

records 

High 

 
According to [51], the quality of service is normally measured by the location information loss, 
the size of the invisible area, the Euclidean distance of the true and false position, and the 
user's query generation rate, etc. Hence, an evaluation metric meant to indicate how different 
the generated location data are from the real ones. The degree of privacy protection mainly 
depends on the number of anonymous centralized users or tracks, the amount of added noise, 
the distance between true and false positions, the similarity between the true and blurred 
positions, the level of cooperation of users and the performance of the encryption protocol etc. 
The LPPMs for LBS applications that require reporting real-time location data should be 
simple in terms of computational complexity, if not they will discharge the battery 
consumption issues of the mobile device very quickly. We observe that the principle behind 

https://www.powerthesaurus.org/very_quickly/synonyms
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some complex LPPMs can be implemented in a central architecture, usually called the central 
anonymity server or anonymizer. The protection mechanism can be performed by the users or 
on their mobile device at the expense of its resources, as the LPPM is designed in a distributed 
architecture with taking the resource constraints in mind [76]. Therefore, it is important to 
reduce the amount of resource overhead in order to minimize energy consumption in 
resource-constrained mobile devices. Finally, how to design an optimized LPPM that satisfies 
the service quality and resource overhead according to user privacy requirements and given 
attack model is significantly important research direction for location privacy [77]. 

5. Open Issues and Research Challenges  
We have highlighted the progress of current privacy measures for LBS applications in Section 
4. While working on this topic still attracts many novel countermeasure solutions, some LBS 
privacy challenges remain and needs further discussions. In this section, we present some of 
the major research challenges/ problems in LPPMs for LBSs. 

1) In the Integration of the gap between design and evaluation of LPPMs 
Majority of the existing LPPMs’ design principle and evaluation methods merely consider a 
non-strategic adversary and relatively some LPPMs consider a strategic adversary to minimize 
the privacy risks. For example, the authors of [21], [37], [48] have considered that the concept 
of location privacy is incomplete without adversarial knowledge to track the users visiting 
particular locations. Obviously, there is an absence of strategic measurement mechanisms to 
specify the different LPPMs without considering adversarial knowledge in the evaluation. In 
other words, differential privacy is not sensitive to background knowledge and not even 
considered in the evaluation to quantify LBS privacy [50]. Therefore, there is still a problem to 
integrate the design and evaluation of different LPPMs and their comparative features. The 
primarly challenge therfore is how to design the best LPPMs with consideration of the 
adversarial background knowledge and reasoning ability, so as to reduce the user's privacy 
disclosure risk while providing a tolerable service quality-loss. 

2) Making privacy-preserving mechanisms measurable (specifically in the selection of 
the appropriate privacy metrics) 
Most of the aforementioned evaluation methods for LPPM still focus on providing location 
privacy at each time-instant of issuing a service query, and infrequently consider for protecting 
trajectory privacy from where a number of consecutive queries are reported [30]. There are 
different  intuitive privacy metrics and methods that can be used to evaluate the privacy 
protection performance of different LPMMs. Examples of these privacy metrics [47] includes 
location-k-anonymity and entropy (uncertainty-based), error-based estimator, ε-differential 
privacy, etc. How ever, most of them are specific to a particular systems and attack models and 
therefore these metrics are difficult to use in the universal context. The major challenge is then 
how to find the right (universal) privacy metric for evaluating the effectiveness of location 
privacy.  

3) In Hybrid LPPMs to trade-offs between privacy, service quality, and resource 
consumption  
Recently, due to an increasing number of LPPMs consider the potential tradeoffs between 
location privacy, quality of service and energy consumption for mobile users to make use of 
LBSs. For example, solutions have been provided in [51] that propose a hybrid LPPM in order 
to address the problem of balancing the privacy protection, quality of service and energy 
consumption based on the cells size. This double-encryption mechanism combines the strong 
protection effects of obfuscation, anonymization, and encryption techniques in the design 
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consideration. Moreover, with the increase of mobile computing, the encryption and 
decryption performance of a static location data has been well resolved. 

However, although all the running encryption and decryption algorithms are available in 
mobile devices, the performance of dynamic location data update is still big challenges, which 
are limited on mobile devices and then demand a high amount of energy consumption. This is 
because the type and quantity of location-aware equipments (e.g. automobiles, smart phones, 
etc.) faced by LBS applications are huge, and they will be moved frequently. As a result, they 
will generate massive and frequent updated location data, and these data may be missing and 
discontinuous. In order to ensure the user’s acceptance of LBSs, balancing the joint-effect on 
privacy, service data quality and energy consumption is still an important open problem. 
Therefore, how to design a new optimal privacy protection method with fusion encryption 
technology to protect a dynamic location data during effective service leakage is also an open 
problem and research direction. 

6. Conclusion 
Today’s LBS relies on user's mobile devices and integrate the results of location-related 
research with other new features to produce aggregated knowledge. In this setting, a serious 
privacy issue can discourage an extensive adoption of attractive features. To address this 
problem, a large number of research works has been done to preserve users’ private 
information and to evaluate the user's obtained service quality. In this paper, we have 
discussed the current state-of-the-art LPPMs and analyzed their intuitive evaluation metrics 
within the architecture of user-specific protection model. For this purpose, a block diagram of 
privacy quantification and protection model is presented to quantify the location privacy and 
then to find effective LPPMs in the existing systems. In the next level, we have surveyed the 
main characteristic of privacy requirements and their associated threats to privacy used in 
service quality aware LBSs. We then summarized the existing LBS privacy metrics, and then 
presented privacy countermeasure solutions with a focus on location anonymization, 
obfuscation, encryption-based, and hybrid mechanisms. In the anonymization-based 
mechanism, the LPPMs generate the actual location information via anonymization in which 
the users’ privet data are generalized to a set of different users.  In the obfuscation mechanism, 
the users’ location information is modified without considering the location data from other 
users. In the encryption-based technique, the user’s privacy is preserved using using 
cryptographic techniques, in which the users selectively decide the time and place to report the 
location data to the LBS server. A hybrid mechanism combines the advantages of the above 
three LPPMs to achieve a good balance between location privacy and information quality 
without a high consumption of energy. In addition, this paper summarizes the architecture of 
different LPPMs and qualitative evaluations in terms of the privacy threat model, service 
quality loss, energy consumption, and computational complexity associated with each 
mechanism. Finally, we have presented and discussed several open issues and research 
challenges in the topic of location privacy. 
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