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Abstract 
 

Mobile Ad hoc Network (MANET) is a collection of nodes or communication devices that 
wish to communicate without any fixed infrastructure and predetermined organization of 
available links. The effort has been made by proposing a scheme to overcome the critical 
security issue in MANET. The insufficiency of security considerations in the design of Ad hoc 
On-Demand Distance Vector protocol makes it vulnerable to the threats of collaborative black 
hole attacks, where hacker nodes attack the data packets and drop them instead of forwarding. 
To secure mobile ad hoc networks from collaborative black hole attacks, we implement our 
scheme and considered sensor's energy as a key feature with a better packet delivery ratio, less 
delay time and high throughput. The proposed scheme has offered an improved solution to 
diminish collaborative black hole attacks with high performance and benchmark results as 
compared to the existing schemes EDRIAODV and DRIAODV respectively. This paper has 
shown that throughput and packet delivery ratio increase while the end to end delay decreases 
as compared to existing schemes. It also reduces the overall energy consumption and network 
traffic by maintaining accuracy and high detection rate which is more safe and reliable for 
future work. 
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1. Introduction 

Mobile Ad hoc network (MANET) is a self configuring network that does not need any 
fixed infrastructure, which minimizes their cost as well as deployment time. As each node in 
this network is free to move that makes the network to change its topology continuously [1]. A 
number of bottle necks are still hindering the secure implementation of these networks. 
Collaborative black hole attacks are one of the key attacks in MANETs and it swallows the 
entire receiving messages, similar to a black hole absorbing everything passing through it. 
Blocking the normal flow of the information, the attackers cripple the whole sensor network 
communication [2]. There are a number of solutions and methodologies reported to avert and 
defend against the black hole attacks [3-6]. However, these solutions are computational or 
energy inefficient. In the past decade, energy efficiency becomes an important study for 
improving the lifespan and performance of the MANETs. Significance in research of a mobile 
ad hoc network has been growing since last few years, due to this it is vulnerable to various 
kinds of security threats. Hence, secured and enhanced energy efficiency solution will be one 
of the key need in a present MANET technology paradigm. The aim of our research is to detect 
the collaborative black hole attacks in a mobile ad hoc network and it demonstrates how 
energy preserving model increases the efficiency of the network. 

In our report, we have proposed cluster-based energy preserving detection model for mobile 
ad hoc networks’ security against collaborative black hole attacks. This technique offers 
plenty of advantages for better detection and mitigation of collaborative black hole attacks. 
The proposed cluster-based energy efficiency model with security is implemented through 
Optimized Weight Based Clustering Algorithm with Security (OWCAS) alongside an energy 
computational model. The proposed methodology is the modified form of Ad hoc On-Demand 
Distance Vector (AODV) [7]. OWCAS is chosen as a base methodology for resolving the 
DOS attacks vulnerability. Later we have compared proposed methodology with the existing 
schemes DRIAODV and ERIAODV under collaborative black hole attacks in MANET. This 
shows enhanced results with great performance. Various parameters are considered while 
implementing this method such as throughput, energy, packet delivery ratio and end-to-end 
delay. A NS-2 network simulator is used to simulate the proposed method and assess the 
performance of an OWCAS and energy computation model. This simulation offers a 
comprehensive insight the proposed network performance under various operating conditions. 
This has shown a reduced energy consumption of the whole network. It has enhanced the 
packet delivery ratio and throughput of the network, reduced the end to end delay and save the 
energy of the network. 

The rest of the paper is organized by the following sections, section 2 deals with the related 
work of black hole and collaborative black hole attacks, section 3 describes the preliminaries 
and formulation of the proposed work, section 4 describes the proposed methodology of 
detecting collaborative black hole attacks, section 5 describes the simulation setup and results, 
finally section 6 presents our conclusion and the future work. 

2. Related Work 
A number of diverse mechanisms have been proposed to prevent the black hole attacks. A 
complex form of black hole attack is collaborative black hole attack where multiple malicious 
nodes collaborate together resulting in full disruption of the routing and packet forwarding 



1332                                                Muhammad et al.: Development of Protective Scheme against Collaborative Black Hole 
Attacks in Mobile Ad hoc Networks 

functionality of the ad hoc network during this attack [8]. AODV routing protocol does not 
incorporate any mechanism for security, such as authentication. That’s why there is no 
straightforward security mechanism to prevent mischievous behavior of a specific node such 
as media access control spoofing, dropping packets, IP spoofing or changing the contents of 
control packets. 

Collaborative black holes are acting in the group and prevent them from discovering the 
safe route. Data routing information table (DRI) is used to deal with modification and cross 
checking and data to identify the cooperative black hole nodes [9]. Another solution employed 
the powerful Analytic Hierarchy Process (AHP) mechanism to select cluster heads (CHs). 
These cluster heads are responsible for detection and prevention of black hole attacks [10]. For 
finding the authentication of the node which initiates RREP (Route Replies) message, multiple 
routes toward the destination node are explored, it gives an interesting solution. However, this 
solution is not time efficient [11]. 

Cryptographic techniques are some of the most prominent solution to ensure the integrity 
and authentication but it fail when an attacker knows the keys and use them to encrypting and 
decrypting the messages. This is one of the key weaknesses of this approach [12]. Black hole 
attacks can also be neutralized through advanced routing methods which have the best packet 
delivery ratio and detection probability. However, the major drawback of this technique is the 
higher routing overhead because the broadcasting of the packets is done periodically. The 
routing overhead problem resolved through reactive routing methodology but this solution 
suffered from a packet loss problem [13]. According to M. Wazid et al [14], the proposed tree 
topology helps in detection and prevention of black hole attack and it consists of router nodes, 
mobile nodes, and coordinator nodes. Though, this proposed mechanism works for static 
sensor networks but it did not consider the mobility of nodes. 

If an intermediate node is a friendly mobile node, then data routing can be accomplished. 
Even though this mechanism defends collaborative black hole attacks, each mobile node has to 
maintain a large table in addition to normal data routing table that results in increased in 
overhead and memory space wastage. Moreover, a recently entered non malicious mobile 
nodes may be unfairly detected as the black hole and discarded as it might not have done any 
information transfer through and from the neighboring mobile nodes and it also fails in the 
existence of the individual or non collaborative multiple black holes since they drop further 
request itself, the advanced data routing information tables are used in [15-17]. 

Another mechanism proposed that values are randomly allotted for some parameters for 
each mobile node. By taking the amount of these parameters to be specific rank (a trustworthy 
measure), a stability factor (conversely corresponding to the velocity of a mobile node) and 
remaining energy consumption, trusts assessment of every mobile node is resolved. Later, 
each route average trust is estimated by averaging the trust of every single participating mobile 
node in that route and the highest average route is selected for routing. Consequently, the 
source node has to wait for an acknowledgment bit from the destination. If the data packet 
transmitted successfully, then a destination node sends back an acknowledgment bit to the 
source node. On receipt of confirmation from the destination node, the source node 
decrements the remaining energy power and increase the rank of all mobile nodes in the path. 
On contrary, if there is no acknowledgment bit, the source node decrements the rank of all 
mobile nodes in the path. Even though this mechanism handles both single and cooperative 
black hole attacks, all RREPs should be protected and average trust value ought to be 
determined. Additionally, the parameters associated with each mobile node need to be 
maintained and updates frequently. In order to make sure that a mobile node is malicious, it is 
needed to grasp up until it reaches to zero [18]. 
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Numerous techniques have been addressed based on various criteria. They are, the routing 
protocol used, a Modifies routing table or not, new control packets introduced or not, a 
simulation tool used, performance metrics and type of black holes detected. 

 
Table 1. Existing Schemes 

Technique Routing 
Protocol 

Used 

Modifies 
Routing 

Table 
(Yes/No) 

New 
Control 
Packets 
(Yes/No) 

Tool Perfor-mance 
Metrics 

Results 

DRIAODV [9] AODV YES YES NS2 Investigating 
multiple routes, 

Throughput, 
PDR, end to end 

delay 

Locate safe 
route 

messages 
but are not 

time 
efficient 

EDRIAODV 
[23] 

AODV YES YES NS2 Throughput, end 
to end delay, 

PDR 

Improved 
PDR 

DSN Based 
[24] 

AODV YES YES NS2 Throughput, end 
to end delay 

Better 
Throughpu
t and end to 
end delay 

Knowledge 
Based [25] 

AODV YES YES NS2 PDR vs No of 
malicious nodes 

Effective 
PDR 

 
Table 1 presented a comparative study of existing schemes of strategies in overcoming or 

mitigating effects of black hole and collaborative black hole attacks on routing protocols in 
mobile ad hoc networks. 

The key issues in previous technologies were as follows: 
• To reduce the energy consumption of the mobile ad hoc network 
• To increase the packet delivery ratio and throughput of a mobile ad hoc network 
• To decrease the end to end delay of a mobile ad hoc network 

3. Preliminaries & Formulation 
This section demonstrates three issues. First, the assumptions and symbols used in this work. 
Second, the energy computational model. Third, the essential definitions used in this work. 

3.1 Assumptions 
We assume the following properties about the network model. In this network ℕ, the sensing 
tasks and data reporting are periodic. The mobile nodes are deployed in a rectangular field 
using zigzag model. The mobile nodes are heterogeneous (i.e., have different capabilities for 
sensing, processing and communication). All mobile nodes have unique 𝐼𝐼𝐼𝐼. The mobile nodes 
transmit data to its immediate cluster head within the allotted time slots. A node 𝑛𝑛𝑖𝑖 ∈ ℕ is 
located in (𝑥𝑥𝑖𝑖,𝑦𝑦𝑖𝑖) while the position of the sink node 𝑛𝑛𝑏𝑏 is fixed and located in (𝑥𝑥𝑏𝑏 ,𝑦𝑦𝑏𝑏). Each 
node can directly communicate with the sink node. We assume that mobile nodes are 
randomly divided into cluster by using Optimized Weight based Clustering Algorithm 
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(OWCA) [19]. All nodes are energy constrainted and perform similar task. We also assume 
that the selection of cluster head based on the minimum combine weight as mentioned below. 
 
𝑊𝑊𝑣𝑣 = 𝑤𝑤1∆𝑣𝑣 + 𝑤𝑤2𝐼𝐼𝑣𝑣 + 𝑤𝑤3𝑀𝑀𝑣𝑣 + 𝑤𝑤4𝑇𝑇𝑣𝑣 + 𝑤𝑤5𝐸𝐸𝑣𝑣 + 𝑤𝑤6𝐵𝐵𝐵𝐵𝑣𝑣                                                   (1) 

 
where, 
𝑤𝑤1 = 0.1 − weight of degree difference (∆𝑣𝑣) 
𝑤𝑤2 = 0.05 − weight of sum of the distances between node 𝑣𝑣 with all its neighbors (𝐼𝐼𝑣𝑣) 
𝑤𝑤3 = 0.1 − weight of mobility speed of every node (𝑀𝑀𝑣𝑣) 
𝑤𝑤4 = 0.05− weight of cumulative time (𝑇𝑇𝑣𝑣) 
𝑤𝑤5 = 0.3 − weight of initial energy (𝐸𝐸𝑣𝑣) 
𝑤𝑤6 = 0.4 − weight of distance between Base Station to each sensor node (𝐵𝐵𝐵𝐵𝑣𝑣) 

3.2 Energy Computational Model 

The cluster head 𝑪𝑪𝑪𝑪  and base station 𝑩𝑩𝑩𝑩  both used some energy for the detection of 
collaborative black hole attacks. Using the first order radio model parameters [20], the energy 
consumed by an individual cluster head 𝑪𝑪𝑪𝑪 for receiving data packets 𝑫𝑫𝑫𝑫𝒔𝒔  from cluster 
members 𝑪𝑪𝑪𝑪𝒔𝒔 and transmitting them to base station 𝑩𝑩𝑩𝑩 and also for attack detection 𝑬𝑬𝑪𝑪𝑪𝑪𝑫𝑫 is 
denoted by 𝑬𝑬𝑪𝑪𝑪𝑪, is formulated in (𝟐𝟐). The 𝑬𝑬𝒆𝒆𝒆𝒆𝒆𝒆𝒆𝒆, 𝑬𝑬𝒂𝒂𝒂𝒂𝒂𝒂,𝒂𝒂𝒂𝒂𝒂𝒂 𝑬𝑬𝑫𝑫𝑫𝑫 are constants. The total 
energy consumed by all cluster heads 𝑪𝑪𝑪𝑪𝒔𝒔 using the same manner in the network is denoted 
by 𝑬𝑬𝑻𝑻𝑻𝑻𝑻𝑻_𝑪𝑪𝑪𝑪, is formulated in (𝟑𝟑). The energy consumed by an individual clustet member 𝑪𝑪𝑪𝑪 
for transmitting data packets 𝑫𝑫𝑫𝑫𝒔𝒔  to cluster head 𝑪𝑪𝑪𝑪  which is in the range of data 
transmission 𝑹𝑹𝑻𝑻𝑹𝑹𝟐𝟐, is formulated in (𝟒𝟒). The total energy consumed by all cluster members 
𝑪𝑪𝑪𝑪𝒔𝒔 , is formulated in (𝟓𝟓). The energy consumed by base station 𝑩𝑩𝑩𝑩 for receiving data 
packets 𝑫𝑫𝑫𝑫𝒔𝒔 from cluster heads 𝑪𝑪𝑪𝑪𝒔𝒔 and for attack detection 𝑬𝑬𝑩𝑩𝑩𝑩𝑫𝑫, is formulated in (𝟔𝟔). The 
total energy consumed by whole network under the attack and detection of collaborative black 
holes, is formulated in (𝟕𝟕). 
 

ECH = �Eelec ∗ k ∗ CHdegree + EDA ∗ k� + �Eelec ∗ k + Eamp ∗ dtonextCH2 ∗ k� + ECHD      (2) 
 
where 𝑘𝑘 =  number of bits transmitted, 𝐶𝐶𝐶𝐶𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 =  degree of cluster head, 𝑑𝑑𝑡𝑡𝑡𝑡𝑡𝑡𝑑𝑑𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = 
distanced between two cluster heads. 
 

ETOT_CH = E𝑡𝑡𝑡𝑡1 + E𝑡𝑡𝑡𝑡2 + E𝑡𝑡𝑡𝑡3 + ⋯+ E𝑡𝑡𝑡𝑡𝑁𝑁𝑁𝑁                                     (3) 
 
where 𝑁𝑁𝐶𝐶 represents number of clusters. 
 

ECM =  (Eelec ∗ k) + �Eamp ∗ RTx2 ∗ k�                                         (4) 
 

ETOT_CM = (N − NC) ∗ ECM                                                     (5) 
 
where 𝑁𝑁 represents number of nodes. 
 

EBS = �Eelec ∗ k + Eamp ∗ RTx2 ∗ k + EDA ∗ k� + EBSD                        (6) 
 

𝐸𝐸𝑇𝑇𝑇𝑇𝑇𝑇 = 𝐸𝐸𝑇𝑇𝑇𝑇𝑇𝑇_𝑡𝑡𝑡𝑡 + 𝐸𝐸𝑇𝑇𝑇𝑇𝑇𝑇_𝑡𝑡𝐶𝐶 + 𝐸𝐸𝐵𝐵𝐵𝐵                                           (7) 
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3.3 Metrics Definitions 

     Energy Consumption: The total energy consumption level can be calculated by taking the 
difference between the current energy 𝑬𝑬𝒆𝒆  level and initial energy 𝑬𝑬𝒊𝒊  level for the entire 
network node’s. The consumed amount of energy level can be computed as: 
 

𝐸𝐸𝑛𝑛𝐸𝐸𝐸𝐸𝐸𝐸𝑦𝑦 𝐶𝐶𝐶𝐶𝑛𝑛𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑛𝑛 = ∑ 𝐸𝐸𝑖𝑖 − 𝐸𝐸𝑐𝑐𝑡𝑡
𝑘𝑘=0                                           (8) 

 
     Packet Delivery Ratio: The packet delivery ratio is measured by total number of packets 
received at destinations 𝐼𝐼𝑝𝑝 divided by the total number of packets sent from the source  𝐵𝐵𝑝𝑝, is 
formulated in (9). 
 

𝑃𝑃𝑃𝑃𝑃𝑃𝑘𝑘𝐸𝐸𝐶𝐶 𝐼𝐼𝐸𝐸𝐷𝐷𝐶𝐶𝑣𝑣𝐸𝐸𝐸𝐸𝑦𝑦 𝑅𝑅𝑃𝑃𝐶𝐶𝐶𝐶𝐶𝐶 = ∑ 𝐷𝐷𝑝𝑝
𝐵𝐵𝑝𝑝

 𝑡𝑡
𝑝𝑝=1 × 100                                (9) 

 
     Average End to End Delay: All possible delays in the network are included in average 
end to end delay, i.e., retransmission delays at MAC, buffering route discovery latency and 
propagation and transmission delay. The formula of an average end to end delay is given 
below. 
 

𝐴𝐴𝑣𝑣𝐸𝐸𝐸𝐸𝑃𝑃𝐸𝐸𝐸𝐸 𝐸𝐸𝑛𝑛𝑑𝑑 𝐶𝐶𝐶𝐶 𝐸𝐸𝑛𝑛𝑑𝑑 𝐼𝐼𝐸𝐸𝐷𝐷𝑃𝑃𝑦𝑦 = ∑ (𝑇𝑇𝑟𝑟𝑟𝑟−𝑇𝑇𝑠𝑠𝑟𝑟)
𝑡𝑡

𝑡𝑡
𝑖𝑖=1 × 1000                     (10) 
 

where 𝑇𝑇𝑑𝑑𝑖𝑖 is reception time, 𝑇𝑇𝑠𝑠𝑖𝑖 is send time and 𝑛𝑛 is the number of packets delivered 
successfully. 
 
     Average Throughput: An average throughput is the total throughput of the network which 
refers to the number of data packets successfully transferred from a source to a destination 
"∑𝑅𝑅𝐸𝐸𝑃𝑃𝐸𝐸𝐶𝐶𝑣𝑣𝐸𝐸𝑑𝑑𝐵𝐵𝐶𝐶𝑅𝑅𝐸𝐸 " in a given time "𝐵𝐵𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐸𝐸 − 𝐵𝐵𝐶𝐶𝑃𝑃𝐸𝐸𝐶𝐶𝑇𝑇𝐶𝐶𝐶𝐶𝐸𝐸" is calculated as follows: 
 

𝐴𝐴𝑣𝑣𝐸𝐸𝐸𝐸𝑃𝑃𝐸𝐸𝐸𝐸 𝑇𝑇ℎ𝐸𝐸𝐶𝐶𝐶𝐶𝐸𝐸ℎ𝐶𝐶𝐶𝐶𝐶𝐶 = � ∑𝑅𝑅𝑑𝑑𝑐𝑐𝑑𝑑𝑖𝑖𝑣𝑣𝑑𝑑𝑑𝑑𝐵𝐵𝑖𝑖𝑅𝑅𝑑𝑑
𝐵𝐵𝑡𝑡𝑡𝑡𝑝𝑝𝑇𝑇𝑖𝑖𝑆𝑆𝑑𝑑−𝐵𝐵𝑡𝑡𝑆𝑆𝑑𝑑𝑡𝑡𝑇𝑇𝑖𝑖𝑆𝑆𝑑𝑑

�× 8
1000

                      (11) 
 

4. Proposed Detection Model against Collaborative Black Hole Attacks 
Due to Collaborative black hole attacks in the network packets delivery time to the destination 
gets affected and producing long delay and also decrements in a throughput. Here, we 
proposed a collaborative black hole attack detection model which detects the collaborative 
black hole attacker nodes and produce the safe route to the destination. The following steps are 
taking for our proposed model against collaborative black hole attacks. 
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Fig. 1. Clusters without Collaborative Black Hole Attacks 

 

Step1: We deployed the mobile nodes and a base station (BS) by using zigzag model in a 
rectangular field [21]. The base station is fixed and located within the mobile nodes. 
Step2: The mobile nodes are randomly divided into clusters which are in the communication 
range of each other based on node distance using OWCA technique. 
 

𝑁𝑁(𝑣𝑣) = {𝑣𝑣′|𝑑𝑑𝐶𝐶𝐶𝐶𝐶𝐶𝑃𝑃𝑛𝑛𝑃𝑃𝐸𝐸(𝑣𝑣, 𝑣𝑣′) ≤ 𝑅𝑅𝑣𝑣} 
 

where 𝑁𝑁(𝑣𝑣) is the neighbor node, "𝑣𝑣" is the every mobile node and 𝑅𝑅𝑣𝑣 is the transmission 
radius. 
Step3: The mobile nodes elect the cluster head node (𝐶𝐶𝐶𝐶) based on minimum weight and high 
energy as described in Table 4. OWCA is used for the election of cluster head. 
Step4: The mobile nodes are randomly divided into different clusters. Each cluster has a 
cluster head while some cluster members are in communication range with cluster head based 
on node distance using OWCA technique. When a cluster is formed, it's the responsibility of 
cluster head to detect the malicious nodes in that cluster where the cluster head has the control 
on mobile nodes within the cluster. A table is maintained by cluster head via assigning 𝐼𝐼𝐼𝐼’𝐶𝐶 
and sequence numbers (Seqno) to all mobile nodes within the cluster as shown in Table 2. 
When all clusters are formed, it’s the responsibility of base station to detect if any of the cluster 
head becomes the malicious node. The base station has the control on cluster heads. A table is 
maintained by base station via assigning 𝐼𝐼𝐼𝐼’𝐶𝐶 and sequence numbers to all cluster heads 
within the network as shown in Table 3. 
 

Table 2. Maintained by Cluster Head 
Mobile Node ID Seqno 

SN1 IDS1 2 

SN2 IDS2 2 

…. …. …. 

SNn IDSn 2 
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Table 3. Maintained by Base Station 

Cluster Head ID Seqno 

CH1 IDCH1 3 

CH2 IDCH2 3 

…. …. …. 

CHn IDCHn 3 

 
Table 4. Electing Cluster Head 

Algorithm 1 
Input: m_selfWeight and m_Weight are the node weights, state = status of the mobile node 
Output: Electing Cluster Head 
1. ELECT-CLUSTER-HEAD( ) 
2.    RemovePositionTable( )                              /*call function to remove the nodes position from the table*/ 
3.    UpdateNodePosition( )                                   /*call function to update the new nodes position in the table*/ 
4.    neighborNodeList.clear( )                           /*to clear neighbor nodes list of each node*/ 
5.    FindNeighborNodes(GetSelfNode( ))        /*get the new neighbor nodes of each node*/ 
6.    m_selfWeight  GetNodeWeight(GetSelfNode( ))    /*get node weight*/ 
7.    for it  neighborNodeList.begin() to neighborNodeList.end ( ) 
8.      m_Weight  GetNodeWeight(GetSelfNode(*it))    /*get new node weight*/ 
9.            if m_Weight < m_selfWeight then                     /*if new node weight is < previous node weight*/ 
10.         CH  *it  /*elect cluster head (CH) based on minimum weight*/ 
11.         state  SENSOR                                        /*status of the mobile node*/ 
12.         m_selfWeight  m_Weight                       /*assign new node weight to previous weight*/ 
13.       end-if 
14.   end-for 
 
 
Step5: In base station authentication process, the base station sends an Authentication Packet 
(AP) to each of the cluster head in the sensor network. The authentication packet is shown in 
Fig. 2 with authentication bit contains two values 0 and 1. 

 
Fig. 2. Base Station sends Authentication Packet to CHs 

 

 
Fig. 3. Cluster Head’s sends Acknowledgment Packet to BS 
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Fig. 3 shows the structure of the reply packet (RREP). Acknowledgment bit is used for an 
authentication purpose to prove that the reply is coming from authenticated node and 
acknowledgment bit contains two values 0 and 1. 
     In cluster head authentication process, Cluster head in the sensor network sends the 
Authentication Packet to each node in the cluster. This authentication packet contains three 
fields, ID of the node, sequence number and an authentication bit as shown in Fig. 4, which 
make it possible to recognize the authenticity of a mobile node. Authentication bit contains 
two values 0 and 1. 
 

 
Fig. 4. Cluster Head sends Authentication Packet to CMs 

 
Fig. 5 shows the reply packet structure which contains three fields. The ID of the node, 
sequence number and acknowledgment bit field having a particular bit is set which obtained 
by increment one to the Authentication bit. 
 

 
Fig. 5. Cluster Members sends Acknowledgment Packet to CH 

 
Step 6: Fig. 1 shows the normal flow of traffic in a mobile ad hoc network. Mobile nodes 
(𝐵𝐵1,𝐵𝐵2, … , 𝐵𝐵15) sense a physical phenomenon and converts this into information and pass that 
information to their respective cluster head in the form of data packets (DPS). 

 

 
Fig. 6. Data Packet Fields 
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Fig. 7. Cluster with Collaborative Black Hole Attacks 

 
Data packets (DPS) contain three fields, the 𝐼𝐼𝐼𝐼 of the source node, sequence number of the 
node who is sending the data packet as shown in Fig. 6. Collaborative black hole attacker 
nodes (𝐵𝐵2 𝑃𝑃𝑛𝑛𝑑𝑑 𝐵𝐵4) will not send any data packets to cluster head as shown in Fig. 7 Cluster 
head waits (wait-ch) for a fixed period of time. If the malicious nodes (𝐵𝐵2 𝑃𝑃𝑛𝑛𝑑𝑑 𝐵𝐵4) in the 
cluster do not send any packet even after this time period, which means the attacker nodes 
exist inside the cluster. The detection of collaborative black hole nodes occurs by cluster head 
through 𝐼𝐼𝐼𝐼′𝐶𝐶 of 𝐼𝐼𝐼𝐼𝐵𝐵2 and 𝐼𝐼𝐼𝐼𝐵𝐵4, which are detected because they are sending the reply packets 
but not the data packets. Cluster head removes attacker nodes from their routing table and calls 
the procedure of electing cluster head for affected clusters after broadcasting in a network. 
Now by re clustering other nodes covered the area left unattended due to attacker nodes. 
 

 
Fig. 8. Network with Collaborative Black Hole Attack 

 
Cluster member and cluster head become collaborative black hole attacker nodes:  
Fig. 8 shows that the mobile node (S2) and cluster head (CH3) which collected data from all 
nodes in the cluster but does not send any data packets to cluster head and the base station 
respectively. Cluster head and base station waits for a fixed period of time. Even after this time 
period, if a mobile node (S2) and cluster head (CH3) does not send any packets, these nodes 
will detect as collaborative black hole attacker nodes. Cluster head and base station send a stop 
packet to the source nodes in a cluster, after getting a stop packet from cluster head and base 
station, source nodes stop sending data packets to both cluster head and the base station, after 
that remove the malicious nodes from their routing tables.  
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Table 5. Detection and Prevention of CBHA 

Algorithm 2 
Input: Initialization parameters, ch= cluster head, bs= base station, c= electing cluster head 
Output: Detection of collaborative black hole attacks and removal of them from routing table 
1. DETECT-PREVENT-ATTACKER( ) 
2.     Mobile nodes s= {S1, S2, S3…, Sn} divided into clusters c= {C1, C2, C3..., Cm} using (OWCA) 
3.     ∀ 𝐶𝐶𝑖𝑖 ∈ c 𝐶𝐶𝑖𝑖.ElectClusterHead( ), 𝐶𝐶 ≥ 𝐶𝐶 ≥ 1                        /*𝐶𝐶𝑖𝑖 is cluster head from each cluster*/ 
4.     𝐶𝐶𝑖𝑖.sendAP()                            /*cluster head send authentication packet to their cluster members*/ 
5.     bs.sendAP()                            /*base station send authentication packet to cluster heads*/ 
6.     𝐶𝐶𝑖𝑖.receiveRP( )                       /*cluster head receive the response packet from cluster members*/ 
7.     bs.receiveRP( )                       /*base station receive response packet from cluster heads*/ 
8.     if  ResponsePacket = 1 and DataPacket = 1 then    
9.     Goto step 4 
10.   elseif  ResponsePacket = 0 and DataPacket = 0 
11.     NodeFailure( ) 
12.   elseif ResponsePacket = 1 and DataPacket = 0 
13.      DetectionAndRemoveFromRoutingTable (*bh)     /*bh is black hole nodes*/ 
14.   end-if 
15.   ElectClusterHead( )                         /*Call the procedure of electing cluster head*/ 
 
 

 

 
Fig. 9. Proposed Design Flow 
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In Fig. 8 a mobile node (𝑩𝑩𝟐𝟐) and cluster head (𝑪𝑪𝑪𝑪𝟑𝟑) becomes the collaborative black hole 
nodes as they consume all the data packets coming from the mobile nodes without forwarding 
them to the cluster head and base station respectively. The cluster head and base station detects 
the collaborative black hole nodes through their 𝑰𝑰𝑫𝑫’𝒔𝒔 and remove malicious nodes from their 
routing table and call the procedure of electing cluster head for affected clusters after 
broadcasting in a sensor network as described in Table 5, because they were sending the reply 
packet but not the data packets as shown in Fig. 9. Now by re clustering of affected clusters the 
new cluster heads are selected based on minimum weight and high energy. 

5. Simulation Results 

5.1 Simulation Setup 
Our detection model of collaborative black hole attacks performance is analyzed under the 
network simulator NS-2. The model of our experiment is built on 100 nodes distributed 
randomly with their unique identities on a network surface of 1500 ×  1000𝐶𝐶2. To evaluate 
the efficiency of our protocol, we assume a mobile ad hoc network then 100 mobile nodes are 
initialized with 100 joules of energy. 
     Some of the network simulation parameters are used in our proposed experiment as driven 
from [22]. The network simulation parameters are mentioned below in the Table 6. 
 

Table 6. Simulation Parameters 
Parameter Value 
Number of Nodes 100 (mobile nodes) 
Sink 1 static sink 
Network Surface (𝑋𝑋 × 𝑌𝑌) 1500 ×  1000𝐶𝐶2 
Transmission Range (r) 250𝐶𝐶 
Mobility Model Random way point 
Electronics Energy 𝐸𝐸𝑑𝑑𝑒𝑒𝑑𝑑𝑐𝑐  (Compute 
Energy) 

50𝑛𝑛𝑛𝑛/𝑏𝑏𝐶𝐶𝐶𝐶 

Amplifier Energy 𝐸𝐸𝑆𝑆𝑆𝑆𝑝𝑝  (Propagation 
Energy) 

100𝑛𝑛𝑛𝑛/𝑏𝑏𝐶𝐶𝐶𝐶/𝐶𝐶2 

Aggregation Energy 𝐸𝐸𝐷𝐷𝐷𝐷 50𝑛𝑛𝑛𝑛/ 𝑏𝑏𝐶𝐶𝐶𝐶/𝐵𝐵𝐶𝐶𝐸𝐸𝑛𝑛𝑃𝑃𝐷𝐷 
Simulation Time 300𝐶𝐶𝐸𝐸𝑃𝑃 
Traffic Type CBR (Constant Bit Rate) 
Packet Size 128 bytes 
Number of Attacker Nodes ≥ 2 
Propagation Model Two-Ray Ground Model 
Energy of Node 100𝑛𝑛 
Routing Protocol AODV-OWCAS 
Mobility 50𝐶𝐶𝐶𝐶 
Weights (𝑤𝑤1,𝑤𝑤2,𝑤𝑤3,𝑤𝑤4,𝑤𝑤5,𝑤𝑤6) (0.1, 0.05, 0.1, 0.05, 0.3, 0.4) 

 
We assume that there are 8 collaborative black hole nodes randomly deployed in the network 
field. Those attacker nodes can be selected cluster member nodes or cluster head nodes as 
well. 
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     The proposed OWCAS protocol which is the modified form of AODV with security is used 
to detect and prevent those collaborative black hole nodes from routing table to get the safe 
route to base station. The simulation results presented below as a comparison of DRIAODV 
Protocol under collaborative black hole attacks and EDRIAODV protocol under collaborative 
black hole attacks with our proposed OWCAS protocol under collaborative black hole attacks. 

5.2 Evaluation and Results 
To evaluate the performance of DRIAODV, EDRIAODV and OWCAS under collaborative 
black hole attacks, the following performance metrics are given. 
     To improve the network performance, we proposed a methodology where results are much 
better and acceptable under this scenario. It offers a great deal of improved results as compared 
to the existing techniques as well as it is much energy efficient. Performance of Ad hoc 
on-Demand Distance Vector protocol under collaborative black hole attack is measured in 
terms of throughput, average end-to-end delay, average energy consumption, and packet 
delivery ratio. The improved results of various performance metrics are shown in a graphical 
view Fig. 10-13. 

5.2.1 Energy Consumption 
In this subsection, the impact of the number of nodes on the performance of the OWCAS 
with and without energy computational model, is evaluated. In the previous existing 
schemes none of them have focused on energy consumption under collaborative black 
hole attack. In this simulation the energy consumption is measured as the number of nodes 
increased to 100. 

Fig. 10 presents the energy consumption as number of nodes varies. This figure 
demonstrates that, with energy computational model the proposed OWCAS protocol 
consumed less energy as compared to without energy computational model in OWCAS. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 10. Energy Comparison With and Without Energy Model 

 
5.2.2 Packet Delivery Ratio 
Fig. 11 shows the comparison of a packet delivery ratio over number of nodes between 
DRIAODV, EDRIAODV and OWCAS. From the graphical presentation of a packet 
delivery ratio shows much better results in case of OWCAS as compared to DRIAODV 
and EDRIAODV. As the number of nodes increases, the packet drop increases which 
results in a decrement of a packet delivery ratio. When the collaborative black hole 
attacking nodes remove from the routing table, data packets delivered to the destination 
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successfully and it will increase the packet delivery ratio. 
 
 

  
 
 
 
 
 
 
 
 
 

 
Fig. 11. PDR Comparison of DRIAODV, EDRIAODV and OWCAS 

 
5.2.3 Average End to End Delay 
Fig. 12 shows the comparison of end to end delay between DRIAODV, EDRIAODV and 
OWCAS varying with number of nodes. Due to collaborative black hole attacks, a data 
packet does not reach the destination on time which produces long delay in the network. 
When collaborative black hole attacker nodes are removed from the routing table, then the 
data packets are sent to the destination nodes successfully on time, our proposed protocol 
has much better result as compared to the existing schemes. 

 
 

 

 

 

 
 
 

Fig. 12. Delay Comparison of DRIAODV, EDRIAODV and OWCAS 
 

5.2.4 Average Throughput 
Fig. 13 shows the comparison of throughput between DRIAODV, EDRIAODV and 
OWCAS. The comparison in graph shows that the throughput over number of nodes is 
better in the case of OWCAS as compared to the existing schemes. 
     AODV routing protocol does not have any security mechanism due to the fact that 
collaborative black hole nodes drop the data packets in the network and also decreases the 
throughput of the network. As the number of mobile nodes increases the data packets drop 
increases, which results in a decrement in the throughput. In our proposed model, when 
collaborative black hole attacking nodes removed from the routing table, the data packets 
are sent to the destination successfully and a throughput of the network increased. 
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Fig. 13. Throughput Comparison of DRIAODV, EDRIAODV and OWCAS 

6. Conclusion 
A deep and detailed study of the collaborative black hole attacks in a mobile ad hoc network 
gives a great deal of improved solution to diminish collaborative black hole attacks. The 
proposed scheme comes up with enhanced results as compared to earlier methodologies with 
much energy efficient. Currently, one of the key concerns in network design is energy 
efficiency and unfortunately much attention was not paid in the previous approaches. While 
implementing our scheme, we consider sensors’ energy as a key feature with a better packet 
delivery ratio, lower delay time and high throughput which shows an improved performance 
and high benchmark results. This paper has shown that throughput and packet delivery ratio 
increases while the end to end delay decreases as compared to existing schemes. It also 
reduces the overall energy consumption and network traffic by maintaining accuracy and high 
detection rate. The research work will be extended in future in terms of performance metrics 
and comparing this proposed scheme with other clustering methodologies and protocols to 
obtain further better results. 
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