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Abstract 
 

In this paper a three-phase secure compressive sensing (CS) and received signal strength 
(RSS) based target localization approach is proposed to mitigate the effect of malicious node 
attack. RSS measurements are first arranged into a group of subsets where the same 
measurement can be included in multiple subsets. Intermediate target position estimates are 
then produced using individual subsets of RSS measurements and the CS technique. From the 
intermediate position estimates, the residual error vector and residual error square vector are 
formed. The least median of residual error square is utilized to define a verifier parameter. The 
selected residual error vector is utilized along with a threshold to determine whether a node or 
measurement is under attack. The final target positions are estimated by using only the 
attack-free measurements and the CS technique. Further, theoretical analysis is performed for 
parameter selection and computational complexity evaluation. Extensive simulation studies 
are carried out to demonstrate the advantage of the proposed CS-based secure localization 
approach over the existing algorithms. 
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1. Introduction 

Location based service (LBS) has recently drawn considerable attention due to the 
government regulations and commercial applications [1-6]. Location data can be utilized in a 
wide range of services such as navigation, tracking, health care monitoring, intelligent 
transport system (ITS) and access control [7]. In the literature, a variety of ranging methods 
and techniques has been proposed for wireless localization, including these based on received 
signal strength (RSS) [8], time of arrival (TOA) [9,10], time difference of arrival (TDOA) [11] 
and angle of arrival (AOA) [12]. The RSS based scheme is a cost-effective solution for 
wireless localization systems, since RSS measurement is normally available in a radio system 
or transceiver. On the other hand, approaches based on TOA, TDOA, and AOA typically 
require a more advanced radio receiver and processing capability. The AOA based approach is 
more costly because it requires multiple antennas or directional antennas, while TOA/TDOA 
based methods face some technical challenges in high-speed analog-to-digital conversion, 
time synchronization and coherent demodulation [13].  

The localization method with RSS measurements can be classified into three broad 
categories, namely, range-based [14], fingerprint-based [15] and compressive sensing (CS) 
based methods [16] [17]. The range-based method uses a theoretical propagation model to 
estimate the distance between the emitter and the receiver and employs an iterative or 
non-iterative technique for location determination, while the fingerprint-based approach 
constructs the RSS-signature database and uses signature matching for location determination. 
In CS-based methods, the problem of wireless localization is formulated as the sparse signal 
recovery problem. The target positions can be estimated in the discrete spatial domain by 
solving an under-determined linear system. However, these existing techniques may fail in 
hostile environments where some of the nodes may be compromised by adversaries and/or 
used to transmit misleading information, aiming to prevent accurate localization of the sensors 
of interest. The adversary can attack the signal strength by attenuating or amplifying the signal 
strength at the receiver or at the transmitter. For example, an adversary could introduce an 
absorbing barrier between the transmitter and the target. When the signal propagates through 
the barrier, it is attenuated, and hence the target would observe much lower RSS. Thus, it is 
desirable to study the impact of these attacks on RSS based localization algorithms and 
explore methods to detect and further to eliminate the effect of these attacks [18]. Although 
efficient cryptography techniques are used to provide a layer of security for the localization 
system [19] [20] [21], there has been little study on the robustness of the RSS-based 
localization algorithms in the presence of malicious attacks. 

Recently, with the development of the cooperative localization technique which enable 
the ranging and position estimation exchange between neighboring nodes [22], TOA based 
localization algorithms in attacked environments become more and more important. A 
performance limit of TOA based algorithm with ranging outliers was studied in [23]. A 
close-form Cramer-Rao lower bound (CRLB) approximation is proposed to describe the 
relationship among the localization accuracy, anchor’s malfunctioning probability, ranging 
error of well functioning anchors, and the maximum communication range. There are two 
main secure mechanisms for RSS based localization in wireless networks: attack detection 
method and robust approach [24]. The basic idea of the attack detection method is to detect the 
attack-corrupted measurements and then exclude them from the position estimation process 
[25], [26]. However, the latter method exploits all RSS measurements for location 



4420                                                                Yan et al.: Attack-Resistant RSS wireless location 

determination using a robust strategy such as assigning weights to the measurements [27], [28]. 
The attack detection methods make use of the RSS measurement inconsistency caused by 
malicious node attack to detect the inaccurate measurements. The drawback is that it can not 
guarantee a good detection performance. If undetected attack-corrupted measurements are 
used for target position estimation, the localization performance will degrade dramatically. On 
the other hand, the basic idea of robust method is to minimize the effect of the attacked 
measurements on localization accuracy. The main shortcoming of this method is its high 
computational complexity. 

The RSS measurement vector formed at a group of access points (AP) changes as a target 
moves from one position to another. Also, the target population is usually much smaller than 
the number of discrete grids defined over the localization area. Thus, the localization problem 
can be formulated as a sparse signal recovery problem. The target positions can be estimated in 
the discrete spatial domain by some recovery methods with a limited number of RSS 
measurements. This is the basic idea of the CS-based localization approach which in general 
has a better accuracy and robustness when the sparse information is available [29]. Although 
the CS-based localization has been studied by a number of researchers, the security issue has 
not yet been investigated. 

In this paper, we investigate the CS-based localization in presence of malicious node 
attack with an objective to propose an effective secure localization approach. The major 
contributions of the paper are two-fold. The first main contribution is to propose an effective 
attack detection based secure strategy for CS-based localization algorithm. Since a robust 
technique is utilized to produce more reliable verifier parameter estimation, the attack 
detection performance as well as the localization performance can be improved. The second 
main contribution is the theoretical analysis of the proposed approach. A guideline is first 
provided for the selection of the measurement subset size used for the intermediate position 
determination. It is then shown that the intermediate target position can be estimated 
accurately by utilizing the CS technique. Furthermore, for some given parameters, a 
relationship between the number of subsets and the probability that at least one subset does not 
contain any attacked measurement is derived which enables accurate verifier parameter 
estimation for malicious node detection so as to achieve improved attack detection 
performance. Also, the computational complexity of the proposed method is analyzed, 
supporting practical application in real-time environments.  

The remainder of this paper is organized as follows. Section 2 provides an overview of 
the related work. The CS-based localization model with RSS measurements and the RSS 
attack model are described in Section 3. The proposed secure localization approach is 
presented in detail in Section 4. Simulation results are reported in Section 5. Finally, Section 6 
draws our conclusion. 

2. Related Work 
In this section, we review some earlier research efforts toward CS based localization and 

RSS based secure localization. In [31], the authors proposed a novel localization protocol 
using the CS theory to reformulate the localization problem in wireless networks, leading to a 
theoretical CS-based localization framework. In [32], a rigorous proof for the necessity of 
Restricted Isometry Property (RIP) is provided and a comprehensive analysis for the choice of 
the grid size is conducted. In [16], a two-step CS-based indoor localization algorithm is 
proposed, which consists of a coarse localization by cluster matching and a fine CS-based 
localization. In the coarse localization step, the orthogonalization preprocessing procedure is 
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used to induce incoherence needed in the CS theory. In the fine localization step, the AP 
selection techniques are utilized to decrease the computational complexity and increase the 
accuracy. In [17], the application scenario is focused on mobile targets. Specifically, the 
localization problem is solved first by applying a proximity constraint to limit the distance 
between a coarse estimate of the current position and a previous estimate. Then, a CS-based 
scheme is applied to obtain a refined position estimate by a map-adaptive Kalman filter. In 
[33], a CS technique is applied to perform sparsity-based indoor localization, resulting in an 
energy-constrained algorithm which reduces the amount of information transmitted from a 
wireless device with limited power, storage and processing capabilities to a central server. In 
[34], a data processing technique is proposed for indoor localization using CS and 
fingerprinting. To mitigate the influence of large measurement noise, a sparse transformation 
model based on Gaussian kernel function is proposed to transform the location vector into a 
strictly sparse one. Besides, in order to reduce the high computational complexity, several 
fingerprinting space filtering algorithms are also exploited to remove some useless 
fingerprints in the radio map. From the above discussions, it is known that most of the existing 
works on CS-based localization focus on theoretical modeling and analysis [31], [32], satisfied 
condition for CS theory [16], [17], computational complexity [16], [34] and localization 
performance [16], [17], [34]. In practice, one of the significant challenges is that RSS 
measurements can be easily corrupted by malicious attacks. Despite the fact that most existing 
algorithms are based on the assumption of accurate RSS measurements, a number of methods 
have already been proposed in the literature to cope with malicious attacks. 

In [35], two attack-resistant localization estimation techniques, attack-resistant minimum 
mean square estimation method and voting based location estimation method, are proposed to 
handle the malicious attacks on range-based localization in wireless sensor networks. In [28], 
an attack-resistant fingerprinting localization algorithm based on a probabilistic inclusive 
disjunction model is proposed to achieve more robust location estimation in malicious attack 
environments. A principle is proposed in [36] to design localization algorithms which are 
robust to signal strength attacks. The Ratio based Signal Strength Metric (RSSM) is proposed 
to perform robust wireless localization under the all-around signal strength attack. In [24], the 
necessary and sufficient conditions are established for secure distance-based localization in 
the presence of cheating beacon nodes and a class of algorithms that can always guarantee a 
bounded localization error is outlined. In [27], the adaptive least squares and least median 
squares (LMS) algorithms are utilized to maintain robustness in malicious node attack 
conditions for triangulation based localization. Meanwhile, a median-based nearest neighbor 
scheme that employs a median-based distance metric is proposed for fingerprinting-based 
location estimation. From the above discussions, we can conclude it can be seen that all the 
existing RSS based secure wireless localization strategies have been developed for the 
ranged-based [24] [27] [35][36] and fingerprint-based methods [27] [28] [36]. There has been 
no study on CS-based and RSS- based secure localization. 

3. Problem Formulation 
For the sake of simplicity and clarity, 2D localization is assumed and without loss of 

generality, the localization area is a rectangle that is divided into N equal grids which are the 
potential sites for targets. N is known in advance. When the target moves in a grid, the center 
of the grid is represented as the target position. There is only one possible target within a grid 
at any time. Furthermore, we assume the target population K is known and much smaller than 
N. There are M APs in the localization area and M is a known number and also much smaller 
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than N. 
At every sampling instant, the M APs measure the power/strength of the signals 

transmitted from all K targets and the M RSS measurements, one from each AP, are forwarded 
to the data fusion center to determine the position of the K targets. The Euclidean distance 
between the mth AP and the target on the nth grid is given by 

                       Nn  Mm  yyxxd nmnmnm, ≤≤≤≤−+−= 1,1,)()( 22                    (1) 

where ( mm yx , ) and ( nn yx , ) are the coordinates of the mth AP and the center of the nth grid, 
respectively. 

Under the realistic condition, the RSS measurements at each AP are often affected by 
obstructions, multipath propagation, and other environmental factors. According to the 
signal-fading model described in [37], when the signal is transmitted from the target at the nth 
grid, the RSS measurement at the mth AP is described as: 

                            )/lg(10 0m.np0nm, ddnPP −=                                                    (2) 

where 0P  is the average receiving power at distance 0d , nmd ,  is the distance between the 

transmitter and receiver as defined in (1), and pn is the attenuation exponent which depends on 
the propagation environment.  

The total RSS measured at the mth AP is then given by 

                                   m

N

n
nnmm εΡu +ϑ= ∑

=1
,                                                                    (3) 

where mε  is the measurement noise including modeling error, nϑ  is equal to one if a target is 
located in the nth grid; otherwise, it is zero. Equation (3) can be rewritten in a compact form as 

                                                    = +u Ρθ ε                                                                 (4) 
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Hereθ is an unknown vector which has K ones and KN − zeroes. In general, KN − is much 
greater than K , i.e., θ  is a K-sparse vector. Therefore, the localization problem can be 
considered as a K-sparse signal recovery problem and can be handled using the CS theory. 
Note that u is the actual measurement vector, whereas P is the theoretical measurement matrix. 

In [38], a linear relationship between the unattacked signal strength and the attacked 
signal strength for various propagation media is established. The linear relationship implies 
that there is an easy way for an adversary to perform and control the effect of an attack on the 
observed signal strength by appropriately adding different materials in the transmission 
channels. Due to the observed linear relationship, we refer to this as the linear attack model 
which can be described as 

                                               β+α= ii uu~                                                                     (6) 
where iu~  and iu  are respectively the attacked and unattacked measurements observed at the 
ith AP node, α  and β  are the two attack parameters. In the absence of any attack, 1=α  and 

0=β . When 1>α  and 0=β , the received signal power at the specific AP node is 
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amplified; otherwise, when 1<α and 0=β the received signal power is attenuated. Clearly, 
the more α  deviates from one, the more severe the attack is. Although there exist different 
signal strength attack models, the linear model in (6) has the advantage of simplicity in 
theoretical analysis. 

4. Proposed Algorithm 
The block diagram of the proposed CS-based secure localization approach is illustrated in 

Fig. 1. The approach contains three main phases: (1) verifier parameter estimation; (2) 
malicious node detection and elimination; and (3) final target position estimation. More details 
of the proposed approach are provided below. 

 
Measurement subset 

assignment

Intermediate position 
estimation by CS

Median of the residue 
squares for each 

subset

Least median of 
residue squares

Scale parameter 
estimation

Threshold 
comparison for each 
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Malicious node 
elimination

BP/OMP recovery 
estimation

Target position 
estimation

I: Verifier parameter 
estimation

II: Malicious node 
detection and elimination

III: Final target 
position estimation

Input: each measurement from APs

Output:Final target
positions

 
Fig. 1. Block diagram of the proposed secure CS localization scheme 

 

4.1. Verifier Parameter Definition and Determination 
Define the actual attack-corrupted received signal strength measurement vector as 

T
Mu,,u,u ]~  ~  ~[~

21 =u . The measurements are arranged into Q measurement subsets, each of 
which consists of sM  measurements that are selected from M received measurements. Note 
that the number of ways of choosing sM out of M measurements is equal to the binominal 

coefficient sM
MC . For example, when M=64 and sM =35, the binominal coefficient sM

MC is 

equal to 181039.1 × . Therefore, for a small number of measurement subsets Q , it can hardly 
obtain two identical measurement subsets. Let us define the ith subset as  

                       Qi, v, , vv T
i,Mi,i, s

 , ,2 ,1    ,][ 21  ==iv                            (7) 

where }~ , ~ ~{v 21ji, Mu,u,u ∈ , sMj  , 2, 1, = , MM s ≤ . As mentioned earlier, each subset 

is exploited to produce an intermediate target position estimate and both the 0 -norm 
minimization and 1 -norm minimization can be utilized to perform the localization. Since the 

0 -norm minimization is a NP-hard problem with a much higher computational complexity, 
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in this paper, only the 1 -norm minimization is used to obtain an estimate of the sparse vector 

iθ , namely,  

         
1i

R

T

N
minarg]ˆ,ˆ,ˆ[ˆ θθ

θ
i

∈
=ϑϑϑ= Ni,i,2i,1      s.t. εθΡv ~~

iii +=                               (8) 

where i
~P  is the theoretical measurement matrix associated with the ith measurement subset, 

consisting of the corresponding column vectors of measurement matrix P, and ε~  is the noise 
vector. Once the unknown vector iθ  is determined, it can be utilized to determine whether the 
intermediate target position is at the corresponding grid or not. Basically, there are two 
different approaches to solve the 1 -norm minimization problem to obtain the signal recovery 

vector estimate iθ̂ , which are the convex relaxation approach and the greedy approach [39]. 
Since the greedy approach has a lower computational complexity, it may be preferable for 
scenarios where complexity is a of a primary concern. Two greedy algorithms, the orthogonal 
matching pursuit (OMP) algorithm [40] and the basis pursuit (BP) algorithm [41], will be 
employed in this paper as discussed in the simulation section. 

Using the estimated K-sparse vector iθ̂ , the residual error vector with respect to the 
position estimated with the measurements of the ith subset is defined as 

                                       ii θPur ˆ~][ 21 −== T
i,Mi,i, rrr                                    (9a) 

Also, define the residual error square vector as 
 T

Miiii rrr ][ 2
,

2
2,

2
1,

2
=r                                                     (9b) 

Then, the index of the error vector or error square vector of interest is determined using 
the minimum median technique as  
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 ==
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where med {.} is the operation of taking the median of the vector components. The 
verifier parameter is simply defined as 

                                            )med(~ 2
λS r=                                                                 (11) 

The selected residual error vector λr  and the above verifier parameter will be exploited 
for malicious node detection as discussed in the following subsection.  

4.2. Attacked Measurement Detection 
To make the subset-based position estimation accurate and reliable, the subset size should 

be sufficiently large. In view of the computational complexity, on the other hand, the number 
of measurement subsets should be kept small. To compensate for the effect of the insufficient 
number of subsets, the scale parameter proposed in [27] is employed, producing the revised 
verifier parameter as 

                                          S
M

S ~514826.1 







−
+=

κ
                                               (12) 

where κ  is the dimension of the estimated parameter vector. Specifically, κ is two or 
three for two-dimensional or three-dimensional localization. 

Since the selected λ th subset of measurements produces a position estimate with the 
minimum median error, the position estimate could be treated as the best among all the 
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intermediate position estimates. The quality of a measurement or whether a node is under 
attack could be judged based on the corresponding component magnitude of the residual error 
vector λr . A simple threshold comparison scheme is proposed to generate a weight vector 

],,,[ 21 Mwww =w  by 

                                                 


 ≤

=
otherwise

/Srw λ,i

,0
,1

i
γ

                                                 (13) 

where γ  is a predefined threshold. Then, whether a node is being attacked or not is 
determined according to the following rules: 

(1) If  M, 2, 1,i wi == ,0 , the corresponding APs are assumed to have been attacked 
so that their measurements are excluded from further processing. 

(2) If  M, 2, 1,i wi == ,1 , then the ith AP is assumed to have not been attacked and the 
corresponding measurement is used to form a new subset of measurements, denoted as fu , for 
final target position estimation.  

4.3. Final target position estimation 
Rewrite the measurement matrix defined in (5) as: 
                                     T

M ],,,[ 21 pppP =                                                               (14) 

where T
i,Ni,i,i ppp ],,,[ 21 =p  ( Mi ,1,2,= ). Based on the weight vector formed in 

(12), the row vectors of P associated with a nonzero weight are picked up to form a new 
measurement matrix denoted by fP . The new signal recovery problem is then formulated as 

                     
1

R

T

N
f

minarg]ˆ,ˆ,ˆ[ˆ
f

θ
f θθ

∈
=ϑϑϑ= Nf,f,2f,1      s.t. ffff εθΡu +=              (15) 

where fθ  and fε  represent the recovery vector and the measurement noise vector, 
respectively. Both the BP and the OMP minimization algorithms can be employed to obtain 
the recovery vector estimate fθ̂ . At last, the grids with the K largest recovery coefficients in 

fθ̂  are chosen and the centers of the grids are the final position estimates of the K targets. The 
performance analysis and comparison between the two approaches are provided in the 
following two sections. 

5. Algorithm Analysis 

5.1. Parameter Selection 
When implementing the proposed approach, two issues need to be addressed. The first 

one is about how to choose the appropriate size of the measurement subset to ensure the 
desirable performance of the final position estimation. The second one is how many 
measurement subsets should be chosen to generate the intermediate target position estimates. 
The answer depends on the performance requirement and the computational complexity 
constrained by the system. In what follows, we provide some useful information about the 
choice of these parameters. 

Clearly, the number of the selected APs or the subset size should be greater than the target 
population. Then, what is the relationship between the two parameters to ensure a reliable 
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recovery of the signal vector iθ ?  As reported in [43], there is a four-to-one practical rule 
which says that for exact reconstruction, one needs about four incoherent measurements per 
unknown nonzero term in recovery vector, i.e. 

                                                        KM 4≥                                                              (16) 
Accordingly, the size of measurement subset sM should be 4K at least. 
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The second question may be answered through calculating the probability, denoted by 

dp , that at least one measurement subset does not contain any attacked measurement. Let us 
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assume that the total number of attacked measurements is η , the subset size is sM  as 
mentioned earlier, and sMM-η > . When choosing sM  measurements from M  

measurements, the number of combinations is equal to the binominal coefficient sM
MC . 

Similarly, the number of subsets which do not contain any attacked measurements equals 
sM
ηM −C . Then, in this case, when randomly selecting a subset of measurements, the probability 

of getting an attack-free subset is sM
ηM −C / sM

MC . Therefore, the probability of the measurement 

subset which contains at least one attacked measurement is given by 1- sM
ηM −C / sM

MC . When 
selecting Q subsets, the probability that each of the subsets contains at least one attacked 
measurement is given by (1- sM

ηM −C / sM
MC )Q. Therefore, the probability dp  is equal to 

1-(1- sM
ηM −C / sM

MC )Q. Fig. 2 shows the probability dp  with respect to the subset size when 

64=M  and 500=Q . The probability dp  decreases as the subset size increases, which is 
due to the fact that it is more likely to include an attacked measurement in a larger subset. 
However, the probability is rather insensitive to the subset size unless the subset size reaches a 
certain value, where dp  decreases sharply. Therefore, it is important to choose a subset size 
smaller than 26 for η =8. Fig. 3 shows the probability dp  versus the number of selected 
subsets when η =6, 64=M , and  sM  =20, 30 and 35. As expected, dp  increases as Q 
increases since increasing the number of subsets will result in more free-attack subsets. The 
results when varying sM  are in consistant with those shown in Fig. 2. Fig. 4 illustrates how 
the number of attacked measurements affects dp  when 64=M , 30=sM , and Q =500 and 
1000. One main observation is that dp  is insensitive to the number of attacked measurements 
when it is less than 8. However, dp  drops greatly when the number of attacked measurements 
is larger than 8. 
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5.2. Computational Complexity 

Table 1 shows the computational complexity comparison between the proposed 
algorithm and existing methods. Most of the computations of the proposed algorithm are 
involved in the verifier parameter estimation (or the intermediate position estimation) and the 
final target position estimation. It can be seen that the complexity of the BP and OMP recovery 
methods are )( 2/32NMO  and O(KMN) [40], respectively, where K, M and N are the target 
population, the number of measurements and the number of grids, respectively. Therefore, in 
the verifier parameter estimation phase, the computational complexity of the OMP-based and 
the BP-based method is )( NKMOQ s×  and )( 2/32NMOQ× , respectively. In the final 
target position estimation, the computational complexity of the OMP-based and BP-based 
methods is ))(( NηMKO −  and ))(( 3/22 NηMO − , respectively. Considering that 
typically ηMQM s −> , the computational complexity of the proposed OMP-based 
algorithm is )( QNKMO s . On the other hand, the computational complexity of the proposed 
BP-based algorithm is either )( QNKMO s  or ))(( 232 /NηMO − , depending on which one is 
significantly larger. Therefore, in the case where the OMP algorithm is employed for final 
target position estimation, the computational complexity of the proposed algorithm is 
( MQM s / ) times that of the traditional OMP algorithm. 
 

 

Table 1. Computational complexity comparison 
algorithm computational complexity 
BP algorithm 2 3/2(M N )Ο  
OMP algorithm (KMN)Ο  
Proposed BP based algorithm 2 3/2

smax( (KM QN), ((M ) N ))Ο Ο −η  
Proposed OMP based algorithm s(KM QN)Ο  

6. Simulation Results  

6.1 Simulation Setup 
The assumed localization area is a m50m50 × square region which is divided into 

=×= 1414N 196 grids. The number of APs is assumed to be 64 with their positions 
uniformly distributed in the localization area. The predefined threshold for attacked 
measurement detection is set to be 10=γ . Subset size is set to be 30=sM . And according 
to Fig. 4, under η =8 (it is the largest attacked number of measurements) and M=64, if we 
want the probability dp nearly to 1, the parameter Q must choose larger than 1000, in this 
paper, the number of subsets used for intermediate position estimation is set to be 1500=Q . 
The parameters of the pathloss model in a fading channel are set as follows: dB40−=0p , 

1=0d , and 2=pn  [37]. The attacked measurements are modeled by setting 0=α  and 
17−=β  in (6), simulating a scenario where the signal is obstructed by a metal object so that 

heavy signal attenuation occurs [38]. 
 
 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 11, NO. 9, September 2017                           4429 

 
The performance metrics are the root mean square error (RMSE) and the error cumulative 

distribution function (CDF) of the position error. To realize a fair performance analysis, 
occasional large position errors are excluded from calculating the RMSE. In particular, 5% of 
estimation results with the largest errors are not used to calculate the RMSE. For algorithm 
comparison, both the BP and the OMP algorithms are employed to obtain the position 
estimation straightly. Meanwhile, the performance of these two methods in the idealized 
condition is used as the performance reference. The idealized condition means that whether or 
not the measurement is under attack is known in advance and only the unattacked 
measurements are used for position estimation. 

 

6.2 Effect of Parameter Selection 
Fig. 5 shows the CDF of the position estimation error in the presence of three and six 

targets respectively, when the number of attacked measurements is 4 and the SNR is 35 dB. As 
expected, when increasing the target population, the performance degrades. The performance 
of BP algorithm is better than that of OMP algorithm, because BP algorithm can obtain the 
optimal global solution by the convex optimization but the complexity is significantly higher 
as discussed in Section 5.2. Fig. 6 shows the CDF of the position estimation error when there 
are three targets and the SNR is 25dB and 35dB, respectively. When increasing the SNR from 
25dB to 35dB, the BP algorithm clearly shows a performance gain over different ranges of 
errors, while the gain of the OMP algorithm is not always consistent. 
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Fig. 5. CDF of the position error under two target populations (3 and 6) 
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Fig. 6. CDF of the position error under two different SNR values (25dB and 35dB). 
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Fig. 7. CDF of the position error under different numbers of attacked measurements (4 and 8). 

 
 

Fig. 7 shows the CDF of the position estimation when the target population is three and 
the number of attacked measurements is four and eight, respectively. It can be seen that 
increasing the number of attacked measurements from 4 to 8 would significantly degrade the 
performance. For instance, the CDF of an error less than 3m is decreased by about 18% and 
34% for BP and OMP algorithms, respectively. Fig. 8 illustrates the CDF of the position 
estimation error for two different thresholds when the target population is three and the 
number of attacked measurements is four. It can be seen that the performance is quite sensitive 
to the selection of the threshold especially for OMP method. However, it is rather insensitive 
for the BP based approach. The reason may be explained as follows. When increasing the 
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threshold, a larger number of measurements will be chosen for the signal vector estimation. 
Thus, the recovery performance gets better with a larger threshold. However, in this case, it 
can also decrease the detection probability of the attacked measurements. In addition, under 
the same condition, because the BP algorithm requires a smaller number of measurements for 
signal recovery than OMP approach, the performance variation of BP algorithm is not as 
significant as the OMP method. Therefore, the threshold should be chosen more carefully to 
obtain a better performance especially for OMP method.  

 

6.3 Performance Comparison 
In this subsection, performance comparison is made between the proposed two methods 

and the existing BP and OMP algorithms under different scenarios. The upper portion of Fig. 9 
displays the RMSE with respect to target population for the four algorithms when SNR is 35 
dB and the number of attacked measurements is four. As expected, when the target population 
increases, the RMSE of the proposed BP and OMP based algorithms increases. The reason can 
be attributed to the CS recovery theory. When the sparsity degree increases, the signal 
recovery performance will degrade. Thus, when the target population becomes larger, the 
localization performance will be lower. Meanwhile, the deviation between the proposed 
algorithm and the idealized bound is also widened. It is worth developing new techniques to 
reduce the gap in the future. The lower portion of Fig. 9 shows the performance of the 
conventional BP and OMP algorithms, indicating that the two algorithms perform much worse 
in presence of attacked measurements. As the target population increases, on the contrary, the 
performances of the two methods become better. The possible reason is that increasing the 
target population will likely increase the number of attack-free measurements and such a 
performance gain is greater than the performance loss caused by increased target population. 
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Fig. 8. CDF versus threshold 
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Fig. 9. RMSE versus target population 

 
Fig. 10 illustrates the performance comparison in terms of RMSE versus number of 

attacked measurements for the six methods when target population is three and SNR is 35dB. 
It can also be observed that the performance of the proposed BP and OMP based algorithms is 
much better than the traditional BP and OMP algorithms in the malicious node attack 
scenarios. The proposed BP based algorithms perform the best among the different approaches. 
As the number of attacked measurements becomes larger, the number of measurements used 
for final target position estimation will be smaller. Accordingly, the localization performance 
of the proposed algorithms will degrade. The performance of the traditional BP and OMP 
algorithms is rather insensitive to the number of attacked measurements. Their performance in 
absence of malicious attack is similar to that of the proposed algorithms. 
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Fig. 10. RMSE versus number of attacked measurements. 
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Next, we compare different algorithms under different attack parameters when there are 
three targets and four attacked measurements. Fig. 11 shows the RMSE of the algorithms 
versus the attack parameter α  when setting 0=β . The parameter α  represents different 
degree of attack on the measurements. A larger value of 1−α  corresponds to a more 
powerful attack. It can be observed that because only the attack-free measurements are utilized 
for target position estimation, the idealized performance bounds of the BP and OMP 
algorithms virtually remain the same. The performance of the proposed BP and OMP based 
approaches is also insensitive to the attack parameter when α  is less than 0.6. However, the 
performance degrades considerably when 8.0=α , while the performance improves 
significantly when 1=α . The reason may be that the proposed algorithm can almost correctly 
find  all the attacked measurements with 6.0≤α . However, when 8.0=α , the average 
number of the attacked measurements identified by the proposed two algorithms is about 3.84. 
Thus, a few attacked measurements are selected for final position determination, causing a 
performance degradation. Another abnormality occurs under the attack-free condition (i.e. 

1=α ), which is that the performance of the proposed methods is better than the performance 
bounds. The reason can be explained as follows. When 1=α  and 0=β , the effect of the 
malicious attack is zero. In this case, all measurements employed for position determination 
using the proposed algorithms are attack free. However, these four assumed attacked 
measurements are excluded for position determination in the idealized condition, resulting in 
some performance degradation.  
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Fig. 11. RMSE versus attack parameter alpha. 

 
Finally, the performance of the methods is evaluated for a scenario where the position of 

each target is randomly generated within the grid, while the above simulation results are 
obtained by assuming that each target is located at the center of the relevant grid. Fig. 12 
shows the CDF of the position error for the six algorithms, when the target population is three, 
the SNR is 35 dB, and the number of attacked measurements is four. Similarly, the proposed 
BP and OMP based methods significantly outperform the conventional BP and OMP 
algorithms. On average, the proposed OMP algorithm outperforms the proposed BP based 
algorithm, which is contrary to the case where the targets are located in the centers of the grids. 
The reason may be that the BP method requires more accurate measurements for signal 
recovery. 
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Fig. 12. CDF of  algorithms when position of each target is randomly selected within a grid. 

7. Conclusions 
In this article, a three-phase secure CS based algorithm with RSS measurements has been 

proposed for target localization in malicious node attack scenarios. First, each subset of 
measurements is employed to generate intermediate target positions using the CS technique. 
The least median of the squared residual errors is employed to form the verifier parameter. The 
attacked measurements are identified through the threshold comparison between the residual 
errors and the verifier parameter and then excluded from target position determination. The 
final target position estimates are obtained using the assumed attack-free measurements 
through the CS approach. The proposed algorithm can achieve much better localization 
performance than other existing algorithms in terms of the RMSE of the position estimation as 
evidenced by extensive simulation results. Theoretical analysis has also been performed to 
provide a guideline in the selection of parameters for the proposed approach 
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