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Abstract 
 

At present, numerous hospitals and medical institutes have implemented Telecare Medicine 

Information Systems (TMIS) with authentication protocols to enable secure, efficient 

electronic transactions for e-medicine. Numerous studies have investigated the use of 

authentication protocols to construct efficient, robust health care services, and recently, Liu et 
al. presented an authenticated key agreement mechanism for TMIS. They argued that their 

mechanism can prevent various types of attacks and preserve a secure environment. However, 

we discovered that Liu et al.’s mechanism presents some vulnerabilities. First, their 
mechanism uses an improper identification process for user biometrics; second, the 

mechanism is not guaranteed to protect against server spoofing attacks; third, there is no 

session key verification process in the authentication process. As such, we describe how the 
above-mentioned attacks operate and suggest an upgraded security mechanism for TMIS. We 

analyze the security and performance of our method to show that it improves security relative 

to comparable schemes and also operates in an efficient manner. 
 

 

Keywords: Authentication, Fuzzy extractor, Session key verification, Telecare Medicine 

Information Systems (TMIS) 
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1. Introduction 

Recent advances in Information and Communication Technology (ICT) and the growing 

prevalence of mobile Internet in smart devices, including access to social networking services 

and cloud services, have brought about remarkable changes in our daily lives. These 
developments have also influenced the medical field, which to date has adhered to 

conventional, inefficient processes [1, 2]. Recently, a large number of hospitals instituted 

Telecare Medicine Information Systems (TMIS) to remotely communicate with patients and 

efficiently process medical and disease management records [3]. The purpose of TMIS is to 
build a telecare service for patients to conveniently receive remote medical services. The 

TMIS server stores patient information, disease management records, and research records. 

Doctors and patients can conveniently use telecare services by connecting to a remote server 
for patients to receive care for their given conditions at home and can to check their 

prescriptions and treatment information [4]. Users can enjoy the simplicity and efficiency of 

TMIS, but security has emerged as a major issue from an academic and from an industry 
perspective [5, 6]. To guarantee reliability for all parties, an authentication protocol should 

afford security and efficiency for users to access an off-site network. 

Lamport [7] first presented an authentication technique that uses passwords, and many 
related studies have been conducted since then to improve security and efficiency [8-29, 36-38, 

42, 46, 51]. In 2010, Wu et al. [8] first presented a two-factor authentication technique for a 
TMIS environment. However, He et al. [9] pointed out that Wu et al. [8] overlooked 

impersonation attacks and insider attacks. He et al. [9] then suggested an improved version 

that solved the flaws in Wu et al.’s scheme. Later, Wei et al. [10] demonstrated that Wu et al.’s 

scheme [8] and He et al.’s scheme [9] contained vulnerabilities against off-line password 
guessing attacks and proposed an enhanced version. Later, Mishra et al. [11] proposed a 

biometric-based authentication scheme with a nonce for TMIS. 

In 2012, Wu et al. [12] presented an efficient user authentication technique for an 
integrated electronic patient records (EPR) system. However, Lee et al. [13] pointed out that 
Wu et al. [12] overlooked the stolen smart card attack through a power consumption analysis 

and thus suggested an improved version [13]. Later, Wen [14] demonstrated that Lee et al.’s 

scheme [13] still presented some weaknesses to off-line password guessing attacks and user 

impersonation attacks, and proposed a new, enhanced strategy. In 2015, Khan et al. [15] 
pointed out that Wu et al.’s scheme [12] and Lee et al.’s scheme [13] possessed several 

security vulnerabilities and proposed an improved scheme. In the same year, Das [16] 

discovered that Lee et al.’s scheme [13] and Wen’s scheme [14] possessed the same three 
vulnerabilities. First, the password change phase for both schemes offered no verification 

process for the user’s old password. Second, their schemes were unsafe against insider attacks. 

Third, their studies did not include a formal security analysis. Das [16] presented an upgraded 
scheme to compensate for these defects. However, Li et al. [17] recently demonstrated that 

Das’s scheme [16] could not fulfill security requirements because his scheme is susceptible to 

modification attacks and user duplication attacks. 

In 2014, Mishra et al. [18] presented a biometric-based authentication scheme using a 
symmetric key cryptosystem for TMIS to further improve security. In the same year, Xu et al. 
[19] presented another authenticated key agreement mechanism based on Elliptic Curve 

Cryptography (ECC) for TMIS. However, Islam and Khan [20] proved that Xu et al.’s scheme 

[19] is imperfect because their scheme cannot guarantee protection against replay attacks and 
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does not support a smart card revocation process. Islam and Khan [20] then presented an 

upgraded method to address Xu et al.’s [19] deficiencies. Mishra [21] also proved that Xu et 
al.’s scheme [19] and Lee’s scheme [22] cannot guarantee protection against several security 

weaknesses. In 2015, Chaudhry et al. [23] presented an improved two-factor authentication 

protocol based on ECC for TMIS. In 2016, Wazid et al. [24], Irshad et al. [25] and Chaudhry et 

al. [26] proposed a three-factor authentication and key agreement scheme for TMIS using 
ECC. Meanwhile, Giri et al. [27] presented an RSA-based user authentication mechanism for 

TMIS, but in the same year, Amin and Biswas [28] claimed that Giri et al.’s scheme [27] 

cannot guarantee protection against off-line password guessing attacks and insider attacks, and 
thus suggested an improved mechanism. 

Recently, Liu et al. [29] presented an authentication method, arguing that it can resist 
various types of attacks. However, we discovered that Liu et al.’s method [29] includes critical 

security weaknesses. Their scheme (i) uses an improper identification process for user 

biometrics, (ii) cannot guarantee protection against a server spoofing attack, (iii) and cannot 
provide a session key verification processes.  

In this study, we describe how previously-stated attacks operate and propose a more 
developed version for TMIS. The remainder of this paper is organized as follows. Section 2 

introduces some preliminary knowledge. Liu et al.’s authentication mechanism is described in 

Section 3. Section 4 demonstrates the vulnerabilities in Liu et al.’s mechanism, and our 
proposed method is provided with a detailed explanation in Section 5. In Section 6, we 

evaluate whether our proposed scheme can withstand various attacks and also satisfy the basic 

requirements claimed in the security scheme, in Section 7, we analyze the performance of the 
proposed scheme, and finally, Section 8 contains the conclusion to this paper. 

2. Preliminary Knowledge 

In this section, we first describe the basic knowledge for an elliptic curve cryptosystem [30] 

and a fuzzy extractor [31]. We then describe the threat model that is to be used in Section 4. 

The elliptic curve cryptosystem is the security basis for Liu et al.’s scheme and for our 
proposed scheme. Detailed information on the elliptic curve cryptosystem and a fuzzy 

extractor can be found in [30] and [31], respectively. 

2.1 Elliptic Curve Cryptosystem (ECC) 

In 1985, Victor Miller and Neal Kobiltz [30] presented Elliptic Curves Cryptography (ECC) as 

a public-key cryptosystem, and these days, ECC is the most frequently used technique to 

guarantee privacy and assure the confidentiality of digital data. Furthermore, various studies 
on authentication mechanisms have implemented ECC to increase security [19, 20, 34, 51]. 

In ECC, when the large prime p (p > 3), parameters a, b ∈ Fp (prime finite field), and 4a
3
 + 

27b
2
 = 0 mod p are given, the elliptic equation can be described as E: y

2
 = x

3
 + ax + b mod p. 

Given a point W ∈ Ep(a, b) and integer n, multiplication is defined as nW = W + W + ··· + W (n 

times). When considering ECC, three levels of security are commonly considered:  
 

 ECDLP (Elliptic Curve Discrete Logarithm Problem): Given J, W in Ep(a, b), it is 

impossible to acquire an integer n ∈ Fp
*
 such that J = nW. 

 CDHP (Computational Diffie-Hellman Problem): Given W, cW, and rW in Ep(a, b) for c, 

r ∈ Fp
*
, it is impossible to acquire the point crP. 
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 DDHP (Decisional Diffie-Hellman Problem): Given W, cW, rW, and tW in Ep(a, b) for c, 

r, t ∈ Fp
*
, it is impossible to decide whether tW = crW. 

2.2 Fuzzy Extractor 

A user’s biometric data is very sensitive information. Thus, when user identification is 
conducted using biometric data, secure and accurate matching is needed. To address this 

concern, Dodis et al. [31] presented a fuzzy extractor technique. According to prior research 

[31], a fuzzy extractor method is divided into the generation process (Gen) and reproduction 

process (Rep). A detailed description of each part is as follows: 
 

 Gen(·): The Gen function performs probabilistic production. Given the input of a user’s 

biometric information Bio, the output of Gen(Bio) is a secret value Oi and a random 

ancillary parameter pari, (Gen(Bio) = (Oi, pari)). 

 Rep(·): The Rep function performs a deterministic reproduction process. Given the user’s 

biometric information Bio and the corresponding random ancillary parameter pari, the 
output of Rep(Bio, pari) is a secret value Oi, (Rep(Bio, pari) = Oi). 

 

To date, many authentication studies have been conducted [32-34] based on the fuzzy 
extractor technique. Our proposed scheme also adopts the user’s biometric information to 

apply a fuzzy extractor, and the details are given below in Section 5. 

2.3 Threat Model 

This subsection describes the threat model that we constructed with some common 
assumptions, including the capabilities of an attacker in a TMIS environment. 
 

 All existing smart cards have vulnerabilities because confidential information stored 

within them can be extracted by physically monitoring the power consumption [35], 
meaning that an attacker can read and acquire data stored on the smart card. 

 An attacker can control the public channels between the user and the server, meaning that 
the attacker can intercept any messages are transmitted via the public channel [36, 37]. 

 An attacker can modify and resend the intercepted/eavesdropped message [53-57]. 

 An attacker can easily guess low-entropy passwords and identities off-line in polynomial 
time [38]. 

3. Description of Liu et al.’s Scheme 

In this section, we briefly review Liu et al.’s authentication mechanism [29] and cryptanalyze 

their scheme that consists of registration, login and authentication, password change, and 

lost/stolen smart card revocation phases. Table 1 displays the notation employed in the 
remainder of this paper. 

 
Table 1. Notation 

Notation Description 

Ui User 

S TMIS server 
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IDi, PWi U’s identity and password 

Bio U’s biometric information 

s Master secret key of S 

Pubs Public key of S 

Ep(a, b) Elliptic curve on a prime field Fp 

Ek/Dk Encrypt/Decrypt operation with symmetric key k 

Gen(·)/Rep(·) Fuzzy extractor 

R1, R2, R3 Random numbers 

CID Smart card’s identity 

h(·) One-way hash function 

|| Concatenation operation 

⊕ XOR operation 

Tu, Ts Time-stamps of U and S 

 

3.1 Registration Phase 

1) Ui inputs IDi and PWi and generates a random number R1. Ui computes L = h(R1||PWi) and 

sends {IDi, L} to S through a secure channel. 

2) S checks the Ui’s IDi. If it is a new one, S records N = 0, otherwise, S records N = N +1. S 
then maintains (IDi, N, CID) in its database. 

3) S computes Ai = h(s ⊕ IDi) and Bi = Ai ⊕ L. S then issues a smart card with the parameters 

{Bi, P, Ep(a, b), Pubs, h(·), N, CID} and sends it to Ui through a secure channel. 

4) Upon receiving the smart card, Ui imprints his/her biometrics Bio, and computes Ci = R1 ⊕ 
h(Bio) and Di = h(IDi||PWi||R1). Ui stores Ci and Di in the smart card’s memory. Finally, the 

smart card includes the information {Bi, P, Ep(a, b), Pubs, h(·), N, CID, Ci, Di}. 

3.2 Login and Authentication Phase 

1) Ui inserts Ui’s smart card into a card reader, inputs his/her IDi and PWi, and imprints 

biometric Bio. The smart card computes R1′ = Ci ⊕ h(Bio) and Di′ = h(IDi||PWi||R1′), and 

compares Di′ with the stored value Di in the smart card. If it holds, the smart card 
acknowledges the legitimacy of U, and proceeds with the next step. Otherwise, it terminates 

the login process. 

2) The smart card selects random numbers Nu and R2, and computes V = NuP, I = Nu Pubs, Ku = 

h(I||R2), Ai = Bi ⊕ L, Ei = h(V||N||CID||Ai||R2) and Fi = EKu(IDi||R2||Ei||CID). The smart card 

then sends a login request M1 = {V, Fi, R2} to S through a public channel. 

3) S verifies the freshness of the random number R2. If it holds, S accepts the login request and 

proceeds with the next step. Otherwise, S rejects the login request and terminates this phase.  
4) S computes I = sV, Ks = h(I||R2), and decrypts G1 to obtain IDi′, R2, Ei and CID. S further 

computes Ai′ = h(s ⊕ IDi) and Ei′ = h(V||N||CID||Ai′||R2), and verifies whether Ei′ = Ei. If it 

holds, S proceeds with the next step. Otherwise, S terminates this phase.  
5) S selects random numbers Ns and R3, and computes W = NsP, J = NsV, Ks = h(J||R3), Gi = EKs 

(Pubs||R3) and sk = h(IDi||Pubs||I||J||R2||R3). S then sends an authentication request M2 = {W, 

Gi, R3} to Ui through a public channel. 
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6) Ui verifies the freshness of the random number R3. If it holds, Ui accepts the authentication 

request and proceeds with the next step. Otherwise, Ui rejects the authentication request and 
terminates this phase.  

6) Ui computes J = NuW, Ks = h(J||R3), and decrypts Gi to obtain Pubs′ and R3. Ui then verifies 

whether Pubs′ = Pubs. If it holds, U successfully authenticates S and computes a shared 

session key sk = h(IDi||Pubs||I||J||R2||R3). Otherwise, Ui terminates this phase.  

3.3 Password Change Phase 

1) Ui inserts Ui’s smart card into a card reader, inputs his/her IDi and PWi, and imprints 

biometric Bio. The smart card computes R1′ = Ci ⊕ h(Bio) and Di′ = h(IDi||PWi||R1′), and 

verifies whether Di′ = Di, where Di is stored in the smart card. If it holds, the smart card 

proceeds with the next step. Otherwise, it terminates the password change process. 
2) Ui inputs a new random number R1

new
 and new password PWi

new
, and computes Ci

new
 = R1

new
 

⊕ h(Bio) and Di
new

 = h(IDi||PWi
new

||R1
new

). 

3) The smart card replaces {Ci, Di} with the new values {Ci
new

, Di
new

}. Consequently, the smart 

card contains the information {Bi, P, Ep(a, b), Pubs, h(·), N, CID, Ci
new

, Di
new

}. 

3.4 Lost/Stolen Smart Card Revocation Phase 

1) Ui inputs IDi, new password PWi
new

 and biometric Bio, and generates a new random number 

R1
new

. Ui computes L
new

 = h(R1
new

||PWi
new

), Ci
new

 = R1
new

 ⊕ h(Bio) and Di
new

 = 

h(IDi||PWi
new

||R1
new

), and sends a {IDi, L
new

, Ci
new

, Di
new

} to S through a secure channel. 

2) S checks the Ui’s IDi. If it is valid, S selects a new smart card identity CID
new

 and records N 

= N +1. S then updates (IDi, N, CID
new

) in its database.  

3) S computes Ai = h(s ⊕ IDi) and Bi
new

 = Ai ⊕ L
new

. S then issues a new smart card with the 

parameters {Bi
new

, P, Ep(a, b), Pubs, h(·), N, CID
new

} and sends it to Ui through a secure 

channel. 
4) Upon receiving the smart card, Ui stores Ci

new
 and Di

new
 in the smart card’s memory. Finally, 

the smart card includes the information {Bi
new

, P, Ep(a, b), Pubs, h(·), N, CID
new

, Ci
new

, 

Di
new

}. 

4. Security Weaknesses of Liu et al.’s Scheme 

In this section, we show that Liu et al.’s scheme [29] possesses some security vulnerabilities. 
Based on an attacker capabilities, as described in Section 2.3, we found that their scheme has a 

biometric identification problem and is vulnerable to a server spoofing attack. In addition, we 

found that their scheme cannot provide a session key verification process, and the details are as 
follows. 

4.1 Biometric Identification Problem 

During the login phase in Liu et al.’s scheme [29], Ui inserts Ui’s smart card into a card reader 

and inputs his/her IDi and PWi to imprint the biometric Bio. After computing R1′ = Ci ⊕ h(Bio) 

and Di′ = h(IDi||PWi||R1′), they take a comparative test between Di′ and Di, which is computed 

in the registration phase and is saved in the smart card so as to verify the correctness of the 
input IDi and PWi. However, their scheme can cause problems in that the user’s biometric 

information is simply computed by using a one-way hash function. That is, there is a risk that 

the value R1 = Ci ⊕ h(Bio) that includes the user’s biometric information created during the 

registration phase may be different from the value R1′ = Ci ⊕ h(Bio) created during the login 
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phase since the one-way hash function amplifies the difference in the input in the value of the 

output [39]. Also, the user’s biometric information obtained from fingerprints, among others, 
is has very subtle features, and thus the same person’s biometric information can produce a 

mismatch each time it is entered. Accordingly, assuming that the user enters a correct PW, the 

verification process may still not operate properly when perceiving Di′ and Di as different. To 

overcome these problems, some experts [32-34] have suggested employing a fuzzy extractor 
[31] to obtain the biometric information. 

4.2 Server Spoofing Attack 

A server spoofing attack [40] is such where an attacker masquerades as a legitimate server 

with a counterfeited authentication request by employing public information accumulated 

from a stolen smart card and eavesdropped transmission messages. Unfortunately, Liu et al.’s 
scheme is susceptible to such attacks. The following is a detailed description:  

Step.1 After an attacker has stolen a smart card, the attacker can extract {Bi, P, Ep(a, b), Pubs, 

h(·), N, CID, Ci, Di} from the card through A power consumption technique [35]. 

Step.2 The attacker intercepts a valid login request {V, Fi, R2} from the previous session. 

Step.3 The attacker selects random numbers Ns
*
 and R3

*
, and computes W

*
 = Ns

*
P, J

*
 = Ns

*
V, 

Ks
*
 = h(J

*
||R3

*
) and Gi

*
 = EKs*(Pubs||R3

*
). S then sends a counterfeited authentication 

request M2
*
 = {W

*
, Gi

*
, R3

*
} to Ui through a public channel. 

Step.4 Ui first verifies the freshness of the random number R3
*
 and computes J

*
 = NuW

*
, Ks

*
 = 

h(J
*
||R3

*
). Ui then decrypts Gi

*
 and verifies whether Pubs

*
 = Pubs.  

Step.5 If the above verification process is successfully carried out, Ui assures that the 
counterfeited authentication request is a legal message. 

In Step. 5, it is obvious that Ui can undoubtedly verify Pubs
*
 = Pubs since the values in the 

attacker’s counterfeited request {W
*
, Gi

*
, R3

*
} are exactly equal to Ui’s real authentication 

request {W, Gi, R3}. Therefore, the attacker can successfully disguise a legitimate server in Liu 

et al.’s scheme [29]. 

4.3 Absence of a Session Key Verification Process 

According to [41, 42], the authenticated key agreement scheme suggests an authentication 
procedure to verify the coherence of session keys generated between a server and a user. 

However, in Liu et al.’s scheme, a user makes his/her own session key after verifying the 

authentication request message without a coherence test. That is to say, the user can hardly be 

sure whether or not the new session key is correct. The following procedures are required to 
ensure accurate session key distribution between a user and a server: 1) after generating a 

session key, the server sends an authentication request, including this session key’s 

information, 2) the user should guarantee the accuracy of the session key from the server, 
verifying the received authentication request message. 

5. The Proposed Scheme 

In this section, we suggest a refined version of the authentication protocol to offer improved 

security by resolving the vulnerabilities Liu et al.’s scheme [29]. In our refined version, we use 

a fuzzy extractor to provide proper biometric identification [31]. In addition, we insert the 
session key verification process into the authentication phase to satisfy the requirements of the 

session key agreement [41, 42]. Our proposed method also consists of four phases, including 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 11, NO. 7, July 2017                                          3727 

registration, login, authentication and password change. Fig. 1-4 describes our proposed 

scheme, and the notation employed in the proposed scheme is displayed in Table 1. 
 

5.1 Registration Phase 

The registration phase begins when Ui sends a registration request with his/her identity and a 
hashed password to S. S then issues a smart card that stores several pieces of information. In 

contrast with Liu et al.’s method, our registration phase uses a fuzzy extractor to correctly 

obtain the user’s biometric information Bio. The following describes this process in detail. 

1) Ui inputs IDi and PWi and generates a random number R1. Ui computes L = h(R1||PW) and 
sends a registration request {IDi, L} to S through a secure channel. 

2) S checks Ui’s IDi. If it is a new one, S records N = 0, otherwise, S records N = N +1. S then 

maintains (IDi, N, CID) in its database. 

3) S computes Ai = L ⊕ h(s||IDi). S then issues a smart card with the parameters {Ai, P, Ep(a, b), 

Pubs, h(·), N, CID} and sends it to Ui through a secure channel. 

4) Upon receiving the smart card, Ui imprints his/her biometrics Bio, and computes Gen(Bio) = 

(Oi, pari), Bi = R1 ⊕ h(Oi) and Ci = h(IDi||PWi||R1). Ui stores Bi, Ci and pari in the smart 
card’s memory. Finally, the smart card includes {Ai, P, Ep(a, b), Pubs, h(·), N, CID, Bi, Ci, 

pari}. 

 

 

Fig. 1. Registration phase of our proposed scheme 

5.2 Login and Authentication Phase    

The login and authentication phase begins when Ui accesses S, and several verification 

processes are executed to judge the legitimacy of Ui and S. The main difference the Liu et al.’s 

scheme in the login and authentication phase is the use of a time-stamp to prevent replay 
attacks and the addition of the session key verification steps. The following describes this 

process in detail. 

1) Ui inserts Ui’s smart card into a card reader, inputs his/her IDi and PWi, and imprints 

biometric Bio. The smart card computes Rep(Bio, pari) = Oi, R1′ = Bi ⊕ h(Oi) and Ci′ = 

h(IDi||PWi||R1′), and compares Ci′ with the stored value Ci in the smart card. If it holds, the 

smart card acknowledges the legitimacy of Ui, and proceeds with the next step. Otherwise, it 

terminates the login process. 
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2) The smart card selects random numbers Nu and time-stamp Tu, and then computes V = NuP, 

I = NuPubs, Di = IDi ⊕ I, Ei = Ai ⊕ h(R1||PWi) and Fi = h(IDi||V||Ei||Tu). The smart card then 
sends a login request M1 = {V, Di, Fi, Tu} to S through a public channel. 

3) S checks the freshness of the time-stamp Tu through |Tu′ - Tu| ≤ ΔT. If it holds, S accepts the 

login request and proceeds with the next step. Otherwise, S rejects the login request and 

terminates this phase.  

4) S computes I = sV, IDi′ = Di ⊕ I, and Fi′ = h(IDi′||V||h(s||IDi′)||Tu), and verifies whether Fi′ = 

Fi. If it holds, S proceeds with the next step. Otherwise, S terminates this phase.  

5) S selects random numbers Ns and time-stamp Ts, and computes W = NsP, J = NsV, sk = 
h(IDi′||h(s||IDi′)||I||J||Tu||Ts), and Gi = h(sk||IDi′||J||Ts). S then sends an authentication request 

M2 = {W, Gi, Ts} to Ui through a public channel. 

6) Ui checks the freshness of the time-stamp Ts through |Ts′ - Ts| ≤ ΔT. If it holds, Ui accepts the 

authentication request and proceeds with the next step. Otherwise, Ui rejects the 
authentication request and terminates this phase.  

7) Ui computes J = NuW, sk = h(IDi||Ei||I||J||Tu||Ts) and Gi′ = h(sk||IDi||J||Ts), and verifies 

whether Gi′ = Gi. If it holds, Ui successfully authenticates S and assures that the session key 
sk is securely shared between Ui and S. Otherwise, Ui terminates this phase. 

 

 

Fig. 2. Login and authentication phase of our proposed scheme 
 

5.3 Password Change Phase 

The password change phase begins when the Ui wants to change his/her old password PWi to a 
new password PWi

new
. In the password change phase of our scheme, Ui communicates without 

any assistance from S. In addition, to validate the legitimacy of Ui, our scheme uses secret 

value Oi from the fuzzy extractor. 

1) Ui inserts Ui’s smart card into a card reader, inputs his/her IDi and PWi, and imprints 

biometric Bio. The smart card computes Rep(Bio, pari) = Oi, R1′ = Bi ⊕  h(Oi) and Ci′ = 

h(IDi||PWi||R1′) and compares Ci′ with the stored value Ci in the smart card. If it holds, the 

smart card proceeds with the next step. Otherwise, it terminates the password change 
process. 
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2) Ui inputs a new password PWi
new

, and computes Ai
new

 = h(R1||PWi
new

) ⊕ Ai ⊕ h(R1||PWi) and 

Ci
new

 = h(IDi||PWi
new

||R1). 
3) The smart card replaces {Ai, Ci} with new values {Ai

new
, Ci

new
}. Consequently, the smart 

card contains the information {Ai
new

, P, Ep(a, b), Pubs, h(·), N, CID, Bi, Ci
new

, pari}. 
 

 

Fig. 3. Password change phase of our proposed scheme 
 

5.4 Lost/Stolen Smart card Revocation Phase 

The revocation phase begins when Ui revokes the smart card and wants to reissue the smart 
card. Our scheme provides lost/stolen smart card revocation with the same login identity. 

1) Ui inputs IDi and PWi
new

, and generates a random number R1
new

. Ui computes L
new

 = 

h(R1
new

||PWi
new

) and sends a revocation request {IDi, L
new

} to S through a secure channel. 
2) S checks Ui’s IDi. If it is valid, S selects a new smart card identity CID

new
 and records N = N 

+1. S then updates (IDi, N, CID
new

) in its database. 

3) S computes Ai
new

 = L
new

 ⊕ h(s||IDi). S then issues a new smart card with parameters {Ai
new

, P, 
Ep(a, b), Pubs, h(·), N, CID

new
} and sends it to Ui through a secure channel. 

4) Upon receiving the smart card, Ui imprints his/her biometrics Bio, and computes Gen(Bio) = 

(Oi, pari), Bi
new

 = R1
new

 ⊕ h(Oi) and Ci
new

 = h(IDi||PWi
new

||R1
new

). U then stores Bi
new

, Ci
new

 and 

pari in the smart card’s memory. Finally, the smart card includes {Ai
new

, P, Ep(a, b), Pubs, 
h(·), N, CID

new
, Bi

new
, Ci

new
, pari}. 

 

 

Fig. 4. Smart card revocation phase of our proposed scheme 
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6. Security Analysis and Proof of the Proposed Scheme 

In this section, we first scrutinize whether our proposed scheme can not only withstand various 

attacks, but also satisfy the basic requirements claimed by the security scheme. We then adopt 
Burrows-Abadi-Needham (BAN) logic [43] to prove that a session key can be correctly shared 

between U and S. We conduct a formal security proof based on the real-or-random (ROR) 

model proposed by Abdalls et al. [44] and simulate our scheme using the AVISPA tool [45]. 

6.1 Security Analysis of the Proposed Scheme 

In this subsection, our proposed scheme is examined against various attacks and is evaluated 
according to the suitability of the basic requirements mentioned in prior studies [8-29]. We 

also conduct a comparative analysis [18-20, 24, 25, 27-29], as is illustrated in Table 2, and the 

results are as follows. 

6.1.1 Preserves User Anonymity  

Our scheme shields the user’s identity IDi transmitted in messages from potential risks of 

exposure to fulfill user anonymity. Even if an attacker obtains Di = IDi ⊕ I by snatching a 
login request M1 = {V, Di, Fi, Tu}, it is impossible to calculate IDi since there is no knowledge 

of the value I = sV. 

6.1.2 Provides Mutual Authentication  

In the login and authentication phase of our proposed scheme, Ui and S authenticate each other 

through some verification processes. In detail, S first verifies the login request M1 = {V, Di, Fi, 

Tu} by checking whether Fi′ = Fi. Ui also verifies the authentication request M2 = {W, Gi, Ts} 
by checking whether Gi′ = Gi. If all these verification processes are successfully finished, 

mutual authentication has been executed properly. 

6.1.3 Provides Proper Biometric Identification  

In contrast with Liu et al.’s scheme, our scheme uses a fuzzy extractor technique to provide an 

accurate user identification process. During the login phase, after Ui inputs his/her IDi and PWi, 

and imprints biometric Bio, the smart card computes Rep(Bio, pari) = Oi, R1′ = Bi ⊕ h(Oi) and 

Ci′ = h(IDi||PWi||R1′), and compares Ci′ with the stored Ci value in the smart card. Even though 

Ui’s biometric information Bio is imprinted slightly differently, the correct secret value Oi is 

constantly derived from the fuzzy extractor process [31]. Therefore, our scheme can prevent a 
biometric matching error and provides a proper identification process. 

6.1.4 Protects against an Off-line Password Guessing Attack 

An attacker can obtain {Ai, P, Ep(a, b), Pubs, h(·), N, CID, Bi, Ci, pari} from the stolen smart 

card and can intercept the login request M1 = {V, Di, Fi, Tu}. Using these values, the attacker 

may try to guess the correct password PWi. However, without knowing IDi and Oi, the attacker 
cannot guess PWi. In addition, Oi is secret information that only U knows. 

6.1.5 Protects against a User Impersonation Attack 

In our scheme, an attacker should modify the login request values {V, Di, Fi, Tu} after 
obtaining the value of IDi to succeed in a user impersonation attack. However, as we 

mentioned above, it is impossible for an attacker to obtain the value of IDi. Thus, an attacker 

cannot generate a suitable login request to cheat S. 
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6.1.6 Protects against a Server Spoofing Attack 

An attacker can obtain {Ai, P, Ep(a, b), Pubs, h(·), N, CID, Bi, Ci, pari} from the stolen smart 
card and can intercept the login request M1 = {V, Di, Fi, Tu}. The attacker then tries to modify 

M2 = {W, Gi, Ts} to impersonate the legitimate S. However, in our scheme, the attacker cannot 

compute Gi = h(sk||IDi||J||Ts) because the user’s IDi is an unknown value. Thus, our proposed 

scheme can withstand a server spoofing attack. 

6.1.7 Provides a Session Key Verification Process 

In our scheme, a session key sk =  h(IDi′||h(s||IDi′)||I||J||Tu||Ts), the value W = NsP, and Gi = 
h(sk||IDi′||J||Ts) are generated for the server S to send M2 = {W, Gi, Ts} to user Ui. Ui computes 

J = NuW, sk = h(IDi||Ei||I||J||Tu||Ts) and Gi′ = h(sk||IDi||J||Ts), and measures the coherence 

between Gi′ and Gi to verify the received authentication request. Since Gi includes the 
information of session key sk generated by S, Ui may be sure that S’s session key is accurate if 

the results of the comparison are correct.  

6.1.8 Protects against a Replay Attack 

In our scheme, all transmitted messages M1 = {V, Di, Fi, Tu} and M2 = {W, Gi, Ts} include 

time-stamps Tu or Ts. Suppose that the attacker intercepts these messages and tries to access Ui 

or S. Through the time-stamp checking process, Ui or S immediately identify whether received 
message is valid or not. Thus, our proposed scheme can withstand a replay attack. 

6.1.9 Protects against an Insider Attack 

During the registration phase of our scheme, PWi is transmitted not as a revealed condition but 

as a form of L = h(R1||PWi) when Ui sends a registration request {IDi, L} to S to prevent an 

insider attack. Thus, the insider attack would never occur in our scheme. 

 
Table 2. Security comparison 

Schemes 
Features 

Mishra 
et al.’s 
[18] 

Xu et 
al.’s 
[19] 

Islam & 
Khan’s 

[20] 

Wazid 
et al. 
[24] 

Irshad 
et al. 
[25] 

Giri et 
al.’s 
[27] 

Amin & 
Biswas’s 

[28] 

Liu et 
al.’s 
[29] 

Our 
Scheme 

User anonymity √ √ √ √ √ × √ √ √ 

Mutual 
authentication 

√ √ √ √ √ √ √ √ √ 

Proper biometric 
identification 

√ − − √ √ − − × √ 

Off-line pw 

guessing attack 
√ √ √ √ √ × × √ √ 

Impersonation 
attack 

√ √ × √ √ √ √ √ √ 

Server spoofing 
attack 

× √ √ √ √ √ √ × √ 

Session key 

verification 
√ √ √ √ √ × √ × √ 

Replay attack √ × √ √ √ × × √ √ 

Insider attack √ × √ √ √ × √ √ √ 

Provides smart 
card revocation 

× × √ × × × × √ √ 

Provides formal 
security proof 

× × √ √ √ × √ √ √ 
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6.2 Authentication Proof with BAN Logic 

In this subsection, we use Burrows-Abadi-Needham (BAN) logic [43] to verify the legitimacy 
of the session keys distributed to participants who communicate using our proposed protocol. 

BAN logic is a well-known formal logic that can be used to analyze the security of 

cryptographic protocols. The basic notation for BAN logic is as follows. 

 

 A   S: A sees the sentence S. 

 A |≡ S: Sentence S is believed by A. 

 #   : It makes a fresh sentence S. 

 A |~ S: A said the sentence S. 

    K: Combine the sentence S using K. 

 A   S: Sentence S is controlled by A. 

 A 
        

   S: For secure communication, A and B share a secret key K. 

    K: Perform the hash operation on sentence S using K. 

 

Generally, BAN logic provides the following rules. 

 

1. Message-meaning rule: 
      

    
                

           
 

2. Nonce-verification rule: 
                         

          
 

3. The believe rule: 
                 

          
 

4. Freshness-conjuncatenation rule: 
        

           
 

5. Jurisdiction rule: 
                          

      
 

 
Mutual authentication means that the user and the server share a session key and trust each 

other when the session key is distributed correctly. This is converted to notation using BAN 

logic below. Thus, if the following goals are derived through further proof, it can be assumed 
that mutual authentication between the user and the server has been well performed [46]. 

 

 Goal 1. U |≡ (U 
         

    S) :  

 Goal 2. S |≡ (U 
         

    S) :  
 

Our message can be transformed into an idealized form as follows. 

 

 Message 1. U → S: V,    I, (IDi, Ei, Tu)a, Tu 

 Message 2. S → U: W, (sk, IDi, Ts)a, Ts 

 

We define the following several assumptions and these assumptions will be further used in the 
proof. 

 

 A1: U |≡ #(Tu) 

 A2: S |≡ #(Ts) 

 A3: U |≡ (U 
          

    S) 
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 A4: S |≡ (U 
          

    S) 

 A5: U |≡ S |≡ (U 
          

    S) 

 A6: S |≡ U |≡ (U 
          

    S) 

 

We use BAN logic rules, idealized form, and some pre-defined assumptions to deploy our 
proof as follows. 

 

Based on Message 1, we could derive: 
 P1: S   (IDi, Ei, Tu)a, Tu 

Based on assumption A4, we adapt the message-meaning rule to derive: 

 P2: S |≡ U |~ Tu 

Based on assumption A1 and the freshness conjuncatenation rule, we derive: 
 P3: S |≡ #(IDi, Ei, Tu)a 

Based on P2, P3 and the nonce verification rule, we derive: 

 P4: S |≡ U |≡ (IDi, Ei, Tu)a 

Based on A4, P4 and the jurisdiction rule, we derive: 

 P5: S |≡ Tu 

Based on P5, assumption A2, and sk, we derive: 

 P6: S |≡ (U 
         

    S)   < Goal 2. > 

Based on Message 2, we could derive: 

 P7: U   (sk, IDi, Ts)a, Ts 

Based on assumption A3, we adapt the message-meaning rule to derive: 

 P8: U |≡ S |~ Ts 

Based on assumption A2 and the freshness conjuncatenation rule, we derive: 

 P9: U |≡ #(sk, IDi, Ts)a 

Based on P8, P9 and the nonce verification rule, we derive: 

 P10: U |≡ S |≡ (sk, IDi, Ts)a 

Based on A3, P10 and the jurisdiction rule, we derive: 

 P11: U |≡ Ts 

Based on P11, assumption A1, and sk, we derive: 

 P12: U |≡ (U 
         

    S)   < Goal 1. > 
 

Based on < Goal.1 > and < Goal.2 >, we are assured that our proposed scheme provides mutual 

authentication and agreement of the session key sk, which is correctly shared between U and S.  

 

6.3 Formal Security Analysis using Random Oracle Model 

In this subsection, we describe the formal security analysis using the real-or-random (ROR) 

model proposed by Abdalls et al. [44]. 

6.3.1 Real-or-Random Model 

In our scheme, there are two participants, a user Ui and a server S.  
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- Participants. Let   
  denote the instance t of S and    

  denote the instance u of Ui. These 

instances are called oracles. 

- Partnering. The partner of an instance    

  for user Ui is the instance   
  of server S, and vice 

versa.   
  is called the partner ID      

  of    

 . The partial transcript of all exchanged 

messages is unique, and      

  is the session ID for the current session. 

- Freshness. If the session key SK is not revealed to an adversary  , the instance   
  or    

  is 

fresh. 

- Adversary. In the ROR model, the adversary   has the ability to control all communications 

and the   uses the following queries: 

 Execute(  ,   ):   executes this query to obtain a message sent between two honest 
communication participants, which models the eavesdropping attack. 

 Send(  , m): This query models an active attack where   sends a message m to a 

participant instance    and takes a response message. 

 CorruptSC(   

 ): This query models the smart card lost attack. It outputs the information 

stored in the smart card. 

 Test(  ): This query models the semantic security of the session key SK and follows the 
ROR model indistinguishability [44]. At the beginning of the experiment, an unbiased 

coin c is flipped, and the result is used to determine the output of the Test() query while 

remaining secret to adversary  . When   executes this query and the session key SK is 

established and fresh, the instance    returns SK if c = 1, a random number in the same 

domain if c = 0, and otherwise, it returns ⊥. 

- Semantic security of the session key. In the ROR model, adversary   challenges the 
experiment to distinguish between the real session key SK of the instance and the random 

session key.   can execute a number of Test queries to either the user instance or the server 

instance. The result of the Test query must be consistent with respect to random bit c. At the 

end of the experiment,   returns a bit c .́ If c  ́= c,   wins the game. Let Succ denote the event 

that   wins the game. The advantage of   in breaking the semantic security of the protocol   

is     
                 . Therefore, if     

    ≤ η, for any sufficiently small η > 0,   

is a secure authentication protocol in the ROR sense. 

- Random oracle. In this paper, all participants and the adversary   use a one-way hash 

function h(·) modeled as a Hash oracle. When a two-tuple (x, y) table of binary strings and 

hash query h(x) are given, if x is discorved, the oracle returns y. Otherwise, it returns a 
uniformly random string y, and the pair (x, y) is stored in the corresponding table. 

 

6.3.2 Formal Security Proof 

We employ the following difference lemma [47] in order to describe our formal proof. 

 

Lemma 1 (Difference lemma). Let Succ1, Succ2, and Succ3 denote the events defined in some 

probability distribution. Let Succ1 ∧  Succ3 ⇔ Succ2 ∧  Succ3. Then, we have 
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Theorem 1. Let   be an adversary operating within polynomial time t for our protocol   in a 

random oracle. Let D be a uniformly distributed password dictionary and l be the number of 

bits in biometrics key Oi. The probability of  ’s session key security (SK-security) being 

broken by   is as follows. 

 

    
     

  
 

      
 

     

        
              

 

where   ,       ,      ,    , and             denote the number of Hash queries, the 

range space of the one-way hash function, the number of Send queries, the size of D, and the 

advantage of   in breaking the ECDLP, respectively. 

 

proof. The formal proof of our scheme consists of five different games Gi, for i = 0, 1, 2, 3, 4. 

Let Succi denote the event that   succeed in guessing the bit c in the game Gi. Our protocol   

runs from game G0 to game G4, and in game G4, it will show that   has a negligible advantage 

to break SK-security. 

 

- Game G0: This game is a real attack by the adversary   against protocol   in the random 

oracle. Note that bit c is chosen at the beginning of this game. By definition, we have 

 

 

- Game G1: This game simulates an eavesdropping attack of an adversary   using the 

Execute(  ,   ) oracle. The attacker also queries the Test oracle and determines whether the 
result is a real session key SK or some other random value. The session key SK is computed by 

the server S as SK = h(IDi′||h(s||IDi′)||I||J||Tu||Ts), and the same session key is computed by the 

user Ui as SK = h(IDi||Ei||I||J||Tu||Ts). To compute Ei,   has to know s. Therefore,   cannot 

compute Ei because s is a master secret key of S. Furthermore,   has to know the random 

numbers Nu and Ns to know I and J calculated via ECC point multiplication. Thus, the 

probability of an adversary   winning this game through an eavesdropping attack does not 

increase. Then, G0 and G1 have the same probability, so we obtain the following: 
 

 
- Game G2: G2 is an extension of G1, and Send and Hash oracle simulations have been added. 

In this game, an adversary   models an active attack that sends a fabricated message to 

deceive the participants, and   can repeatedly generate hash queries to discover collisions. 
The messages M1 = {V, Di, Fi, Tu} and M2 = {W, Gi, Ts} are associated with random numbers 

Nu and Ns, and time-stamps Tu and Ts. Therefore, the messages are guaranteed to be random 

and there is no collision when querying the Send oracle. Using the birthday paradox [48], we 

obtain  
 

 

- Game G3: This game simulates the CorruptSC oracle and models a lost smart card attack. 

Adversary   can attempt a dictionary attack using the information from a smart card and can 

     
                   (1) 

                     (2) 

                        
  

 

       
 (3) 
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attempt to obtain a password PWi and biometric key Oi. Our protocol   uses a strong fuzzy 

extractor that extracts up to l random bits. Therefore, the probability that   can guess the 

biometric key           is approximately 
 

   [24]. Since the number of wrong passwords 

inputs is controlled by the system, we obtain the following: 

 

 

- Game G4: In this game, adversary   tries to acquire session key SK through eavesdropped 

messages M1 = {V, Di, Fi, Tu} and M2 = {W, Gi, Ts}. As mentioned for G1,   cannot compute Ei 

because the master secret key s is only known to S. In addition, since the values V and W are 

based on the difficulty of ECDLP, it is impossible to compute the random numbers Nu and Ns. 
Thus, we obtain 

 

 

All session keys are random and independent, and the c value is not exposed to Adversary  . 
Therefore, it is clear that 

 

 

Combining Equations (1)-(6) and Lemma 1, the results are as follows: 

 

    
     

  
 

      
 

     

        
              

 

6.4 Simulation of the Proposed Scheme using AVISPA Tool 

In this subsection, we demonstrate that our scheme can withstand both passive and active 
attacks by simulating its use in the Automated Validation of Internet Security Protocols and 

Applications (AVISPA) tool [45]. 

6.4.1 Overview of AVISPA Tool 

The AVISPA is a formal tool that is widely used to verify protocol security. The protocol 

specification is written in High Level Protocols Specification Language (HLPSL) [49] and is 

translated into the Intermediate Format (IF) by a Translator HLPSL2IF. The result is then 
treated as the input value of the different back-end procedures. The back-ends provided by 

AVISPA consist of the On-the-fly Model-Checker (OFMC), Constraint Logic-based Attack 

Searcher (CL-AtSe), SAT based Model Checker (SATMC), and Tree Automata-based on 
Automatic Approximations for the Analysis of Security Protocols (TA4SP). In this paper, we 

first specify our authentication mechanism based on HLPSL and then derive the results of the 

simulation using two back-ends OFMC and CL-AtSe. 

6.4.2 Specifying the Proposed Scheme 

This section provides descriptions of the specifications of our scheme in HLPSL. We have 

implemented the basic roles for a user Ui and a server S for each phase, and we then specify the 

                        
     

      
 (4) 

                                   (5) 

            
 

 
 (6) 
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other roles for the session, environment, and goal. Fig. 5 shows that the role specification of 

the user Ui for our scheme. 
 

 

Fig. 5. Role specification in HLPSL for the user Ui 

 

During the registration phase, Ui sends {IDi, L} to S through a secure channel using the Snd( ) 

operation and a symmetric key SKuisj. The type declaration channel(dy) indicates that the 
channel is influenced by the Dolev-Yao threat model [50]. The model means that the attacker 

can control the communication channels and can intercept or eavesdrop on any messages sent 

by agents. The declaration secret({IDi, PWi, R1’}, sub1, {Ui}) indicates that the (IDi, PWi, R1) 
are only known to Ui. Then, Ui receives the smart card with the parameters {Ai, h(·), N, CID} 

from S using Rcv( ) operation. During the login and authentication phase, Ui generates a 

random number Nu and time-stamp Tu using the new( ) operation. The Ui computes V = NuP, I 

= NuPubs, Di = IDi ⊕ I, Ei = Ai ⊕ h(R1||PWi) and Fi = h(IDi||V||Ei||Tu). Ui then sends the login 
request message M1 = {V, Di, Fi, Tu} to S through a public channel. The declaration witness(Ui, 

Sj, user_server_t1, Tu’) indicates that Ui has a recently generated a time-stamp Tu for S. 

Similarly, the declaration witness(Ui, Sj, user_server_ni, Nu’) indicates that Ui has recently 
generated a random number Nu for S. Ui finally receives the authentication request message M2 

= {W, Gi, Ts} from S through a public channel. 

Fig. 6 shows the role specification of the server S for our scheme. In the registration phase, 
S receives the registration request message {IDi, L} from Ui. After receiving the message, S 

issues a smart card with parameters {Ai, h(·), N, CID} and sends it to Ui using the Snd( ) 
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operation and symmetric key SKuisj. During the login and authentication phase, S receives the 

login request message M1 = {V, Di, Fi, Tu} from the Ui through a public channel. S then 
generates a random number Ns and time-stamp Ts using a new( ) operation. Finally S computes 

W = NsP, J = NsV, sk = h(IDi′||h(s||IDi′)||I||J||Tu||Ts), and Gi = h(sk||IDi′||J||Ts), and send the 

authentication request message M2 = {W, Gi, Ts} to Ui through a public channel. The 

declaration witness(Sj, Ui, server_user_nj, Ns’) indicates that Ui has recently generated a 
random number Ns for Ui. The declaration request(Ui, Sj, user_server_ni, Nu’) indicates that S 

authenticates user Ui.  

 

 

Fig. 6. Role specification in HLPSL for the server S 

 

In Fig. 7, we have provided the specification in HLPSL for the roles including the session, 

environment, and goal. In the session segment, the participants in the communication, 

including the user and server, and other basic roles are instanced as concrete arguments. The 
environment segments cover the global constant, session composition and intruder knowledge. 

Finally, in the goal segment, several secrecy goals and authentication goals are specified. In 

our implementation, we have specified two secrecy goals and four authentication goals.  
 

 secrecy_sub 1: indicates that the values (IDi, PWi, R1) are only known to Ui.  

 secrecy_sub 2: indicates that the master key S is only known to S.  

 authentication_on user_server_t1: indicates that if S receives the time-stamp Tu, which is 
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generated by Ui, S then authenticates Ui. 

 authentication_on user_server_ni: indicates that if S receives the random number Nu, 

which is generated by Ui, S then authenticates Ui. 

 authentication_on server_user_t2: indicates that if Ui receives the time-stamp Ts, which 

is generated by S, Ui then authenticates S. 

 authentication_on server_user_nj: indicates that if Ui receives the random number Ns, 

which is generated by S, Ui then authenticates S. 

 

 

Fig. 7. Role specification in HLPSL for the session, environment and goal 

 

6.4.3 Simulation results 

This section describes the results of the simulation result conducted for our scheme. The 

results of the simulation under the OFMC and CL-AtSe back-ends are shown in Fig. 8, which 

clearly shows that our scheme is SAFE under each back-end. Therefore, it is obvious that our 

scheme can prevent passive and active attacks, including replay and man-in-the-middle 
attacks. 

 

 

Fig. 8. Simulation results under the OFMC and CL-AtSe back-ends 
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7. Performance of the Proposed Scheme 

In this section, we have compared the computational costs and execution time for the proposed 

scheme against other schemes [18-20, 24, 25, 27-29]. We then analyzed the memory capacity 
of the smart card and estimate the message exchange cost. 

In general, the computational cost is examined based on the respective operations in the 
authentication protocol. Accordingly, this analysis of the computational cost concentrates on 

the operations that are conducted by the members, such as the user and server. To evaluate the 

computational costs, we define the following computational parameters:  

 TH : the time to execute a one-way hash function 

 TM : the time of point multiplication in a group 

 TS : the time for symmetric key encryption/decryption  

 TE : the time of modular exponential  

 TA : the time of point addition in a group 

 TFe : the time for the fuzzy extractor 

Table 3 provides a summary of the comparison for the computational overhead. The results 

show that Mishra et al.’s [18], Xu et al.’s [19], Islam & Khan’s [20], Wazid et al.’s [24], Irshad 
et al.’s [25], Giri et al.’s [27], Amin & Biswas’s [28], Liu et al.’s [29], and the proposed 

scheme require total computational overheads of 24TH+3TS, 15TH+6TM, 16TH+8TM+1TA, 

28TH+3TM+3TS+2TA+4TFe, 29TH+13TM+5TS+3TFe, 17TH+3TE, 26TH+2TE, 20TH+6TM+4TS, and 

16TH+6TM+3TFe, respectively.  

 
Table 3. Computational overhead comparison 

Phases 
Schemes 

Registration  
Login and 

authentication 
Password 
change 

Total 

Mishra et al.’s [18] 4TH + 1TS 14TH + 2TS 6TH 24TH + 3TS 

Xu et al.’s [19] 2TH 12TH + 6TM 2TH 15TH + 6TM 

Islam & Khan’s [20] 2TH + 2TM 10TH + 5TM + 1TA 4TH + 1TM 16TH + 8TM + 1TA 

Wazid et al. [24] 6TH + 1TS + 1TFe 
14TH + 3TM + 2TS  

+ 2TA + 1TFe 
8TH + 2TFe 

28TH + 3TM + 3TS  

+ 2TA + 4TFe 

Irshad et al. [25] 
4TH + 1TM + 1TS 

+ 1TFe 
17TH + 11TM + 4TS  

+ 1TFe 
8TH + 1TM + 1TFe 

29TH + 13TM + 5TS  

+ 3TFe 

Giri et al.’s [27] 3TH + 1TE 9TH + 1TE 5TH + 1TE 17TH + 3TE 

Amin & Biswas’s [28] 5TH 13TH + 2TE 8TH 26TH + 2TE 

Liu et al.’s [29] 4TH 11TH + 6TM + 4TS 5TH 20TH + 6TM + 4TS 

Proposed Scheme 4TH + 1TFe 7TH + 6TM + 1TFe 5TH + 1TFe 16TH + 6TM + 3TFe 

 

Based on the results in Table 3, we performed an experiment on the execution time to obtain 

an objective comparison between our scheme and the other schemes [18-20, 24, 25, 27-29]. In 
order to measure the execution time for the authentication protocol, the following methods are 

generally used [37, 38]: (i) compute computational overhead, (ii) measure the execution time 

of the cryptographic operations used in the protocol, and (iii) substitute the measured time 

obtained by (ii) into (i). We performed a simulation to obtain the execution time of each 
cryptographic operation, and Table 4 shows our simulation environment and the measured 

value of each cryptographic operation. According to [51], the execution time of the fuzzy 
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extractor operation TFe is almost the same as that for the point multiplication operation TM. 

Thus, we assumed that these two operations consume the same amount of time. 
 

Table 4. Simulation environment and execution time for each operation 

Feature Description 

Operating system 64-bit Windows 8 

Compiler Visual C++ 2013 Software 

Cryptographic Library Crypto++ Library, 5.6.1 [52] 

Processor Intel(R) Core(TM) i5-4160 CPU, 3.60 GHz 

Memory (RAM) 8.0 GB 

Operations Execution time (seconds) Operations Execution time (seconds) 

TH ≈ 0.0002 s TE ≈ 0.521 s 

TM ≈ 0.062 s TA ≈ 0.006 s 

TS ≈ 0.0086 s TFe ≈ 0.062 s 

 
Table 5. Execution time comparison between our scheme and other schemes 

Schemes 
Feature 

Mishra et al.’s 
[18] 

Xu et al.’s  
[19] 

Islam & Khan’s 
[20] 

Wazid et al. 
[24] 

Irshad et al. 
[25] 

Execution time ≈ 0.0306 s ≈ 0.375 s ≈ 0.5052 s ≈ 0.4774 s ≈ 1.0408 s 

Schemes 
Feature 

Giri et al.’s 
[27] 

Amin & Biswas’s 
[28] 

Liu et al.’s  
[29] 

Proposed Scheme 

Execution time ≈ 1.5664 s ≈ 1.0472 s ≈ 0.4104 s ≈ 0.5612 s 

 

We used the results of the simulation (TH ≈ 0.0002 s, TM ≈ 0.062 s, TS ≈ 0.0086 s, TE ≈ 0.521 s, 

TA ≈ 0.006 s, TFe ≈ 0.062 s) to analyze the execution time of our scheme and other associated 

schemes [18-20, 24, 25, 27-29]. As shown in Table 5, we observed that the execution time of 
our proposed scheme requires 0.5612 s (16TH + 6TM + 3TFe ≈ 16×0.0002 s + 6×0.062 s + 

3×0.062 s). The execution time for Mishra et al.’s [18] (24TH + 3TS ≈ 24×0.0002 s + 3×0.0086 

s), Xu et al.’s [19] (15TH + 6TM ≈ 15×0.0002 s + 6×0.062 s), Islam & Khan’s [20] (16TH + 8TM 

+ 1TA ≈ 16×0.0002 s + 8×0.062 s + 1×0.006 s), Wazid et al.’s [24] (28TH + 3TM + 3TS + 2TA + 

4TFe ≈ 28×0.0002 s + 3×0.062 s + 2×0.006 s + 4×0.062 s), Irshad et al.’s [25] (29TH + 13TM + 

5TS + 3TFe ≈ 29×0.0002 s + 13×0.062 s + 5×0.0086 s + 3×0.062 s), Giri et al.’s [27] (17TH + 3TE 
≈ 17×0.0002 s + 3×0.521 s), Amin & Biswas’s [28] (26TH + 2TE ≈ 26×0.0002 s + 2×0.521 s), 

Liu et al.’s [29] (20TH + 6TM + 4TS ≈ 20×0.0002 s + 6×0.062 s + 4×0.0086 s) are 0.0306 s, 0.375 

s, 0.5052 s, 0.4774 s, 1.0408 s, 1.5664 s, 1.0472 s and 0.4104 s, respectively. The results show 

that our proposed scheme has satisfactory performance because we use lightweight operations 
including one-way hash operations and a point multiplication operation. On the other hand, the 

execution time for Giri et al. [27] and Amin & Biswas [28] using modular exponential 

operation of RSA cryptosystem require 1.5664 s and 1.0472 s, respectively, so these schemes 
are proven to ineffective. Compared with Mishra et al.’s [18] scheme based on symmetric key 

cryptography, the execution time of our scheme based on ECC was measured somewhat 

higher. However, symmetric key cryptography has a problem in that it becomes difficult to 

manage a key as the number of users communicating using the key increases [39]. In addition, 
when the sender and the receiver exchange keys, it is possible that the key will be captured by 

the attacker. Thus, we conclude that our proposed scheme also takes into account the needed 

efficiency. 
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Table 6. Comparison of the message exchange cost and memory capacity of the smart card 
Feature 

Scheme 
Login phase 

Authentication 
phase 

Total cost Smart card 

Mishra et al.’s [18] 416 bits 608 bits 1024 bits 768 bits 

Xu et al.’s [19] 512 bits 352 bits 864 bits 768 bits 

Islam & Khan’s [20] 512 bits 352 bits 864 bits 1088 bits 

Wazid et al. [24] 480 bits 640 bits 1120 bits 1184 bits 

Irshad et al. [25] 672 bits 640 bits 1312 bits 1088 bits 

Giri et al.’s [27] 1472 bits 288 bits 1760 bits 2656 bits 

Amin & Biswas’s [28] 1344 bits 288 bits 1632 bits 1504 bits 

Liu et al.’s [29] 416 bits 416 bits 832 bits 1120 bits 

Proposed Scheme 512 bits 352 bits 864 bits 1248 bits 

 

As shown in Table 6, we also compared the message exchange cost and the memory capacity 
of the smart card between our scheme and the other associated schemes [18-20, 24, 25, 27-29]. 

Based on [20, 28], we assume that the output length of the values for IDi, PWi, hash function, 
Ep(a, b), prime p and Pubs is 160 bits long, and a large integer n of RSA is 1024 bits long. We 

also assume that the random numbers R2 and R3, symmetric encryption/decryption Ek/Dk, 

fuzzy extractor value pari is 128 bits long, and time-stamp Tu, Ts is 32 bits long. In Liu et al.’s 

scheme [29], the communication packets consist of two parts, a login request M1 = {V, Fi, R2} 
and an authentication request M2 = {W, Gi, R3}. Thus, the message exchange cost for the login 

request is (160+128+128) = 416 bits, and the authentication request is also (160+128+128) = 

416 bits. In our proposed scheme, the messages composed of M1 = {V, Di, Fi, Tu} and M2 = {W, 
Gi, Ts}. Thus, the message exchange cost for the login request is (160+160+160+32) = 512 bits, 

and the authentication request is (160+160+32) = 352 bits. In terms of the smart card’s 

memory capacity, the smart card {Bi, P, Ep(a, b), Pubs, h(·), CID, Ci, Di} in Liu et al.’s scheme 

[29] requires (160×7) = 1120 bits. In our scheme, the smart card {Ai, P, Ep(a, b), Pubs, h(·), 
CID, Bi, Ci, pari} requires (160×7+128)=1248 bits. In conclusion, Table 6 shows that the 

message exchange cost for our proposed scheme is relatively lower when compared to those of 

the other schemes [18, 24, 25, 27, 28]. Even though our scheme needs slightly more memory 
capacity for the smart card than the other schemes, our authentication method guarantees 

safety against a various existing attacks, as is shown in Table 2. 

8. Conclusion 

In this paper, we analyzed the security weaknesses in Liu et al.’s scheme and demonstrated 

that their scheme uses an improper identification process for user biometrics and is susceptible 
to a server spoofing attack. In addition, we also showed that their scheme cannot provide a 

session key verification process. Therefore, we propose an extended version that addresses 

these defects. In our scheme, we use a fuzzy extractor to provide proper biometric 
identification and insert the session key verification process into the authentication phase to 

satisfy the requirements of the session key agreement. Our proposed scheme has been 

thoroughly assessed with respect to various security features, and a comparison of the 

performance of the proposed scheme against those presented in other studies was conducted. 
In conclusion, the proposed scheme is robust and exhibits a suitable efficiency. 
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