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Abstract 
 

A Wireless Sensor Network (WSN) is composed of several sensor nodes which are severely 
restricted to energy and memory. Energy is the lifeblood of sensors and thus energy 
conservation is a critical necessity of WSN. This paper proposes a clustering algorithm 
namely Energy Efficient Trustworthy Clustering algorithm (EETCA), which focuses on 
three phases such as chief node election, chief node recycling process and bi-level trust 
computation. The chief node election is achieved by Dempster-Shafer theory based on trust. 
In the second phase, the selected chief node is recycled with respect to the current available 
energy. The final phase is concerned with the computation of bi-level trust, which is 
triggered for every time interval. This is to check the trustworthiness of the participating 
nodes. The nodes below the fixed trust threshold are blocked, so as to ensure trustworthiness. 
The system consumes lesser energy, as all the nodes behave normally and unwanted energy 
consumption is completely weeded out. The experimental results of EETCA are satisfactory 
in terms of reduced energy consumption and prolonged lifetime of the network.   
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1. Introduction 

Wireless Sensor Networks (WSN) has gained substantial research interest, owing to the 
advancement of wireless communications. A WSN consists of numerous interconnected 
sensor nodes without any physical medium [1, 2]. With this captivating capability, WSN can 
be effectively deployed, even in human inaccessible areas.  Thus, WSN is the popular 
solution for creating emergency network, all at once. Some of the major applications of 
WSN are emergent networks, combat ground monitoring, healthcare monitoring and so on [3, 
4]. 

The sensor nodes are responsible for sensing, processing the data and communicating with 
other sensor nodes. These sensor nodes work in an orchestrated fashion to achieve common 
goal. All the tasks to be achieved depend solely on the energy or battery of the sensor nodes. 
As the WSN mainly serves for emergent situations, it is impossible to replace or recharge the 
batteries of the sensors. WSNs are energy constrained and thus, the available energy must be 
utilized efficiently.  

Energy consumption of a network is indirectly proportional to the lifetime of the network. 
Energy consumption and lifetime of the network are interrelated to each other. The poorer 
the energy utilization, the shortest is the lifetime of the network. In this case, the goal of the 
network cannot be achieved, as the network is short-lived. This is the serious threat to be 
addressed. There are several ways to reduce energy consumption in WSN, such as radio 
optimization, data reduction, sleep cycle scheduling and energy efficient clustering.  

A short-lived network cannot yield the fruit to the society. On realizing the 
aforementioned fact, this paper deals with the energy efficient clustering technique, in order 
to preserve energy and thereby improvising the lifetime of the network. The central theme of 
clustering is to accumulate certain number of nodes and a node with greater capability is 
elected as the cluster head.  

The cluster head manages all the operations of its constituent nodes. By this way, the 
cluster head preserves the energy of all its constituent nodes and the overall energy 
consumption is minimized. The cluster head takes charge of allocating resources to the 
cluster member nodes and reduces the communication overhead also. Besides this, a 
clustering algorithm improves the throughput, scalability and stability of the network.  
Several factors are needed to be kept in mind, while designing a clustering algorithm. For 
instance, forming many small clusters overcrowds the space and large cluster formation 
depletes the energy of cluster head.   

This paper presents a trustworthy clustering algorithm namely Energy Efficient 
Trustworthy Clustering Algorithm (EETCA), which designates the cluster head based on the 
trust score. The trust score determines the cluster head and the trust score is computed by 
packet delivery ratio and battery backup of the node. In order to have control over the size of 
the cluster, a threshold is fixed. This is because of realizing the fact that small or large sized 
clusters will not serve the purpose effectively.  

This work focuses on two different aspects of trust such as cluster member and cluster 
head trust. The cluster member trust involves the member and the cluster head. On the other 
hand, cluster head trust involves cluster head and base station. This algorithm is very 
efficient in terms of energy utilization and lifetime improvement. The work contributions of 
this research are highlighted below. 
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The major contribution of this work is a clustering algorithm for WSN which ensures 
energy efficiency. Besides this, the presented algorithm overthrows the malicious nodes from 
the network. 

• The chief node of the proposed clustering algorithm is selected by the trust score of 
two neighbourhood nodes. By this way, the most eligible node is elected as the chief 
node. 

• The chief node is vigilant against the misbehaviour and computes trust score for all 
of its constituent nodes. In case of a poor trust score, the chief node blocks the node. 

• The trust score computation of this work does not rely on a single node. For a 
constituent node, two scores are computed by the neighbourhood constituent node 
and the chief node. Thus, the trust score is more reliable. 

• When it comes to chief node, the trust score is computed by the neighbourhood chief 
nodes and the base station.  

• It is recognized that a single chief node must not be overburdened. Hence, the chief 
node is recycled as soon as the energy drops below energy threshold. 

• By incorporating trust mechanism, the trustworthy nodes alone can participate in the 
system and this considerably reduces the energy consumption by the nodes. 

• The computed trust score need not to be broadcasted to all the nodes, such that the 
communication overhead of the proposed algorithm is minimal. 

 
Most of the existing algorithms in the literature are not based on trust. When the trust 

based algorithms are taken into account, the energy consumption is found to be maximum. 
Besides this, most of the existing algorithms show communication overhead. Motivated by 
these existing algorithms, the proposed work aims to present a new trust based clustering 
algorithm with minimal energy consumption and communication overhead. 

The remainder of this paper is systematized as follows. The review of literature with 
respect to existing algorithms in WSN is presented in section 2. Section 3 presents the 
problem description and assumptions of this work. The proposed clustering algorithm is 
presented in section 4. The performance of EETCA is evaluated and the experimental results 
are presented in section 5. Finally, the concluding remarks are presented in section 6. 

2. Related Work 
This section reviews the existing literature with respect to trust based clustering 

algorithms. 

2.1 Trust based clustering algorithms 
Several trust based clustering algorithms are presented in the literature for WSN [5-10]. 

However, these works face certain issues with respect to energy constraints. A Group based 
Trust Management Scheme (GTMS) is presented in [11] for WSN. This algorithm computes 
the trust value for a group of nodes and it results in the reduction of memory consumption. 
However, GTMS consumes more energy while broadcasting feedbacks. 

In [12], a Hierarchical dynamic Trust Management Protocol (HTMP) is presented. This 
algorithm focuses on two different aspects of trust such as social trust and quality of service 
trust. However, this algorithm involves computational complexity which results in increased 
energy consumption.  
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A trust based cluster head election algorithm is presented in [13]. However, this algorithm 
does not focus more on trust. A trust based mechanism is presented in [14] to elect cluster 
head. This algorithm employs probability value for cluster head selection. The ordinary 
nodes join the cluster with respect to the trust value of the cluster head. This process is 
continued until all the nodes find their cluster head. However, this algorithm spares more 
energy. The improvised version of Low Energy Adaptive Clustering Hierarchy (LEACH) 
algorithm [15] is presented as LEACH-TM, which is based on trust [16]. This work selects 
cluster head based on the trust and the malicious nodes are detected. However, this algorithm 
consumes more energy and involves communication overhead. 

In [17], a secure and trustable routing scheme namely ActiveTrust is proposed for WSN. 
The major goal of this work is to combat against black hole attacks, which show impact over 
data collection. ActiveTrust deals with black hole attacks by creating several detection routes 
and the trust of nodes is measured. This work is proved to be energy efficient. A Trust and 
Energy Aware Routing Protocol (TERP) is presented in [18], which exploits a distributed 
trust scheme in order to identify and exclude the suspicious nodes. The routes are computed 
by taking the trust, energy and hop counts into account. This strategy provides a way to use 
the available energy in a balanced fashion and thereby increasing the network lifetime.  

The work proposed in [19] presents a trust derivation scheme by utilising game theoretic 
approach and is claimed as energy efficient. Initially, a risk strategy model is developed to 
study the cooperation of the sensor nodes, followed by which the trust is derived. It is 
claimed that this work provides security and is efficient. A trust management system is 
proposed in [20], which exploits fuzzy logic to compute the trust value of the path. In order 
to compute the trust value of the nodes, graph theory is utilized in association with the fuzzy 
logic. Additionally, a filtering algorithm is also proposed against attacks such as slandering, 
harbouring and so on.  

A trust based routing protocol namely E-STAR for WSN is proposed in [21]. The trust 
system computes multidimensional trust values for the nodes. These trust values are 
combined with the public key certificates of the nodes and are used to select the routes. This 
protocol improves packet delivery ratio and the stability of routes. In [22], an Efficient 
Distributed Trust Model (EDTM) is presented, which computes direct and indirect trust. The 
direct trust takes communication, energy and data trust into account, whereas the indirect 
trust considers the reliability and familiarity of trust into account. This work guarantees 
security by preventing several security attacks.  

Motivated by the above works, this paper intends to present a new clustering algorithm 
based on trust, which mainly focuses on energy conservation. The cluster head is elected by 
trust based mechanism and for every time interval, the trustworthiness of the nodes is 
checked. Though there are several works which intend to utilize trust concept for clustering, 
this work highlights itself in the following ways. Most of the existing trust based solutions 
consume more energy for trust value computation. Taking this as a challenge, this work aims 
to minimize the energy consumption by considering important trust metrics into account and 
thus, the trust score computation is made simpler. Besides this, the nodes are blocked 
whenever the trust score falls below the threshold. This improves the performance of 
EETCA further. 
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3. Preliminaries 

3.1 Assumptions 
This paper presents a clustering algorithm that is based on trust score. The trust score is 

computed by the packet delivery ratio, battery backup and the count of neighbour nodes. 
Packet delivery ratio can determine the forwarding tendency of the node and thus the 
behaviour of the node can be judged effectively. Battery backup is the primary requirement 
of any task to be accomplished.  

This algorithm takes battery backup into account, as an energy drained node cannot serve 
its purpose. A node is considered healthy, when it is surrounded by many neighbour nodes. 
Thus, neighbour node count is also considered in the computation of the trust score. This 
work assumes the following. 

• Only one base station with high energy backup is present in this network and is 
mobile. 

• The sensor nodes of this network are immobile and static. 
• Every node knows its location information, however they are not equipped with 

Global Positioning System (GPS) 
• A node in the network can be either cluster head or cluster member. 
• This paper denotes cluster head as the chief node and the cluster member as 

constituent node. 
• A constituent node can forward the packet to the chief node directly. 
• The chief node forwards the data to the base station via other chief nodes. 

The proposed algorithm well-suits the energy constrained WSN. The chief node recycling 
process, further improves the energy conservation. The communication overhead of the 
proposed work is very low. In substance, the overall energy consumption of the system is 
low, which in turn prolongs the lifetime of the network. 

4. Proposed Approach 

4.1 Overview of the work 
This paper intends to present a clustering algorithm, which aims at electing a chief node 

with respect to the trust score. As the chief node election banks on trust score, the most 
qualified node is selected. A threshold is fixed to control the size of the cluster. This is to 
prevent numerous small clusters and limited large clusters. Numerous small clusters 
overcrowd the network and introduce communication overhead. On the other hand, limited 
large clusters overburden the chief node and maximize the energy consumption. 

The energy of the chief node is monitored by the base station and in case of energy drop 
below the energy threshold, the chief node is recycled. As an added advantage, this work 
follows bi-level trust with respect to constituent and the chief node. All the aforementioned 
points justify that the energy consumption of this work is significantly reduced and the 
network is trustworthy. The effective utilization of energy paves way for improvisation of 
the network lifetime. The entire flow of the proposed algorithm EETCA is decomposed into 
three phases. They are 

 1. Chief node selection 
 2. Chief node recycling phase 
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 3. Bi-level trust estimation  
 The first phase of this work aims at electing the chief node, based on the computed 

trust score by Dempster-Shafer theory. The second phase is responsible for recycling the 
chief node, when the energy drops below the energy threshold. The third phase is concerned 
with the computation of trust score, so as to verify the trustworthiness of the nodes. The third 
phase computes the trust score for both constituent and chief nodes. The overall trust score 
depends on the trust metrics such as forwarding rate factor, packet consistency factor, battery 
backup and number of neighbours.  

4.2 Cluster establishment 
This work enforces a constraint that a cluster must possess twenty nodes only. A threshold 

to limit the cluster size is fixed as 20. This threshold is chosen based on the trial and error 
method. These optimal sized clusters utilize the energy effectively. The clustering algorithm 
chooses a node randomly and encircle around it, so as to enclose twenty nodes. This is 
followed by the computation of the trust score by employing Dempster-shafer theory, based 
on which the chief node is elected. 

4.2.1 Chief node selection 
The chief node of a cluster is selected with respect to the computed trust score. The 

proposed algorithm does not rely upon the trust assessment provided by a single node. 
Instead, two neighbourhood nodes calculate the trust score of each node and the computed 
trust scores are combined together. The value of this combined trust score is normalized 
between 0 and 1.  

The trust score of the nodes is computed by the Dempster-Shafer theory, which is also 
called as evidence theory. This theory was proposed by Arthur P. Dempster [23]. The main 
advantage of this theory is that it does not require any knowledge about the probabilistic 
theory. This theory is employed to club the trust scores computed by the two neighbourhood 
nodes of every node. 

A node can be claimed as trustworthy, not trustworthy and either of these [24]. This can 
be represented as  

 𝑞𝑞: 𝛿𝛿 = {𝑇𝑇𝑇𝑇,𝑇𝑇𝑇𝑇�����}                                                       (1) 
 The above presented equation states that the node q can be trust worthy or not 

trustworthy. The same equation can be explained by the rationale as below. 
𝑅𝑅 = {𝑇𝑇𝑇𝑇}                                                               (2) 
𝑅𝑅� = {𝑇𝑇𝑇𝑇������}                                                               (3) 
𝐷𝐷 = 𝛿𝛿                                                                      (4) 

 Equation 2 states that the node is trustable, whereas the 𝑇𝑇𝑇𝑇����� states that the node is not 
trustable. Finally, 𝐷𝐷 is a rationale that expresses the uncertainty that a node can be trustable 
or not. Consider that the probability function of reliability and unreliability of a node 𝑞𝑞 is 
denoted by 𝛽𝛽 and it is represented by the following equations. 

 

�
𝑃𝑃1(𝑅𝑅) = 𝛽𝛽
𝑃𝑃1(𝑅𝑅) = 0

𝑃𝑃1(𝐷𝐷) = 1 − 𝛽𝛽
                                                        (5) 
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�
𝑃𝑃1(𝑅𝑅) = 0
𝑃𝑃1(𝑅𝑅) = 𝛽𝛽

𝑃𝑃1(𝐷𝐷) = 1 − 𝛽𝛽
                                                              (6) 

 

 This is followed by the summation of trust scores being computed by the 
neighbourhood nodes of every node. The rationale takes all the three cases into account and 
presented in the equations between 7 and 9. 
𝑃𝑃1(𝑅𝑅)⊕𝑃𝑃2(𝑅𝑅) = 1

𝐾𝐾
[𝑃𝑃1(𝑅𝑅)𝑃𝑃2(𝑅𝑅) + 𝑃𝑃1(𝑅𝑅)𝑃𝑃2(𝐷𝐷) + 𝑃𝑃1(𝐷𝐷)𝑃𝑃2(𝑅𝑅)]                                  (7) 

𝑃𝑃1�𝑅𝑅�⊕ 𝑃𝑃2�𝑅𝑅� = 1
𝐾𝐾

[𝑃𝑃1�𝑅𝑅�𝑃𝑃2�𝑅𝑅�+ 𝑃𝑃1�𝑅𝑅�𝑃𝑃2(𝐷𝐷) + 𝑃𝑃1(𝐷𝐷)𝑃𝑃2�𝑅𝑅�                                 (8) 

𝑃𝑃1(𝐷𝐷)⊕𝑃𝑃2(𝐷𝐷) = 1
𝐾𝐾
𝑃𝑃1(𝐷𝐷)𝑃𝑃2(𝐷𝐷)                                                                                        (9)    

Where 𝐾𝐾 is given by  
𝐾𝐾 = 𝑃𝑃1(𝑅𝑅)𝑃𝑃2(𝑅𝑅) + 𝑃𝑃1(𝑅𝑅)𝑃𝑃2(𝐷𝐷) + 𝑃𝑃1(𝐷𝐷)𝑃𝑃2(𝑅𝑅) + 𝑃𝑃1�𝑅𝑅�𝑃𝑃2�𝑅𝑅�+ 𝑃𝑃1�𝑅𝑅�𝑃𝑃2(𝐷𝐷) +
𝑃𝑃1(𝐷𝐷)𝑃𝑃2�𝑅𝑅�+ 𝑃𝑃1(𝐷𝐷)𝑃𝑃2(𝐷𝐷)                                                                                               (10) 
 

 The first case symbolizes that both the neighbourhood nodes claim that a particular 
node is trustable. The second case illustrates the scenario in which both the neighbourhood 
nodes decide that the node is not trustable. The last case shows a scenario in which the node 
can either be claimed as trustable or not trustable. Fig. 1 presents the process of chief node 
selection. 

 

 
Fig. 1. Chief node selection 

 
The value of the summation of trust scores being computed by two neighbourhood nodes 

range from 0 and 1. The value of 1 notifies that the node is completely trustworthy. On the 
other hand, value 0 represents that the node is completely untrustworthy. The value of 0.5 
indicates that the node is partially trustworthy. In Fig. 1, it can be observed that there are 
three nodes with 0.9 as the trust score. In this case, the node with maximum number of 
neighbours is chosen as the chief node. The algorithm for chief node selection is presented 
below. 
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EETCA - Chief node election algorithm 

Input: Set of nodes 
Output: Clusters 
Begin 
Select a node in a random fashion; 
Draw a circle to enclose 20 nodes; 
Calculate P1 and P2; 
Ts=P1+P2; 
Pick the node with highest Ts; 
Declaration of chief node by BS; 
End; 
 
The attractive theme of chief node election is that the trust score computation does not rely 

upon a single node. Suppose, if the trust score computation is done by a single node then the 
computation is not reliable. This is because the node which computes the trust score may be 
untrustworthy. Thus, the trust score computation is done by two different neighbourhood 
nodes of a node. By this way, the trust score is computed for every node. The node with 
highest trust score is elected as the chief node. 

The chief node manages all the activities of its’ constituent nodes and hence the chief node 
must be qualified and trustworthy. In order to choose the most appropriate node as the chief 
node, this work employs a trustworthy scheme. The node with highest trust score is declared 
as the chief node. 

The chief node declaration is done by the base station. The base station is mobile and it 
starts to move for every time period. The base station checks for the trust scores of all the 
participating nodes and officially confirms the chief node. This is followed by the process of 
forwarding 𝐽𝐽𝐽𝐽𝐽𝐽𝐽𝐽 requests by the chief node to the neighbourhood nodes. 

 

4.2.2 Chief node recycling phase 
The objective of this phase is not to overburden the chief node, such that the energy of the 

chief node may get dropped suddenly. The chief node must have sufficient energy in order to 
perform all its tasks effectively. Hence, it is recognized that the same node cannot be 
retained as the chief node; if at all the node has got super power. However, this is not the 
case of this work. The chief node is one among all nodes but with greater trust score. Thus, 
the battery of the node may start to deplete than other nodes. 

The proposed chief node selection algorithm holds a threshold for 𝑚𝑚𝑚𝑚𝑚𝑚_𝑒𝑒𝑒𝑒𝑒𝑒 (minimum 
energy) and the 𝑡𝑡𝑡𝑡  (time to live). The threshold for 𝑚𝑚𝑚𝑚𝑚𝑚_𝑒𝑒𝑒𝑒𝑒𝑒 and 𝑡𝑡𝑡𝑡  is set as 0.6 and 60 
seconds. For every sixty seconds, the battery backup of the chief node is verified. In case, if 
the battery backup is more than the 𝑚𝑚𝑚𝑚𝑚𝑚_𝑒𝑒𝑒𝑒𝑒𝑒, then the chief node stays in the same position. 
The algorithm for chief node recycling process is presented below. 
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ECTMRA - Chief node recycling procedure 
Input : Chief nodes 
Begin 
Do check 
if (current energy ≤ 𝒎𝒎𝒎𝒎𝒏𝒏_𝒆𝒆𝒆𝒆𝒆𝒆) 
  Get approval from BS; 
  Recycle the node; 
End; 
End; 
 
On the other hand, suppose the battery backup gets to diminish before the expiry of 𝑡𝑡𝑡𝑡, 

then the chief node has to recycled all at once. Thus, the chief node is recycled if either of 
the conditions satisfy. This concept saves much energy as no single node is overloaded and a 
balanced energy sharing technique is followed.  

4.2.3 Bi-level trust computation  
This phase relies on two different aspects of trust, which focuses on the constituent node 

and chief node’s trust. The first phase elects the most trustworthy node as the chief node. 
However, any node can be compromised at any point of time by the adversary. Thus, it is 
mandatory to keep an eagle-eye over the network, so as to prevent the malicious activities of 
the node. 

To achieve this, the proposed algorithm computes the trust score of each node (constituent 
and chief node) for every period of time. The EETCA is claimed as trustworthy because it 
does not pay attention only towards chief node selection, but also maintains the 
trustworthiness of the entire network. The trust score is computed by the aggregation of 
several essential trust metrics and it is shown in Fig. 2. 

 
Fig. 2. Trust metrics of EETCA 

 
The trust score of constituent node is computed by the neighbourhood node and the chief 

node. Both these trust scores are summed up and normalised to determine the nature of the 
node. Similarly, the trust score of the chief node is calculated by the neighbourhood chief 
node and the base station. These computed trust scores are added and normalized. In both 
cases, if the computed trust score is too low then that particular node will be blocked.  

The chief node is given the authority to block its constituent node, in case of poor trust 
score. In case, if the trust score of the chief node is low then the base station blocks the chief 
node. In this scenario, the process of chief node election happens immediately. 
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As an added advantage, this algorithm does not rely upon a single node for the trust score 
computation. Instead, two different nodes are engaged in the computation of the trust score 
and the computed trust scores are aggregated. The aggregated trust score is normalized at last, 
so as to maintain the standard. The trust metrics considered by EETCA is presented below. 

4.2.3.1 Trust metrics of EETCA 
The proposed clustering algorithm relies on the trust score of the nodes. The trust score is 
computed by the blending significant trust metrics such as forwarding rate factor, packet 
consistency factor, battery backup and the number of surrounding neighbours. 

Forwarding rate factor decides the forwarding tendency of the node. Packet consistency 
factor checks for the consistency of the packet, being forwarded by the node. This is checked 
by comparing the packets of neighbour nodes. Battery backup is the lifeblood of all tasks in 
the network. A node is considered as healthy when it is surrounded by many neighbouring 
nodes.  

Thus, the proposed algorithm incorporates all the aforementioned trust metrics to compute 
the trust score and the node with greatest trust score is picked up. It is obvious that the most 
qualified node is chosen as the chief node. The sample trust metrics table is presented in 
Table 1. 
• Forwarding rate factor 

Forwarding rate factor determines the real forwarding tendency of a node. To illustrate the 
concept, three different cases are presented below. For instance, if a node forwards all the 
packets in a stipulated period of time, then the behaviour of the node is normal. In certain 
cases, the malicious nodes attempt to forward the packets in a repetitive fashion, so as to 
shatter the network. This type of attack is termed as replay attacks. Finally, a node may not 
show any interest in forwarding packets, which means that the node is completely selfish. 
Hence, a single trust metric can figure out the normal, selfish or malicious nodes.  
•  Packet consistency factor 

Packet consistency factor scrutinizes the original behaviour of the node. To exemplify this 
concept, consider a node A wants to forward a packet to node D, through intermediate nodes 
B and C. In this scenario, the node B may tamper the original packet and is a serious issue to 
be considered. As far as this scenario is concerned, there are two intermediary nodes B and C. 
Hence, the packet tamper can be done by either of these nodes. The packet consistency of 
node B and C are checked by nodes A, C and A, B respectively. Thus, the severity of packet 
tamper is considerably reduced. 

 
Table 1. Sample trust value table 

Trust metrics Value assignment 
(Ts) 

Description 

 
Forwarding rate factor 

1 Normal 
0.5 Either normal or abnormal 
0 Malicious 

 
Packet consistency 

factor 

1 Normal 
0.5 Tolerable level of tamper 
0 Severe data tamper 

 
Battery Backup 

1 Energy packed node 
0.5 Moderately energized node 
0 Zero energized 
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Neighbour count 

1 Healthy node 
0.5 Fit node 
0 Weak node 

 
•  Battery backup 

Battery backup is the heart of the node. A node can serve its purpose only when it has 
required energy. A node with low battery backup can die at anytime and thus, the intended 
task may not be achieved. Thus, battery backup is the most important trust metric. 

 
•  Neighbour count 

The final trust metric being considered by this work is the neighbour count. A node is 
considered as healthy, when it is surrounded by more number of neighbours. Hence, it is 
worthwhile to select a node with greater number of neighbours as the chief node. 

4.2.3.2 Trust score of constituent node 
The trust score of the constituent node is computed for every minute by a neighbourhood 

and the chief node. The value of the trust score of any node ranges from 0 to 8, as the two 
different trust scores are clubbed together. The computed value is normalized between 0 and 
1, to improve the readability and to maintain the standard.  The normalization of 
values is computed by the following equation. 

𝐽𝐽𝑁𝑁𝑒𝑒𝑚𝑚 = (𝑥𝑥−𝑎𝑎𝑐𝑐𝑙𝑙)×(𝑛𝑛ℎ−𝑛𝑛𝑙𝑙)
𝑎𝑎𝑐𝑐ℎ−𝑎𝑎𝑐𝑐𝑙𝑙

                                                                                                        (11) 

Where 𝑥𝑥 is any value ranging from 0 and 8, 𝑎𝑎𝑐𝑐𝑙𝑙 and 𝑎𝑎𝑐𝑐ℎ is the lower and upper limit of 
actual value which is 0 and 8 respectively. 𝑚𝑚ℎ 𝑎𝑎𝑚𝑚𝑎𝑎 𝑚𝑚𝑙𝑙 is the upper and the lower limit of the 
normalized value, which is 0 to 1. By this way, the trust score of the constituent node is 
determined and the value is stored in the trust table of the chief node. In case, if the 
computed trust score falls below 0.3, then the node is blocked by the chief node. The bi-level 
trust score computation is presented below. 

 
EETCA – Bi-level trust computation procedure 

Input: Constituent nodes, chief nodes 
Output : Trust scores 
Begin 
Case 1: Constituent nodes 
Declare neighbour node trust score computation as i; 
Declare chief node trust score computation as j; 
For every 60 seconds 
  Ts=i+j; 
 if (Ts≤ 𝟎𝟎.𝟑𝟑) 
  Notify chief node; 
  Block the node; 
Else 
  Store Ts in chief node; 
End; 
Case 2: Chief nodes 
Declare chief node trust score computation as i1; 
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Declare BS trust score computation as j1; 
For every 60 seconds 
  Ts1=i1+j1; 
 if (Ts1≤ 𝟎𝟎.𝟒𝟒) 
  Notify BS; 
  Block the node; 
Else 
  Store Ts1 in BS; 
End; 

 

4.2.3.3 Trust score of chief node 
The node with greatest trust score is elected as the chief node by the base station. However, 

it is not a good idea to eliminate chief nodes from trust score computation, as the node may 
get compromised by the adversary at any period of time. The trust score of the chief node is 
computed by the neighbourhood chief node and the base station for every period of time. 
The so computed trust scores are summed up together and normalised by the eqn.11. In case, 
if the trust score of the chief node is below 0.4, then the base station blocks the chief node. 
The process of chief node happens immediately and is initiated by the base station. The trust 
scores of all the chief nodes are maintained by the base station itself. 

5. Experimental Analysis 
The performance of the proposed algorithm is analysed by several experiments. The 

experimental area of the proposed work is set as 200 by 200 metres. The number of sensor 
nodes is 200. Certain malicious nodes are randomly distributed. The malicious nodes show 
less interest in forwarding packets and affect the consistency of packets. The malicious 
nodes can either be constituent or chief nodes. This work detects these sorts of malicious 
nodes and blocks them.  

The malicious nodes can be tracked when the threshold of trust score reached 0.3 in case 
of constituent nodes and 0.4 in case of chief nodes. Initially, all the nodes deployed in the 
network are trustworthy with trust score 1. However, the trust score starts to deteriorate 
when certain nodes involve in malicious activities. Thus, these malicious nodes can easily be 
figured out, as the trust score drops down.  

The most important trust metrics of this work are considered and the graphs are presented 
in figures 3 to 6. The malicious node detection with respect to trust score (Ts) is presented in 
Fig. 3. In Fig. 4, the average forwarding ratio of nodes is tested with respect to the varying 
rounds. It can be observed that the average forwarding ratio drops, as the trust score 
decreases. The consistency of the packets is evaluated by varying the number of rounds. The 
average packet forwarding ratio is evaluated in Fig. 5. All these trust metrics drop initially 
and grows afterwards. 
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Fig. 3. Malicious node detection wrt trust score 

 
Fig. 4. Average forwarding ratio wrt trust score 

             
Fig. 5. Average packet consistency wrt trust score 
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Fig. 6. Average packet forwarding ratio wrt trust score 

 
The energy consumption of EETCA is compared with the standard LEACH-TM protocol 

[16], Group based Trust Management Scheme (GTMS) [11] and Trust aware Low Energy 
Secure protocol TLES [25]. The energy consumption of nodes can be observed in Fig. 7. 
From the experimental results, it is evident that the energy consumption of EETCA is 
minimal. The reason for minimum energy consumption is that the proposed algorithm 
employs clustering technique, which consumes lesser energy. Besides this, the energy 
consumption is reduced, as the communication overhead of this work is found to be minimal. 
The communication overhead of EETCA is presented in Fig. 8. Whenever the trust score 
goes below the threshold, the corresponding nodes are blocked immediately. Thus, all the 
nodes present in the network are trustworthy and thus the energy consumption is reasonable. 

 
Fig. 7. Energy consumption analysis 
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Fig. 8. Communication cost analysis 

 
Fig. 9. Network lifetime analysis wrt to first node death 

 
Finally, the lifetime of the network is measured by varying the network size and is 

presented in Fig. 9. The lifetime of the network is calculated with respect to the death of the 
first node of the network. As the distance between the nodes increases, the power 
requirement of nodes increases. This leads to the reduction of the lifetime of the network. 
Comparing to LEACH-TM, GTMS and TLES, the lifespan of EETCA is longer. Besides this, 
lesser energy consumption improves the lifetime of the network. Thus, the proposed EETCA 
justifies itself by efficient energy utilization by incorporating a novel trust model and thereby 
improves the lifetime of the network. 
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6. Conclusion 
This paper proposes a new clustering algorithm namely Energy Efficient Trustworthy 

Clustering Algorithm (EETCA), which minimizes the energy consumption and thereby 
improves the lifetime of the network. WSN is energy constrained and it is impossible to 
replace to recharge the batteries of sensors all the time. For this sake, the available energy 
has to be utilized in an effective manner. Thus, a clustering algorithm based on trust metrics 
is presented for effective utilization of energy. The experimental results show that the 
proposed work is better than the LEACH-TM algorithm. In future, this work can be 
enhanced by focussing on mobile sensor network.  
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