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Abstract 
 

A novel key sharing fuzzy vault scheme is proposed based on the classic fuzzy vault and the 
Diffie-Hellman key exchange protocol. In this proposed scheme, two users cooperatively 
build their fuzzy vault for their shared key using their own biometrics. Either of the users can 
use their own biometrics to unlock the fuzzy vault with the help of the other to get their shared 
key without risk of disclosure of their biometrics. Thus, they can unlock the fuzzy vault 
cooperatively. The security of our scheme is based on the security of the classic fuzzy vault 
scheme, one-way hash function and the discrete logarithm problem in a given finite group. 
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1. Introduction 

Biometric-based authentication can enhance the security of users’ identity and has been 
widely applied to various fields now. Since the compromise of the data will be permanent, the 
security of biometric data itself is particularly important. Taking this into account, we need to 
store such data in a non-invertible transformed version to block unauthorized access. Fuzzy 
vault is a cryptographic construction proposed by Juels and Sudan in 2002 [1] to secure critical 
data with biometric data. In their fuzzy vault scheme, they used user's unique biometric data 
set to bind his/her secure data within a vault based on Reed-Solomon codes.  Legitimate users 
can recover their secure data by providing a biometric data set that overlaps to a definable 
amount with the original set. An attacker cannot obtain the user's secure data or the biometric 
data set even if they were able to obtain the vault itself. Diffie-Hellman key exchange scheme 
is a cryptographic protocol which provides users an authentic way who have no prior 
knowledge about each other to produce a shared key without their security being compromised. 
In some cases, the key is available only if both users' biometric data were presented. We 
propose a novel key sharing fuzzy vault based on the classical fuzzy vault and the 
Diffed-Hellman key exchange scheme. Only shall two users cooperate with each other, their 
shared fuzzy vault with a shared key will be built by using their own biometrics, and either 
user could use his/her biometrics to unlock the fuzzy vault with the help of the other to get 
their shared key. Neither user can obtain the shared key independently. The security of our 
proposed fuzzy vault scheme is based on the security of the classical fuzzy vault scheme, 
one-way hash function and the discrete logarithm problem in a given finite group. 

In Section 2, several versions of fuzzy vault scheme are introduced. Our proposed novel 
key sharing fuzzy vault scheme is specified in Section 3. Its simulation results and the security 
analysis of our proposed scheme are given in Section 4. Section 5 discusses our findings and 
some applications of our proposed scheme. 

2. Several Fuzzy Vault Schemes 
The classic fuzzy vault scheme was proposed by Juels and Sudan in 2002 and was revised in 
2006 [2]. The fuzzy vault is a scheme for the secure protection of personal data (which we will 
call a key) using a private message set which generally comes from the user’s unique 
biometrics. A fuzzy vault scheme includes the Locking Algorithm and the Unlocking 
Algorithm.  

A fuzzy vault scheme includes a finite field q with q a power of a prime and a 
Reed-Solomon decoding algorithm (RSDECODE). The most practical choice for 
RSDECODE is the Reed-Solomon decoding algorithm based on Newton's interpolation [3] or 
Lagrange interpolation polynomial. The following two algorithms for the fuzzy vault scheme 
are from the revised work of Juels and Sudan [2] with some minor changes. Its security is 
based on a polynomial reconstruction problem. 

2.1 Locking Algorithm 

INPUT:  Parameters n , t , and r  such that n t r q≤ ≤ ≤ , a pre-selected secret key qk∈ , a 

set 1{ }t
i iA a == , where i qa ∈  is distinct. 
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OUTPUT:  A fuzzy vault with { , ( , , )}V R n r q= . 

1. ,  ,  X R V ←∅ ; 

2. P k← , that is, k  is block-encoded into the polynomial of degree n  in q  as its 
coefficients; 
3. For 1i =  to t , do 

(1) ( , ) ( , ( ))i i i ix y a P a← ; 

(2) { }iX X x←  ; 

(3) {( , )}i iR R x y←  . 

4. For 1i t= +  to r , do 
(1) \i U qx X∈  ; 

(2) { }iX X x←  ; 

(3) \{ ( )}i U q iy P x∈  ; 

(4) {( , )}i iR R x y←  . 

5. Output R  or { ,  ( ,  ,  )}V R n r q= . 

To make sure that the information about the order of ix is safely chosen, the set R  should 
be output in a pre-determined order, e.g., the points in R  may be arranged in order of 
ascending x -coordinates, or in a random order. For security, the chaff points in the locking 
algorithm should be selected to intersect neither A  nor the polynomial P . Generally, V  
combining R  and ( , , )n r q  is called a fuzzy vault. 

2.2 Unlocking Algorithm 
INPUT:  A fuzzy vaultV , comprising parameter set ( , , )n r q , such that n r q≤ << , and a 
set R of r points with their two-dimensional coordinates belong to q . A query 

set 1{ } with t
i i i qB b b== ∈ . 

OUTPUT:  An element ' {' '}n
qk null∈  . 

1. Q ←∅ ; 
2. For 1i =  to t , do 

(1) If there exists some i qy ∈  such that ( , )i ib y R∈ , ( , )i iQ Q b y←  ; 

(2) Set 'k null←  if Q  has less than n  points; 

(3) Otherwise, set ' ( , )DECODEk RS n Q← ; 

3. Output 'k . 
Suppose that the fuzzy vault V  is created by Alice, and Bob tries to unlock V  to recover 

the key k . Bob uses his set B  to determine the codeword which encoded k  to get a possible 
key 'k . The set A  specifies the x -coordinates of the correct points that lie on the 
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polynomial P . If B  is close enough to A , it may identify a majority of these correct points. 
However, any divergence between A  and B  will bring error. This error or noise may be 
removed by a Reed-Solomon decoding algorithm if a majority of the points overlap. 

In 2012, Lin and Jie [4] combined the Diffie-Hellman key exchange scheme with fuzzy 
vault scheme and proposed a fuzzy vault scheme for key exchange, the FV-DH scheme. In that 
scheme, the two users used the Diffie-Hellman key exchange protocol to produce a shared key, 
either of them may use their private biometrics to build a fuzzy vault separately with real and 
chaff points mixed, and store their different vaults, including the shared key, on their own 
computers. Lin and Jie considered the users' fingerprints as the input biometrics in the fuzzy 
vault. If either user wants to unlock the fuzzy vault and obtain the key, they need to use their 
own fingerprints. The locking algorithm and unlocking algorithm for the FV-DH scheme is 
shown in Fig. 1 and Fig. 2.  

 
Fig. 1. FV-DH locking algorithm 

 

 
Fig. 2. FV-DH unlocking algorithm (for Alice) 

 
A key sharing fuzzy vault scheme, the KSFV scheme was also proposed by Lin and 

Mengsheng [5]. The scheme is that the users cooperatively built their shared fuzzy vault based 
on a Diffie-Hellman key exchange scheme. The two users can independently use their 
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personal biometrics to unlock the fuzzy vault to obtain the shared key. That article provides the 
motivation for the work reported here. The locking algorithm and unlocking algorithm for the 
FV-DH scheme is shown in Fig. 3 and Fig. 4. 

 

 
Fig. 3. KSFV-locking algorithm 

 
 

 
Fig. 4. KSFV-unlocking algorithm (for Alice) 
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In 2013, Thi Hanh Nguyen and Yi Wang [6] proposed and employed a chaff point 
generation algorithm to improve the performance and security of fingerprint fuzzy vault 
scheme. In 2014, Thi Thuy Linh Vo, Tran Khanh Dang and Josef Küng [7] proposed a method 
for storing the biometric fuzzy vault based on hash mapping and the method helps to prevent 
attacks via record multiplicity and stolen key attacks. 

3. A Novel Key Sharing Fuzzy Vault Scheme 
The Diffie-Hellman key exchange scheme [8] is a popular key sharing scheme for two parties 
to establish a shared secret key without any prior knowledge over an insecure communications 
channel. This established shared key can be used in any symmetric key algorithm, so the 
Diffie-Hellman key exchange scheme could also be applied to our work. 

Suppose that Alice and Bob want to establish a shared secret key for their future 
cryptographic applications using their biometrics, such as their fingerprints. They agree on a 
finite multiplicative group *

qG =  , where q  is a power of a large prime; and a cyclic subgroup 
g< >  of G , where g  is an element of some large prime order p . The parameters G , q , g , 

and p  are assumed to be public. If Alice or Bob want to obtain the key, they use their 
biometrics to unlock the fuzzy vault with the other's help. Neither of them can open the fuzzy 
vault independently. 

Our proposed scheme also consists of the locking and unlocking algorithms. The locking 
algorithm introduces a novel way to build the shared information by exchanging biometric 
data and binds the shared key to generate a shared fuzzy vault. The unlocking algorithm 
describes the method for recovering the shared key from the shared fuzzy vault by using users’ 
biometrics. 

3.1 Our Locking Algorithm 
Our proposed scheme consists of a locking algorithm and an unlocking algorithm. The locking 
algorithm introduces a novel way to build the shared information by exchanging biometric 
data and binds the shared key with the shared information to generate a shared fuzzy vault. The 
unlocking algorithm describes the method for recovering the shared key from the shared fuzzy 
vault by using users’ biometrics. 
INPUT:  A finite multiplicative group *

qG =  , where q  is a prime power; and one of its 

cyclic subgroup H g=< >  with a large prime order p ; positive integers n , 1s , 2s , Ar , and 

Br , where 1 2 1 2min{ , } ,  A Bn s s s s r r p≤ ≤ ⋅ ≤ << .  All these parameters are made public. 
OUTPUT:  { ,  ( , , )}AB ABV R p g n= , where ABR  is a set composed of much more than n  points 
with their coordinates *

q∈ . 

1. X , X , AG , BG , 'AFg , 'BFg , RQ , AR , BR ←∅ ; 
2. Alice and Bob produce their shared key based on Diffie-Hellman protocol: 

(1) Alice randomly selects a select key a G∈ , computes modag pα = , and sends α  to 
Bob; 
(2) Bob randomly selects a select key b G∈ , computes modbg pβ = , and sends β  to 
Alice; 
(3) Alice computes ( )aβ  and deletes a ; 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 10, NO. 9, September 2016                                4591 

(4) Bob computes ( )bα  and deletes b ; 
(5) (( ) mod ) (( ) mod )a bk H p H pβ α= =  (Since ( ) ( ) modb a ba ab a bg g g g p= = = , k  can be 
regarded as Alice and Bob's shared key); 

3. Alice and Bob construct a polynomial ( )P x  using the shared key k . That is, k  is divided 
into n  sections ( 0, , 1)ia i n= … − , which construct the polynomial coefficients 
of 1 2

1 2 1 0( ) n n
n nP x a x a x a x a− −
− −= + + + + ; 

4. Alice does the following steps: 
(1) Extract her private biometrics 1{( , , , ) | 1, , }A Ai Ai Ai AiF x y t i sθ= = … . (A fingerprint 
minutia represented by ( , , , )i i i ix y tθ  is composed of four elements: x  and y  
coordinates, angle , and type ); 
(2) For 11, ,i s=  , do 

(i) [ || ]Ai Ai Aiu x y= ; 
(ii) { ( , , )}A A Ai Ai Ai AiG G a u tθ← = ; 

(iii) Compute modAiug p , modAig pθ ; 
(iv) Set ( , , )Ai Aiu

i Aig g tθα = ; 

(v) ' ' { }A AF F
ig g α←  ; 

(vi) Send 'AFg  to Bob. 
5. Bob performs the same process (Step 4) as Alice to obtain jβ  and 'BFg . 

6. After receiving 'BFg  from Bob, Alice does 
(1) For 11, ,i s=  , 21, ,j s=  : 

(i) Compute ( , , )
, ( ) mod ( , , ) ( , , )Bj Bj Bj Ai Bj AiAi Ai Ai Aiu u ua u t

j i j Bj Bj Aip g g t g g t tθ θ θθα β= = = ∧ ; 

(ii) , , , ,( , ) ( , ( ))i j i j j i j ix y Pα α← ; 

(iii) ,{ }i jX X x←  ; 

(iv) , ,{( , )}R R i j i jQ Q x y←  . 

 (2) For 1 2 1l s s= ⋅ +  to Ar , do: 
(i) \l Ux g X∈ < > ; 

(ii) { }lX X x←  ; 
(iii) \ ( )l U ly g P x∈ < > ; 
(iv) {( , )}A R l lR Q x y←  ; 
(v) X ←∅ ; 

 (3) Send AR  to Bob. 
7. Bob does similar steps to generate BR  with the same real point set RQ , and 1 2Br s s− ⋅  chaff 
points. 
8. Set ( \ )AB A B RR R R Q=  . (Note that ( ) \ ( \ )AB A B R B A RR R R Q R R Q= =  ). 
9. Output { ,( , , )}AB ABV R p g n= . 
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The output ABV  is regarded as the key sharing fuzzy vault owned by both Alice and Bob. If 
one of them wants to restore the shared key k  they can use their own biometrics to restore the 
possible shared key with the help of the other by the following Unlocking Algorithm. This 
means that Alice or Bob cannot unlock the fuzzy vault if they do not cooperate with each other.  

 

Fig. 5. Proposed locking algorithm 

3.2 Our Unlocking Algorithm 

INPUT:  A finite multiplicative group *
qG =  , and one of its cyclic subgroup g< >  with 

large prime order p ; Alice and Bob's biometric sets ' { , , , | 1, , ' }A A A A
A w w w w AQ x y t w Qθ= =   

and ' { , , , | 1, , ' }B B B B
B v v v v BQ x y t v Qθ= =  , respectively; A set { , ( , , )}AB ABV R p g n=  

satisfying 1 2 1 2min{ , } , ,A Bn s s s s r r p≤ ≤ ≤ << , and the all points in * *
AB q qR ∈ ×  . 

OUTPUT: An element *' {' '}qk null∈  . 

1. RQ ←∅ ; 
2. If Alice wants to recover the shared key k , she performs the steps: 

(1) Extract her private biometrics and get ' { , , , | 1, , ' }A A A A
A w w w w AQ x y t w Qθ= =  ; 

(2) For 1, , 'Aw Q=  : 

(i) [ || ]A A A
w w wu x y= ; 

(ii) '' '' { ( , , )}A A A
A A Aw w w wQ Q a u tθ← = ; 

 (3) Send her identity information and a request to Bob to release the shared key. 
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3. After receiving the request and identity information from Alice, Bob checks Alice's identity. 
If it is false, Bob does not reply. If it is Alice's fourth request, Bob does not send her 
information about his biometrics. Instead, Bob sends Alice a message warning that her identity 
might be stolen. If it is true, he performs the steps: 

(1) Extract his private biometrics ' { , , , | 1, , ' }B B B B
B v v v v BQ x y t v Qθ= =   and compute 

'' { , , | 1, , ' }B B B
B v v v BQ u t v Qθ= =  . 

(2) Randomly select an element ( , , )B B B
c c cu tθ  from ''BQ , and compute 

1 ' ( , , ), {1, , ' }
B B
c cu B

c R Bg g t c Qθβ = ∈  . 
(3) Send 1 'β  to Alice. 

4. After receiving 1 'β  from Bob, Alice performs the steps: 

(1) For each fixed {1, , ' }Aw Q∈  , compute ( , , )( ') ( , , )
B B A A A

Aw a a w w wa u u tB
j ag g tθ θβ =  and set it to 

'wα . 

(2) If there exists some *
qy∈  such that ( ', )w ABy Rα ∈ , do 

(i) , ,( , ) ( ' , )i j i j wx y yα← ; 

(ii) , ,{( , )}i j i jQ Q x y←  ; 

(iii) If Q  has less than n  points, 1' ' 'k null← ; 
(iv) If Q  has no less than n  points, she uses Lagrange interpolation polynomial to get a 
key ''k  and does CRC to check it. If the possible key has the same CRC code with k , 

1' ''k k← ; Else, 1' ' 'k null← . 
(v) 1' 'k k← . 

5. Bob does similar steps as Alice to recover the possible shared key 'k . 
6. Output 'k . 

Figures Fig. 5 and Fig. 6 describe the locking and unlocking algorithm, respectively, using 
fingerprints as the example of biometric data.  

If Alice can provide biometrics 'AQ  that is close to or sufficiently overlaps AQ , or in other 
words, if 'AQ  contains no less than n  real points from her biometric features, she will 
recover their shared key successfully with Bob's assistance. Otherwise, she will fail to recover 
a correct shared key. From Guruswami and Sudan's polynomial reconstruction algorithm [9], 
if the query set RQ  contains at least 1 2min{ ', '}ns ns  real points, then there exists a 
polynomial time algorithm to reconstruct the correct polynomial ( )P x , and it follows that the 
real shared key k  can be successfully recovered. 

   Different from the FV-DH scheme proposed by Lin and Jie in which the users could unlock 
the vault, respectively, our scheme needs users’ cooperation to unlock the vault. So, without 
the help of the other, neither can unlock the vault in our scheme. Compared to the KSFV 
scheme proposed by Lin and Mengsheng, our scheme binds the key ( )H k  instead of k  used 
in their KSFV scheme within the vault which makes the key k much safer. In addition, Bob 
randomly chooses an element from ''BQ  and sends it to Alice in our scheme instead of 
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Fig. 6. Proposed unlocking algorithm (for Alice) 

 

sending all the biometric information to Alice in KSFV scheme. If an attack produces one 
correct point, he will be able to obtain the true shared key in KSFV scheme. That is, the 
attacker could obtain n  correct points by using the received n  correct points and his own 
single correct point which is enough to unlock the vault. However, in our proposed scheme the 
attacker still could not unlock the vault even if he has one or two correct points. The 
comparison of our proposed scheme to FV-DH and KSFV scheme is shown in Table 1. 

 
Table 1. Difference of the three schemes 

Scheme 

Locking Algorithm Unlocking Algorithm 

Key binding in 
the vault 

The number of 
real points 

The need of 
Bob’s assitance 

The number of 
elements 

received from 
Bob 

The number 
of real 
points 

Our proposed 
scheme ( )H k  m n+   No 0   n  

FV-DH scheme k  m n⋅   Yes n   m n⋅  

KSFV  
scheme k  m n⋅  Yes 1  n  

 

4. Simulation and Security Analysis 
In order to verify the correctness and feasibility of our proposed scheme, we use the C ++ 
program in Visual Studio 2010 platform to simulate the proposed scheme. The environment 
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used for our simulation is a HP pro 6300MT desktop computer with Intel i5-3470 3.2GHz, 
DDR3 1600MHz 4GB and Windows7 64-bit. The fingerprint database is created by us which 
is a pre-calibrated fingerprint database. The details of simulation are given as follows. 

To increase the security of our proposed scheme, we incorporate a further check of the user's 
identity based on a hash table. If the user is an attacker, error would occur in this check and it 
would produce an error. The simulation picture for the proposed scheme is shown in Fig. 7.  

 
Fig. 7. Homepage of our proposed scheme 

 

The simulation details are as follows: The system exchanges the information of the two 
users to produce a shared key based on Diffie-Hellman protocol. The shared key is divided 
into 9  parts as coefficients of the polynomial of degree 9, see Fig. 8.  

 
Fig. 8. Binding the shared key into the polynomial 
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The two users' fingerprints are registered as shown in Fig. 9, and we use our proposed 
scheme to produce a fuzzy vault based on the two users' biometrics (Fig. 10). Users’ genuine 
fingerprint information will never be stored.  
 

 
Fig. 9. Unlocking and release of the key 

 
Fig. 10. Successful unlocking and release of the key 

 

If one user wants to unlock the vault, they must ask for others' assistance. If the first user is 
valid, they unlock the vault and get the key (Fig. 11). Successful validation and key recovery 
steps are shown in Fig. 12 and Fig. 13, respectively. 
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Fig. 11. Successful valid user access 

 
Fig. 12. Waiting for key to be released 

 
Fig. 13. Successful release of the key 
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If an attacker attempts to use his own fingerprints to obtain the shared key, it’s impossible 

for him to pass the hash table test, hence he would be unable to unlock the fuzzy vault (see Fig. 
14).  

 
Fig. 14. Reject invalid user 

As the FV-DH scheme proposed by Lin and Jie and the KSFV scheme proposed by Lin and 
Mengsheng are all just detailed models, and the simulation data were not given in their papers. 
So the comparison of the performance between our proposed scheme and the two schemes 
cannot be given here. However, the time costs of our locking algorithm and unlocking 
algorithm are less than 18 milliseconds and 460 milliseconds, respectively. 

The pre-calibrated fingerprint database created by us contains 1000 fingerprint samples 
from 40 fingers, 25 samples per fingerprint. GAR (Genuine Acceptance Rate) and FAR (False 
Acceptance Rate) are used to evaluate the reliability of our scheme.  

We divide the 1000 fingerprint samples into two parts, part A and part B. We design two 
experiments to evaluate the reliability of our scheme. In the first experiment, the fingerprint 
samples in Part A are used as user Alice’s fingerprints and the fingerprint samples in Part B are 
used as Bob’s fingerprints. In the second experiment, the fingerprint samples in Part B are 
used as user Alice’s fingerprints and the fingerprint samples in Part A are used as Bob’s 
fingerprints. 

The simulation result of the first experiment shows that the GAR is 88% and the FAR is 0. 
The simulation result of the second experiment shows that the GAR is 85% and the FAR is 0. 
The GAR and FAR of the scheme proposed by Yanikoglu et al. in [10] is 100% and 98%, 
respectively. Compared with the scheme proposed by Vo et al. in [7], the simulation results of 
our scheme are better. 

The security of our proposed scheme is based on the security of the classical fuzzy vault 
and the discrete logarithm problem. Since Bob will also check Alice's identity when he 
receives a request, the security is also based on the security of the hash table. 

The security of our proposed scheme also depends on the number 1 22A Br r s s+ − ⋅ of chaff 
points included in the target set ABR of a total of 1 2A Br r s s+ − ⋅ points. Since many chaff points 
are added to ABR , there are many spurious polynomials which are similar to ( )P x , but 
incorrect. Thus, the larger is the number of such chaff points, the more difficult will be the task 
to identify the correct polynomial. 
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Table 2. Average attack number of times 
          A Br r+  

n  
160 180 200 220 240 

8 7.7×1033 5.9×1034  3.3×1035 1.4×1036 4.9×1036 
16 1.2×1063 8.9×1064  2.6×1066 4.4×1067  4.9×1068 

 
 

Table 3. Average attack time cost (years) 
          A Br r+  

n  
160 180 200 220 240 

8 9.7×1025 7.4×1026  4.1×1027 1.7×1028 6.2×1028 
16 1.5×1057 1.1×1058  3.2×1058 5.5×1059  6.2×1060 

 

The probability an attacker can obtain the real polynomial is ( ) ( )
1 2 1 2

1 1
A B

n n
s s r r s s
+ +
⋅ + − ⋅  if they 

do not have any favorable information. This approximates to 1 2

n

A B

s s
r r

 ⋅
 + 

for large Ar  and Br .  

If an attacker wants to unlock the fuzzy vault, the average attack numbers of times he 
should try are shown in Table 2. Here, the minutiae numbers of every user are chosen as 9 and 
the number of 1 2s s⋅  is 81. For convenience, we assume that an attempt of unlocking the vault 
costs 400 milliseconds. That means our computer can try 7.9×107 times to unlock the vault per 
year. The average attack time cost is shown in Table 3. 

The shared key and shared transferred biometrics are produced based on Diffie-Hellman 
key exchange scheme on a cyclic group H  of a large prime p . Thus, an attacker would obtain 
the key only if he could solve the discrete logarithm problem on H , and its complexity is 
about ( )O p . 

We transfer the users' biometrics into the corresponding fuzzy vault, containing all the 
chaff, etc., and it only store the transferred version. Hence, the original biometrics remain safe 
even if the transferred version were stolen. 

In addition, when Bob receives the request, he randomly selects one element 1'β , and 
sends it to Alice. Hence, Alice could get at most 3 elements as 'iβ  from Bob, and could 

produce 3 'AQ  correct points. She could unlock the vault since 3 ' 3AQ n n≥ ≥ . If the 
attacker has one minutiae in common with Alice, the probability of which is 1/4900, he could 
produce only 3  correct points which would be insufficient for him to unlock the vault. 
Suppose that Bob sends all the elements{ ' | 1, , ' }w Bw Qβ =   to Alice, rather than randomly 

selects one. Then if an attacker impersonated Alice's identity, he could receive 'BQ  correct 
points, and we know that if the attacker could provide one correct point, he would be able to 
obtain the true shared key, because he could obtain 'BQ  correct points by using the received 

'BQ  correct points and his own single correct point. It is also possible, of course, some real 
points are in common between two different fingerprints. 



4600                                                                Lin et al.: A Novel Key Sharing Fuzzy Vault Scheme 

Our proposed scheme ensures that the attacker cannot open the fuzzy vault if they do not 
have the right fingerprint, which in practice means less than n  correct points. Our proposed 
scheme has strong security as the authentication based on hash table will be required when a 
request is received. 

5. Conclusion 
We proposed a novel key sharing fuzzy vault scheme based on the classic fuzzy vault and the 
Diffie-Hellman key exchange scheme. The shared biometric information is used to enhance 
the security, as well as a hash table check of any users' validity. The proposed scheme is very 
secure and reliable since the security is based on the classic fuzzy vault scheme, one-way hash 
function and the discrete logarithm problem in a given finite group. 

Many information techniques have been applied in our daily life, the need for security of 
encryption and authentication mechanisms is vastly increasing. Biometrics are often used in 
encryption and authentication because it’s difficult to copy. Our proposed scheme is designed 
for situations where two persons need to keep a secure key, and is based on their biometrics, 
such as fingerprints. Our proposed scheme would provide enhanced security in the following 
several scenarios. 

Company financial records: such as safes, important assets and so on. For example, vaults 
which store the company's digital property require two persons to guard. The cashier and the 
finance manager could both make a fuzzy vault to keep the safe combination, or similar access 
information. Thus, neither can separately access to its details. 

Personal information: Important information which means a lot to the users, such as 
bidding file(s), college examination papers, and so forth. College examinations are very 
important to the students, and should be kept securely. Our proposed scheme would ensure no 
illegal access to the papers. 
     In addition, our scheme can also be developed and applied for key distributions in wireless 
sensor networks [11]. 
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