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Abstract 
 

Infrastructure as a Service (IaaS) encapsulates computer hardware into a large amount of 
virtual and manageable instances mainly in the form of virtual machine (VM), and provides 
rental service for users. Currently, VM anomaly incidents occasionally occur, which leads to 
performance issues and even downtime. This paper aims at detecting anomalous VMs based 
on performance metrics data of VMs. Due to the dynamic nature and increasing scale of IaaS, 
detecting anomalous VMs from voluminous correlated and non-Gaussian monitored 
performance data is a challenging task. This paper designs an anomaly detection framework to 
solve this challenge. First, it collects 53 performance metrics to reflect the running state of 
each VM. The collected performance metrics are testified not to follow the Gaussian 
distribution. Then, it employs independent components analysis (ICA) instead of principal 
component analysis (PCA) to extract independent components from collected non-Gaussian 
performance metric data. For anomaly detection, it employs multi-class Bayesian 
classification to determine the current state of each VM. To evaluate the performance of the 
designed detection framework, four types of anomalies are separately or jointly injected into 
randomly selected VMs in a campus-wide testbed. The experimental results show that 
ICA-based detection mechanism outperforms PCA-based and LDA-based detection 
mechanisms in terms of sensitivity and specificity. 
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1. Introduction 

As an important application paradigm of cloud computing, Infrastructure as a Service (IaaS) 
encapsulates hardware resources into a virtual resource pool, thus providing users with 
on-demand accessible, elastic, and scalable service. Along with the rapid development and 
widespread application of cloud computing, the scale and the complexity of an IaaS platform 
continue to grow. Thousands of, even tens of thousands of manageable instances (i.e., virtual 
machines, VMs) are included in an IaaS platform ([1]). Currently, VM anomaly incidents 
occasionally occur, which leads to performance issues, and even downtime. Therefore, 
anomaly detection (maybe combined with further anomaly identification and location) is a key 
function to ensure stable operation for IaaS. 

Usually, performance degradation or even downtime of VMs appears gradually along with 
anomalous consumption of physical or virtual resources including CPU, memory, I/O, and 
network. The anomalous consumption is reflected in various performance metrics of VMs. In 
order to better characterize a VM’s state, dozens or even hundreds performance metrics are 
collected ([2]). However, first, high-dimensional datasets increase the complexity of data 
processing, which causes much CPU time. Second, there exists much correlation and 
redundancy among performance metrics. Some metrics may even be mixed with measurement 
noise. This may reduce the accuracy of anomaly detection and thus lead to the requirement for 
feature extraction techniques. Last but not least, as testified in the experiments of Section 4.1, 
the collected performance metrics data under Cloud environment usually do not follow the 
Gaussian distribution. Therefore, the feature extraction techniques (e.g., PCA, LDA) based on 
Gaussian distribution assumption cannot guarantee excellent performance.  

In sum, detecting anomalous VMs from voluminous non-Gaussian monitored performance 
data (up to GB per day for a typical IaaS platform) is a challenging task due to the highly 
dynamic nature and increasing scale of IaaS. In order to successfully solve this issue, this 
paper designs an anomaly detection framework for IaaS, and proposes an anomaly detection 
algorithm based on independent components analysis (ICA) and Bayesian classification. One 
concern of this paper is to transform the original high-dimensional performance metric dataset 
into a low-dimensional space, while reserving the most useful information at the same time. 
Principal component analysis (PCA) is a traditional feature extraction and dimensionality 
reduction method. As an extension of PCA, ICA can extract independent components from 
non-Gaussian performance metric data. The experimental results show that ICA-based feature 
extraction preserves most relevant information in performance metric data, thus improving 
detection sensitivity and specificity. 

The main contributions of this paper are listed as follows: 1) It designs an anomaly detection 
framework, which can detect anomalous VMs from a large amount of VMs in IaaS; 2) It 
introduces ICA-based feature extraction and compares it with PCA-based technique; 3) It 
verifies the effectiveness of the designed detection framework through anomaly injection. 

2. Related Work 

2.1 Feature Selection and Feature Extraction 
Generally, in order to characterize the status of an observed system, people need to measure 
and collect variables which can reflect the system’s state. A feature is defined as any 
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individually measurable variable of an observed system ([3]). For a VM deployed upon a 
physical host in an IaaS environment, its performance is affected by both the VM itself and the 
underlying physical host. Therefore, any performance metrics from subsystems (including 
CPU, memory, I/O and network) of both the VM itself and the physical host can be measured 
to reflect the current healthy state of the VM. 

Note that, to avoid confusion, in the remainder of this paper, each original performance 
attribute of a VM or the underlying physical host is called a “(performance) metric”, while 
each component in the transformed data after PCA-based or ICA-based feature extraction is 
called a “feature”. 

Generally, in order to better understand the state of an observed system, as many metrics as 
possible should be collected. However, some metrics may be correlated, while other metrics 
may be noise. Feature selection or feature extraction can be introduced to extract most 
relevant information from original performance metric data, and reduce dimensionality as 
well. 

Feature selection techniques (e.g., [4], [5]) select an optimal subset of the original metrics 
based on some criteria. However, feature selection usually involves exhaustive searching all 
the possible subsets of the set of original metrics, thereby being time-consuming ([3]). In 
contrast, feature extraction techniques transform the original metric data into a lower 
dimensional feature space in which the information most relevant to the observed system is 
preserved ([6]). Usually, feature data represented by lower dimensional space are more likely 
to be separated into different classes, which is beneficial to the subsequent anomaly detection 
process. 

Note that, since the dimensionality of performance metric data can be reduced at the same 
time when extracting features, the following two terms, “dimensionality reduction” and 
“feature extraction”, are interchangeable in the remainder of this paper. 

PCA is a traditional feature extraction technology. It uses an orthogonal transformation to 
convert a set of observations of possibly correlated variables (i.e., metrics) into a set of values 
of linearly uncorrelated variables (i.e., features) called principal components. PCA was 
invented in 1901 by Karl Pearson ([7]). Since then, PCA is widely employed in many domains 
(e.g., [8][9]) as the traditional dimensionality reduction technology. 

ICA ([10]) is a powerful data analysis tools emerged in recent years. ICA is applied to find 
underlying independent factors or components from multivariate statistical data. It is 
considered as an extension of PCA and factor analysis (FA). 

The elementary idea of ICA was first proposed by Heranlt and Jutten in 1986 ([11]). Comon 
gave a rigorous mathematical definition of ICA in 1994 ([12]). Although the history of ICA is 
not long compared with PCA, it attracts more and more attention and becomes a hot research 
topic either in theory or application. From the application point of view, the prospect of ICA is 
very broad. Currently, ICA is mainly used in feature extraction, blind source separation, fault 
diagnosis and anomaly detection ([3], [13]), speech recognition, image processing, biomedical 
signal processing, financial time series analysis, data mining and other fields. 

FastICA ([14]) is an efficient and popular algorithm for ICA invented by Aapo Hyvärinen 
and Erkki Oja. The algorithm is based on a fixed-point iteration scheme maximizing 
non-Gaussianity as a measure of statistical independence. Due to the fast convergence merit of 
FastICA, this paper employs it to implement ICA-based feature extraction. 

Other linear dimensionality reduction technologies include linear discriminant analysis 
(LDA, [15]), non-negative matrix factorization (NMF). Non-linear dimensionality reduction 
technologies (e.g., isomap) are not considered in this paper due to high computational 
complexity. 
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2.2 Anomaly Detection of Distributed Systems 
Anomaly detection is an important issue that has been researched within diverse research areas 
and application domains including traditional computer networks ([13]), Ad-Hoc Networks 
([17]), Wireless Sensor Networks (WSNs) ([18]), Cloud computing systems ([2], [3], 
[19]-[25]). Anomalies are usually defined as patterns in data that do not conform to a 
well-defined notion of normal behavior ([16]). 

Chandola et al. ([16]) survey the researches on anomaly detection and provide a structured 
and comprehensive overview. Based on the underlying approaches adopted by existing 
techniques in anomaly detection, they classify these techniques into six different categories: 
classification-based, nearest neighbor-based, clustering-based, statistical, information 
theoretic, spectral. They analyze the advantages and disadvantages of the techniques in each 
category. They also discuss and compare the computational complexity of the techniques. 

In order to detect and prevent routing attacks (i.e., anomalies relative to normal routing) in 
WSNs, Hai et al. propose a lightweight intrusion detection framework ([18]). The proposed 
framework utilizes hierarchical architecture. Each sensor node is equipped with an IDS 
(Intrusion Detection System) agent, which includes two intrusion modules, i.e., local IDS 
agent and global IDS agent.  The framework minimizes the triggered intrusion modules, and 
reduces alert packets by using an over-hearing mechanism, thus consuming less energy.  

For anomaly detection in distributed systems including Cloud systems, existing researches 
in literature determine the current state of the system or components based on a variety of 
monitoring data including network traffic ([13]), system logs ([19]), system call, and 
performance metric data ([2], [3], [19]-[25]). 

For network anomalies (i.e., the network behavior deviates from its normal operational 
baseline), Palmieri et al. ([13]) develop a two-stage anomaly detection strategy. The first step, 
ICA, extracts the fundamental network traffic components. These obtained components are 
used to build the baseline traffic profiles needed in the second phase, i.e., machine 
learning-inferred decision trees, to classify the current network state as anomalous or normal. 
The designed detection mechanism is a binary classification scheme, and therefore cannot deal 
with multiple categories of network anomalies. 

Mi et al. ([19]) present a framework – CloudDiag, to diagnoses performance problems of 
Cloud computing systems. CloudDiag periodically collects the end-to-end tracing data 
(especially, execution time of method invocations), and employs a customized Map-Reduce 
algorithm to proactively analyze the tracing data. However, the collected monitoring data in 
CloudDiag cannot fully reflect the state of Cloud computing systems. 

In order to analyze the correlation of various performance metrics with failure occurrences 
in virtualization and non-virtualization environments, Guan et al. ([2]) design a Cloud 
dependability analysis framework - CDA. Fault injection agents inject random or specific 
faults into multiple layers including hypervisor, VMs, and applications. Health monitoring 
sensors reside on each cloud server and periodically record a set of health related performance 
metrics. The main purpose of CDA is to gain insight into the impact of virtualization on the 
cloud dependability. Therefore, the function of CDA is not comprehensive enough. It cannot 
automatically detect anomalous VMs. 

Sharma et al. ([21]) employ invariant relationships between performance metrics to detect 
and locate faults in distributed systems, where invariant refers to dependencies between two or 
more metrics that hold across time. However, the collected metrics in the anomaly detection 
system designed in this paper have no direct invariant relationships. 

Pannu et al. ([23]) present an adaptive anomaly detection (AAD) framework for Cloud 
computing infrastructure (i.e., IaaS). AAD monitors the health states of physical servers, and 
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constructs a hypersphere to cover the majority of sample points. Those sample points outside 
the hypersphere are identified as possible anomalies. AAD reports the identified anomalous 
states to operators for verification. The verified detection results will be input back to AAD for 
adaptation. However, a single hypersphere cannot accurately characterize VMs’ complicated 
and diversified behaviors. In addition, AAD cannot deal with multiple categories of 
anomalies. 

In order to cope with new threats to Cloud infrastructures, Watson et al. ([24]) propose an 
online anomaly detection approach based on one-class Support Vector Machine (SVM). The 
approach utilizes features gathered at the system and network levels of a Cloud node. For the 
raw features per process gathered at the system level, they build statistical meta-features such 
as the mean, variance and standard deviation of each feature across all processes. While the 
raw network features are extracted using the CAIDA CoralReef suite of tools. After feature 
extraction, the resulting feature vector totally includes 21 features, which is still a high value 
considering the voluminous monitored data collected from high-dynamic and large-scale 
Cloud systems. 

Since classic anomaly detection schemes fail in detecting anomalies in the process of VM 
live migration, Huang et al. proposes an adaptive scheme to detect abnormal statistics when 
VMs are migrated to new hosts ([25]). They extend classic Local Outlier Factors (LOF) 
approach by defining novel dimension reasoning rules to figure out the possible sources of 
anomalies. They adopt resources utilization statistics (i.e., performance metrics) monitored by 
System Activity Reporter (SAR) to characterize the behavior of a VM. VM live migration is 
outside the scope of this paper, but their research work provides a good reference for our future 
work. 

In sum, the anomaly detection framework under Cloud environment faces such challenges 
as high-dimensionality and diversity of monitoring data, the dependency among data, 
non-Gaussian monitored data, complexity and diversity of anomalies. Despite the above 
existing researches in designing anomaly detection frameworks under Cloud environment, a 
framework for accurately detecting anomalous VMs in real time under large-scale and 
high-dynamic Cloud environment is still a challenging work. For an IaaS environment, this 
paper introduces an ICA-based technique to extract features from collected performance 
metrics data of VMs and physical hosts, and further detect anomalous VMs. 

3. The Proposed Anomaly Detection Framework 
Fig. 1 illustrates the architecture of a typical Cloud data center. The physical hosts are 

grouped into several clusters, including computing clusters and storage clusters. The 
computing clusters constitute a virtual computing resource pool. Each host in a computing 
cluster is divided into multiple execution environments (i.e. VMs) and provides computing 
power. The management server is responsible for the allocation and management of virtual 
resources, such as VM creation, deletion, migration, computation and storage capacity 
assignment. Users can access their own VM instances in the Cloud data center across network, 
and deploy their application systems upon their VMs. 

Fig. 2 shows the hardware/software architecture of a physical host in computing clusters. 
Multiple VM instances run simultaneously on each physical host, sharing the whole 
underlying hardware resource. In an IaaS environment, VMs are mutually isolated. Anomalies 
in a VM will not affect other VMs. Therefore, this paper takes VMs in IaaS as the object of 
anomaly detection. 
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Fig. 1. The architecture of a Cloud data center. 

 

 
Fig. 2. The hardware/software architecture of a physical host. 

 
Fig. 3 illustrates the framework of the designed anomaly detection system. The data 

collection module in each VM transmits the collected performance metrics data to a dedicated 
monitoring server deployed in IaaS. The monitoring server stores the received performance 
data locally, and determines the state of each VM through two key modules: feature extraction 
and anomaly detection, which are discussed in detail in the following sections. 
 

 
Fig. 3. The framework of the designed anomaly detection system. 
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The list of detected anomalous VMs is sent to human operators for final validation. The 
validated detection results are stored in the samples database deployed in storage cluster. The 
database stores both normal and anomalous detected results (i.e., dimensionality reduced 
features samples plus corresponding labels) spanned the past period of time (e.g., a week or a 
month) as training samples for future automated detection. The number of stored samples 
depends on the assigned storage volume of the database. 

4. Data Collection and Feature Extraction 

4.1 Data Collection 
For a VM in an IaaS environment, the consumption of virtual hardware resources (including 
CPU, memory, disk I/O, network bandwidth) not only reflects the current running state of the 
VM, but also determines whether there exist anomalies in the VM. The healthy state of a VM 
also depends on the state of the underlying physical host. Therefore, the designed anomaly 
detection framework collects real-time performance metrics of VMs and physical hosts, and 
then detects anomalies based on the availability of physical/virtual resources. Since anomaly 
detection is based on the analysis of collected metrics, a guarantee for the designed detection 
system is to ensure the comprehensiveness and accuracy of collected metrics. 

The collected performance metrics can be classified into two categories: host performance 
metrics and network performance metrics, as shown in Fig. 3. Further, the metrics in the 
former category can be classified into four sub-categories: computation, storage, disk I/O, 
process. Totally, 53 performance metrics are collected, which are listed as follows: 

1) Computation resource performance metrics: the former 11 metrics listed in Table 1 
reflect the current computation resource utilization of a VM. 

2) Storage resource performance metrics: the 12 metrics (i.e., 12nd-23rd) listed in Table 1 
reflect the current storage resource utilization of a VM. 

3) Disk I/O performance metrics: the 9 metrics (i.e., 24th-32nd) listed in Table 1 reflect the 
current disk I/O performance of a VM. 

4) Process performance metrics: the 6 metrics (i.e., 33rd-38th) listed in Table 1 reflect the 
current process performance of a VM. 

5) Network performance metrics: the 15 metrics (i.e., 39th-53rd) listed in Table 1 reflect the 
current network performance of a VM. 

 
Table 1. The collected performance metrics 

Metrics Description 
cpu_idle Percentage of CPU idle time. 
cpu_user Percentage of CPU utilization that occurred while executing at the user level. 
cpu_system Percentage of CPU utilization that occurred while executing at the system level. 

cpu_nice 
Percentage of CPU utilization that occurred while executing at the user level with nice 
priority. 

cpu_iowait Percentage of CPU time waiting I/O operations. 
cpu_irq Percentage of CPU time spent to service hardware interrupts. 
cpu_softirq Percentage of CPU time spent to service software interrupts. 
cpu_cs Percentage of CPU time for process switch. 
cpu_running Number of running tasks in queues. 
vcpu_run Runtime of VCPU 
vcpu_run_rate Percentage of VCPU utilization 

continued 
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Metrics Description 
mem_swapd Amount of occupied swap space. 
mem_free Amount of available memory. 
mem_buf Buffer size of block device. 
mem_cache Buffer size of character device. 
mem_si Amount of virtual memory per second read from physical disk. 
mem_so Amount of virtual memory per second written to physical disk. 
mem_total Total amount of physical memory. 
mem_slab Amount of memory for kernel. 
vmem_cur Amount of virtual memory in VM. 
vmem_rate Utilization rate of virtual memory in VM. 
vmem_max Maximum amount of occupied virtual memory in VM. 
vmem_max_rate Maximum utilization rate of virtual memory in VM. 
disk_await The average wait time (in milliseconds) for I/O requests issued to the device to be served. 
disk_svctm The average service time (in milliseconds) for I/O requests issued to the device to be served. 
disk_util Percentage of I/O time per second. 
disk_r Number of operations of reading I/O devices per second. 
disk_w Number of operations of writing I/O devices per second. 
disk_queue Average length of I/O queues. 
disk_rq Average amount of data in an I/O operation. 
vbd_rd Number of operations of reading virtual block devices per second. 
vbd_wr Number of operations of writing virtual block devices per second. 
pro_size Total amount of memory occupied by processes. 
pro_share Total amount of share memory occupied by processes. 
pro_cpu Percentage of CPU time occupied by processes. 
pro_mem Percentage of memory occupied by processes. 
pro_time Total CPU time occupied by processes. 
pro_thread_count Number of threads. 
net_rx_byte Network data received per second. 
net_tx_byte Network data transmitted per second. 
net_rx_packet Number of received packets per second. 
net_tx_packet Number of transmitted packets per second. 
net_rx_loss Number of lost packets in receiving per second. 
net_rx_loss Number of lost packets in transmitting per second. 
icmp_rx_ packet Number of received ICMP packets per second. 
icmp_tx_packet Number of transmitted ICMP packets per second. 
icmp_rx_loss Number of unreachable packets in received ICMP packets per second. 
icmp_tx_loss Number of unreachable packets in transmitted ICMP packets per second. 
net_load Network load rate. 
vnet_rx Virtual network data received per second. 
vnet_tx Virtual network data transmitted per second. 
vnet_rx_rate Rate of virtual network data received per second. 
vnet_tx_rate Rate of virtual network data transmitted per second. 

 
In order to testify the probability distribution of collected performance metrics, all metrics 

of a random selected VM are sampled every 10 seconds lasting 3 hours. Therefore, 1080 
sampled values are obtained. In Fig. 4, four performance metrics are optionally chosen, and 
their histograms are plotted. From this figure, it is testified that the performance metrics data 
under Cloud environment usually do not follow the Gaussian distribution. 
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Fig. 4. The histograms of four optionally chosen performance metrics. 

4.2 Notations and Preliminaries 
1) In this paper, an italic and lowercase letter (maybe with one or multiple subscript(s)) (e.g., 

𝑥𝑥𝑖𝑖𝑖𝑖) represents a scalar value. 
2) A bold and lowercase letter (maybe with a subscript) (e.g., 𝐱𝐱𝑖𝑖 ) represents a vector; 

moreover, all vectors in this paper are column vectors. 
3) A bold and uppercase letter (e.g., 𝐗𝐗) represents a matrix. 
4) An italic and uppercase letter (e.g., 𝑋𝑋) represents a random variable. 
5) A bold, italic and uppercase letter (e.g., 𝑿𝑿) represents a random vector. Random vectors 

in this paper are also column vectors. 
Assume that an observed system has m metrics, {𝑋𝑋𝑖𝑖}, i = 1, …, m. Each metric can be 

considered as a random variable. These m metrics constitute a random vector, 𝑿𝑿. 

𝑿𝑿 = �

𝑋𝑋1
𝑋𝑋2
⋮
𝑋𝑋𝑚𝑚

�.                                                               (1) 

The data of these m metrics in t time points are sampled, whose values constitute an m-by-t 
original data matrix, 𝐗𝐗, as shown in Equation (2), e.g, in this paper, m = 53, and t = 360 
(sampled every 10 seconds lasting 1 hour). 

In 𝐗𝐗, each row represents all the sample data of a performance metric, 𝑋𝑋𝑖𝑖 ; while each 
column represents the sampling values of all metrics in a point-in-time. 

𝐗𝐗 = �

𝑥𝑥11 𝑥𝑥12 𝑥𝑥13 … 𝑥𝑥1𝑡𝑡
𝑥𝑥21 𝑥𝑥22 𝑥𝑥23 … 𝑥𝑥2𝑡𝑡
⋮ ⋮ ⋮ ⋱ ⋮

𝑥𝑥𝑚𝑚1 𝑥𝑥𝑚𝑚2 𝑥𝑥𝑚𝑚3 … 𝑥𝑥𝑚𝑚𝑡𝑡

�                                            (2) 

Assuming the data matrix 𝐗𝐗 is zero-mean (i.e., centered), then the covariance matrix of the 
random vector 𝑿𝑿 or the data matrix 𝐗𝐗, denoted as 𝐂𝐂𝐗𝐗, can be obtained by: 

𝐂𝐂𝐗𝐗 = 1
𝑡𝑡−1

𝐗𝐗𝐗𝐗𝑇𝑇.                                                        (3) 
𝐂𝐂𝐗𝐗 has the following properties: 
1) 𝐂𝐂𝐗𝐗 is an m-by-m symmetric matrix. 
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2) The diagonal element of 𝐂𝐂𝐗𝐗, 𝜎𝜎𝑋𝑋𝑖𝑖𝑋𝑋𝑖𝑖
2 , is the variance of metric 𝑋𝑋𝑖𝑖. 

3) The non-diagonal element of 𝐂𝐂𝐗𝐗, 𝜎𝜎𝑋𝑋𝑖𝑖𝑋𝑋𝑗𝑗
2 , is the covariance between metrics 𝑋𝑋𝑖𝑖 and 𝑋𝑋𝑖𝑖. 

𝐂𝐂𝐗𝐗 reflect the degree of data redundancy or noise: 
1) A larger diagonal element indicates a stronger signal, which means it is a more important 

metric. However, a smaller diagonal element indicates the corresponding metric may be a less 
important one or there exist noise in the corresponding metric. 

2) The values of non-diagonal elements correspond to the degree of redundancy (linear 
correlation) between metrics. 

4.3 PCA-based Feature Extraction 
PCA makes four assumptions ([26]): 1) Gaussianity; 2) Linearity; 3) Large variances have 

important structure; 4) the principal components are orthogonal. 
PCA tries to solve an orthogonal transformation, which can best re-express original data.  

Let 𝐘𝐘 = 𝐏𝐏𝑇𝑇𝐗𝐗  be the transformed new m-by-t data matrix. PCA minimizes redundancy 
between transformed features (i.e., the non-diagonal elements of 𝐂𝐂𝐘𝐘 should be as small as 
possible), and maximizes transformed features (i.e., the diagonal elements of 𝐂𝐂𝐘𝐘 should be as 
large as possible and in descending order). 

The linear transformation from 𝐗𝐗 to 𝐘𝐘 is given by: 
𝐘𝐘𝑚𝑚×𝑡𝑡 = 𝐏𝐏𝑚𝑚×𝑚𝑚

𝑇𝑇 𝐗𝐗𝑚𝑚×𝑡𝑡.                                                       (4) 
Assume that the eigenvalues of 𝐂𝐂𝐗𝐗  are 𝜆𝜆1,𝜆𝜆2, … , 𝜆𝜆𝑚𝑚  (in descending order), the 

corresponding eigenvectors are 𝐩𝐩1,𝐩𝐩2, … ,𝐩𝐩𝑚𝑚. According to the knowledge in linear algebra, 
the eigenvectors, 𝐩𝐩1,𝐩𝐩2, … ,𝐩𝐩𝑚𝑚  (in the form of column vectors), form a matrix, 𝐏𝐏 . The 
transpose, 𝐏𝐏𝑇𝑇, is just the required transformation matrix. The eigenvectors, 𝐩𝐩1,𝐩𝐩2, … ,𝐩𝐩𝑚𝑚, 
also constitute the set of orthonormal bases for transformed data matrix. 

For dimensionality reduction, assuming the cumulative contribution rate of the former s 
principal components meets the threshold h (e.g., 0.85 or 0.90), namely: 

∑ 𝜆𝜆𝑖𝑖𝑠𝑠
𝑖𝑖=1

∑ 𝜆𝜆𝑖𝑖𝑚𝑚
𝑖𝑖=1

≥ ℎ,                                                               (5) 

then the former s principal components constitutes the transformation matrix 𝐏𝐏𝑠𝑠𝑇𝑇 to transform 
the original data matrix 𝐗𝐗 into a new data set with s dimensionalities, and 𝐘𝐘𝑠𝑠 = 𝐏𝐏𝑠𝑠𝑇𝑇𝐗𝐗 is the 
s-by-t data matrix with reduced dimensionality. 

Therefore, PCA-based feature extraction works as follows: 
Step 1: First, it organizes the sampled data into an m-by-t original data matrix, 𝐗𝐗, where m is 

the number of performance metrics, t is the number of samples. 
Step 2: It centers the data matrix, 𝐗𝐗; and computes the covariance matrix of 𝐗𝐗, i.e., 𝐂𝐂𝐗𝐗. 
Step 3: It computes the eigenvalues of 𝐂𝐂𝐗𝐗 (denoted as 𝜆𝜆1,𝜆𝜆2, … , 𝜆𝜆𝑚𝑚, in descending order), 

and obtains the corresponding eigenvectors, denoted as 𝐩𝐩1,𝐩𝐩2, … ,𝐩𝐩𝑚𝑚. 
Step 4: Assuming the cumulative contribution rate of the former s principal components 

meets a pre-defined threshold h, it then takes the former s eigenvectors, 𝐩𝐩1,𝐩𝐩2, … ,𝐩𝐩𝑠𝑠 , to 
constitute the transformation matrix, 𝐏𝐏𝑠𝑠𝑇𝑇. 

Step 5: It transforms the original data matrix using 𝐏𝐏𝑠𝑠𝑇𝑇, i.e., 𝐘𝐘𝑠𝑠 = 𝐏𝐏𝑠𝑠𝑇𝑇𝐗𝐗. 

4.4 ICA-based Feature Extraction 
ICA is a data analysis method finding underlying factors or components from multivariate 
statistical data. The essential difference distinguishing ICA from PCA is that ICA finds both 
statistically independent and non-Gaussian components in multivariate data. 
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Assume that the multivariate data collected from an observed system consist of m metrics. 
ICA seeks a transformation function from an m-dimensional space to an n-dimensional space 
such that the transformed variables are the underlying factors or components of the observed 
data; moreover, the obtained components are expected to describe the essential structure of the 
data or even generate the data. 

This paper first assumes the number of independent components is equal to the number of 
observed variables (i.e., m = n), which in fact is not a rigorous assumption in ICA. 

ICA only considers linear transformation. Therefore, every underlying component, denoted 
as 𝑌𝑌𝑖𝑖, is represented as a linear combination of the observed variables: 

𝑌𝑌𝑖𝑖 = ∑ 𝑤𝑤𝑖𝑖𝑖𝑖𝑋𝑋𝑖𝑖𝑖𝑖 , 𝑖𝑖, 𝑗𝑗 = 1, … ,𝑚𝑚.                                             (6) 
where 𝑤𝑤𝑖𝑖𝑖𝑖  are some coefficients needed to solve. The above linear transformation can be 
expressed as a matrix multiplication: 

�

𝑌𝑌1
𝑌𝑌2
⋮
𝑌𝑌𝑚𝑚

� = 𝐖𝐖𝑚𝑚×𝑚𝑚 �

𝑋𝑋1
𝑋𝑋2
⋮
𝑋𝑋𝑚𝑚

�.                                                   (7) 

In ICA, the principle determining 𝐖𝐖 is independence, i.e., the components 𝑌𝑌𝑖𝑖  should be 
statistically independent. ICA makes the following two basic assumptions ([10]): 

1) The components underlying the observed data (or generating the data) are assumed 
statistically independent. 

2) The components underlying the observed data must have non-Gaussian distributions. 
ICA does not make any assumptions about the gaussianity of the observed data. Considering 

the non-gaussianity of the performance metrics, ICA is more appropriate than PCA for feature 
extraction when applied to anomaly detection in IaaS. 

A useful pre-processing step in ICA is whitening. In ICA-based feature extraction, the 
whitening problem is concreted as: given the original data matrix, 𝐗𝐗 , find a linear 
transformation, 𝐕𝐕, such that the transformed data matrix, 𝐙𝐙 = 𝐕𝐕𝐗𝐗, is white. 

Assume 𝐄𝐄 = [𝐩𝐩1,𝐩𝐩2, … ,𝐩𝐩𝑚𝑚] is the matrix whose columns are the unit-norm eigenvectors of 
the covariance matrix, 𝐂𝐂𝐗𝐗; 𝐃𝐃 = 𝑑𝑑𝑖𝑖𝑑𝑑𝑑𝑑(𝜆𝜆1,𝜆𝜆2, … , 𝜆𝜆𝑚𝑚) is the diagonal matrix whose diagonal 
elements are the eigenvalues of 𝐂𝐂𝐗𝐗, then a linear whitening transform is given as: 

𝐕𝐕 = 𝐃𝐃−1/2𝐄𝐄𝑇𝑇.                                                          (8) 
After whitening, ICA projects the data matrix 𝐗𝐗 into a data matrix 𝐘𝐘 as below: 

𝐘𝐘 = 𝐖𝐖𝐗𝐗.                                                               (9) 
The goal of ICA is to find an optimal projection matrix, 𝐖𝐖, such that the transformed 

features 𝑌𝑌𝑖𝑖 are maximally independent, measured by some statistics or functions ([10]), such 
as kurtosis, negentropy, and non-Gaussianity. In general, ICA employs an iterative process to 
search for 𝐖𝐖 . FastICA ([14]) is a fast converged ICA algorithm, which is based on a 
fixed-point iteration scheme maximizing non-Gaussianity. 

The FastICA algorithm works as follow: 
Step 1: It centers the m-by-t original data matrix 𝐗𝐗 = [𝐱𝐱1 𝐱𝐱2 ⋯ 𝐱𝐱𝑡𝑡] to make its mean 

zero. 
Step 2: It whitens the data to give a new white data matrix 𝐙𝐙 = [𝐳𝐳1 𝐳𝐳2 ⋯ 𝐳𝐳𝑡𝑡]. 
Step 3: It chooses the number of independent components to estimate, s. 
Step 4: It chooses a random initial matrix, 𝐖𝐖 = [𝐰𝐰1,  𝐰𝐰2, … ,𝐰𝐰𝑠𝑠], where ‖𝐰𝐰𝑖𝑖‖ = 1. 
Step 5: For i = 1 to s 
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𝐰𝐰𝑖𝑖
+ = 1

𝑡𝑡
∑ 𝐳𝐳𝑖𝑖𝑡𝑡
𝑖𝑖=1 (𝐰𝐰𝑖𝑖

𝑇𝑇𝐳𝐳𝑖𝑖)3 − 3𝐰𝐰𝑖𝑖,                                        (10) 

𝐰𝐰𝑖𝑖 = 𝐰𝐰𝑖𝑖
+/‖𝐰𝐰𝑖𝑖

+‖.                                                  (11) 
The above iterative process ensures that the iteration approaches the maximal independence 

(Equation 10), and that ‖𝒘𝒘𝑖𝑖‖ = 1 (Equation 11). 
Step 6: It symmetrically orthogonalizes the matrix 𝐖𝐖 by: 

𝐖𝐖 = 𝐖𝐖(𝐖𝐖𝑇𝑇𝐖𝐖)−1/2.                                               (12) 
Step 7: If �1 − �𝐰𝐰𝑖𝑖

𝑇𝑇𝐰𝐰𝑖𝑖�� < 𝛿𝛿, where δ is a small predefined threshold which indicates the 
end of the iteration, FastICA converges; Otherwise, it goes to step 5 for next iteration. 

In practice, FastICA works very well on performance metric data. It converges very fast. 
The convergence speed is cubic ([14]). 

5. Anomaly Detection 

5.1 Definitions 
Combining the definitions in literature ([13], [16]), the formal definitions of anomaly and 
anomaly detection in this paper are given as follows. 

Assumption: although VM anomaly incidents occur occasionally in IaaS, anomalies are rare 
events after all, and the majority of VMs operate normally. 

Definition 1 (Anomaly): Anomalies in a VM are patterns in resource consumption 
(including computation, storage, disk I/O, network) that the VM does not conform to the 
majority of other VMs. Anomalies can be caused by faults or failures. 

Note that, this paper do not aim to discover the root causes of faults and failures. It only 
detects anomalous VMs and reports to human operators. 

Definition 2 (Anomaly detection): It refers to the problem of finding VMs with anomalous 
patterns in resource consumption. 

5.2 Anomaly Detection based on Bayesian Classification 
Bayesian classification is a simple but effective supervised classification method. A naive 
Bayes classifier is a simple probabilistic one using Bayes’ theorem with strong independence 
assumptions. It can be used to binary or multi-class classification. 

Binary classification: Given s transformed system features, 𝑋𝑋1,𝑋𝑋2, … ,𝑋𝑋𝑠𝑠, and their values 
in the current time, 𝑥𝑥1, 𝑥𝑥2, … , 𝑥𝑥𝑠𝑠, the task of anomaly detection is to determine the current state 
of the system is in the normal state (𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛), or the abnormal state (𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛) according to 
the current values. 

Note that, Since Bayesian classification is based on strong independence assumptions, the 
given s system features, 𝑋𝑋1,𝑋𝑋2, … ,𝑋𝑋𝑠𝑠, are expected to be mutually independent. If they are not 
independent, they can be transformed by PCA (Gaussian distribution case) or ICA 
(non-Gaussian distribution case) into independent features. Therefore, the transformed 
features always meet independence assumptions. Usually, the transformed data contain fewer 
features (e.g., s) after dimensionality reduction. 

Let 𝑿𝑿 = [𝑋𝑋1 𝑋𝑋2 ⋯ 𝑋𝑋𝑠𝑠]𝑇𝑇  be the random vector including s system features, 𝐱𝐱 =
[𝑥𝑥1 𝑥𝑥2 ⋯ 𝑥𝑥𝑠𝑠]𝑇𝑇 be the sampling value of 𝑿𝑿. 

The determination rules of Bayesian classification are listed as follows: 
1) If 𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱)>𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱), it determines that the system is currently in 

the normal state; 
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2) If 𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱)<𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱), it determines that the system is currently in 
the abnormal state; 

3) If 𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱)=𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱), it randomly determines that the system is 
currently in the normal or abnormal state. 

However, 𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱)  and 𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱)  can not be directly solved. 
According to the Bayes’ theorem: 

𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱) = 𝑃𝑃(𝑿𝑿=𝐱𝐱|𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)
𝑃𝑃(𝑿𝑿=𝐱𝐱)

,                         (13) 

and 

𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱) = 𝑃𝑃(𝑿𝑿=𝐱𝐱|𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)
𝑃𝑃(𝑿𝑿=𝐱𝐱)

,                      (14) 

only the numerators need to be calculated. 
Due to the independence assumption, the numerators can be re-expressed as: 

𝑃𝑃(𝑿𝑿 = 𝐱𝐱|𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛) = 𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)∏ 𝑃𝑃(𝑋𝑋𝑖𝑖 = 𝑥𝑥𝑖𝑖|𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)𝑠𝑠
𝑖𝑖=1 ,           (15) 

and 
𝑃𝑃(𝑿𝑿 = 𝐱𝐱|𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛) = 𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)∏ 𝑃𝑃(𝑋𝑋𝑖𝑖 = 𝑥𝑥𝑖𝑖|𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛)𝑠𝑠

𝑖𝑖=1 .    (16) 
The following values can be obtained from the training samples in samples database: 
1) 𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛) and 𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛): the priori probabilities of each system state; 
2) 𝑃𝑃(𝑋𝑋𝑖𝑖 = 𝑥𝑥𝑖𝑖|𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛) and 𝑃𝑃(𝑋𝑋𝑖𝑖 = 𝑥𝑥𝑖𝑖|𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛), i = 1, 2, …, s: the priori probability of 

the event 𝑃𝑃(𝑋𝑋𝑖𝑖 = 𝑥𝑥𝑖𝑖) under known system state 𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛 and 𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛, respectively. 
3) 𝑃𝑃(𝑿𝑿 = 𝐱𝐱) = ∏ 𝑃𝑃(𝑋𝑋𝑖𝑖 = 𝑥𝑥𝑖𝑖)𝑠𝑠

𝑖𝑖=1 : in fact, this value can also be obtained, but it is useless in 
Bayesian classification. 

The values required in Bayesian classification are 𝑃𝑃(𝐶𝐶𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱)  and 
𝑃𝑃(𝐶𝐶𝑛𝑛𝑎𝑎𝑛𝑛𝑛𝑛𝑛𝑛𝑚𝑚𝑛𝑛𝑛𝑛|𝑿𝑿 = 𝐱𝐱), which are the posterior probabilities. Of course, as mentioned earlier, 
they can be solved according to the priori probabilities based on the Bayes’ theorem, i.e., the 
Equations (13) and (14). 

Note that, in practice, since the values of system features are often continuous, these values 
need to be discretized before applying Bayesian classification. 

Multi-class classification: This situation is similar with the binary classification. Assuming 
there are k kinds of abnormal system states and one kind of normal state, the basic idea of 
Bayesian classification is to classify the current state of the system into a specific state with the 
greatest posterior probability according to the current features values. 

6. Experiments and Analyses 

6.1 Experiment Setup 
The experiments are carried out on a campus-wide cloud computing testbed, in which the 
computing clusters consist of 60 physical computing nodes. Each node is equipped with an 
Intel Core i5-2400 CPU 3.10GHZ (with 4 cores) and 4 GB RAM. All the nodes are 
interconnected by 100Mbps Ethernet switches. 0-4 VMs are deployed on each node (the 
number is dynamically changed according to the deployment assigned by the management 
server). The configuration of each VM is similar in the number of virtual CPU and the amount 
of memory. 

The storage cluster consists of 2 SAN servers, providing a virtual storage pool for the whole 
testbed. 

In addition, a management server and a monitoring server are deployed in the testbed. Each 



3878                             Wang et al.: An Anomaly Detection Framework Based on ICA and Bayesian Classification for IaaS Platforms 

server is equipped with an Intel Core i7-4930k CPU 3.40 GHZ (with 6 cores) and 16 GB 
RAM. 

6.2 Parameters 
The most important parameters are the number of independent components and that of 
principal components (both denoted as s) in ICA and PCA respectively. 

Through experiments, it is found that 8 independent components is the best choice for ICA. 
More independent components do not apparently improve the performance of ICA-based 
anomaly detection algorithm. The underlying reason is that, there exists much correlation and 
redundancy among performance metrics; some metrics may even be mixed with measurement 
noise; therefore, the former few extracted features (i.e., independent components or principal 
components) preserves most useful information in performance metric data, while the latter 
features may be less important components or even noises. Therefore, s is set as 8 in ICA. 

For the purpose of fair comparison, the parameter, s, is also set as 8 in PCA. The 
contribution rates of the former 8 principal components are shown in Fig. 5, whose cumulative 
contribution rate is 0.926 and larger than the commonly adopted threshold (e.g., 0.85, or 0.90). 
 

 
Fig. 5. The contribution rates of the former 8 principal components. 

 
Therefore, through feature extraction, data reduction achieved by both PCA and ICA is over 

84.9% (=45/53), which tremendously reduces the data volume of samples database. 

6.3 Samples Database 
Since Bayesian classification is a supervised method. It needs both normal and anomalous 
samples, the samples database in the storage cluster stores dimensionality reduced feature data 
of each VM and underlying physical host with validated detection results lasting a period of 
time up to one month. One of the limitations of the designed detection system is that initially it 
needs the human operators to validate the detection results to construct the samples database. 
After the system stably runs a short period of time, the human operators only need to validate 
the detected anomalous VMs. One future work of this paper is to exploit other unsupervised 
techniques (e.g., nearest neighbor-based) that do not need sample labels. 

6.4 Anomaly Injection 
In order to evaluate the performance of the designed detection system and compare ICA-based 
feature extraction with PCA-based feature extraction, four types of anomalies are injected to 
0-30 randomly selected VMs, which are listed as follows. 

1) Computation resource over-consumption: A computing-intensive program runs in a VM, 
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and persistently consumes computation resources. 
2) Memory resource over-consumption: A running program in a VM continues to apply for 

dynamic memory through malloc() function without releasing the assigned memory, which 
causes memory leaks and over-consumes the VM’s memory resources. 

3) Disk I/O anomaly: A running program in a VM persistently reads large files on disk, 
generating large amounts of disk I/O operations to simulate anomalous disk I/O. 

4) Network anomaly: Several users run LoadRunner from their own physical personal 
computer to simultaneously access a Web application server deployed on a VM, generating a 
large number of HTTP connections to simulate anomalous network behavior. 

Note that, since the samples database stores the actual states of all VMs spanned the past 
period of time, these injected anomaly samples will not be included into the database. 

6.5 Experimental Results and Discussions 
For an anomaly detection system, a detected anomaly is referred to as a positive, while a 
detected normality is referred to as a negative. 

Compared with the actual state of a VM, the detection results can be classified into four 
categories: False positive (𝐹𝐹𝑃𝑃), False negative (𝐹𝐹𝑁𝑁), True positive (𝑇𝑇𝑃𝑃), and True negative (𝑇𝑇𝑁𝑁). 

Since anomalies are rare events (e.g., less than 1%), a detection system determining every 
VM as a normal VM still can achieve extreme high accuracy (e.g., over 99%). Note that, 
accuracy =(𝑇𝑇𝑃𝑃 + 𝑇𝑇𝑁𝑁)/(𝑇𝑇𝑃𝑃 + 𝑇𝑇𝑁𝑁 + 𝐹𝐹𝑃𝑃 + 𝐹𝐹𝑁𝑁). Therefore, two more appropriate performance 
measures are introduced to evaluate the performance of the designed detection system. 

1) Sensitivity is the proportion of correctly detected anomalous VMs to the number of actual 
anomalous VMs. 

𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑖𝑖𝑠𝑠𝑖𝑖𝑠𝑠𝑖𝑖𝑠𝑠𝑠𝑠 = 𝑇𝑇𝑃𝑃
𝑇𝑇𝑃𝑃+𝐹𝐹𝑁𝑁

.                                                   (17) 

2) Specificity is the proportion of correctly detected normal VMs to the number of actual 
normal VMs. 

𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑖𝑖𝑠𝑠𝑖𝑖𝑠𝑠𝑖𝑖𝑠𝑠𝑠𝑠 = 𝑇𝑇𝑁𝑁
𝐹𝐹𝑃𝑃+𝑇𝑇𝑁𝑁

.                                                   (18) 

The experiments evaluate the proposed anomaly detection mechanism from two aspects: a) 
To compare ICA with another two feature extraction techniques (i.e., PCA and LDA), the 
designed anomaly detection systems based on Bayesian classification are equipped with 
PCA-based, LDA-based, and ICA-based feature extraction respectively; b) The experiments 
also compare two anomaly detection mechanisms: ICA plus Bayesian classification (the 
proposed one), and ICA plus decision tree ([13]). Both these two aspects are conducted under 
two scenarios: single-anomaly and multi-anomaly. 

The experimental results under four types of single injected anomaly are listed in Table 2. 
Each experiment is conducted 10 times, and the results are averaged. The first number in each 
cell of Table 2 is sensitivity, and the second number is specificity. 
 

Table 2. Performance measures under four types of injected anomaly (Single-anomaly) 
Anomaly PCA + Bayesian LDA + Bayesian ICA + Bayesian ICA + Decision tree 

Computation 0.961 / 0.912 0.968 / 0.936 0.977 / 0.956 0.974 / 0.952 
Memory 0.968 / 0.951 0.977 / 0.951 0.982 / 0.963 0.979 / 0.975 
Disk I/O 0.957 / 0.933 0.962 / 0.934 0.976 / 0.955 0.972 / 0.943 
Network 0.942 / 0.908 0.946 / 0.912 0.968 / 0.931 0.963 / 0.917 
Average 0.957 / 0.926 0.963 / 0.933 0.976 / 0.951 0.972 / 0.947 
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As shown in Table 2, ICA-based feature extraction outperforms another two techniques, 
which is reflected in the final detection results in terms of both sensitivity and specificity; 
while LDA-based feature extraction technique slightly outperforms PCA-based one. 
Averagely, ICA-based detection achieves extremely high sensitivity (0.976) and high 
specificity (0.951). When compared with the proposed anomaly detection mechanism (i.e., 
ICA plus Bayesian classification), ICA plus decision tree is less effective. 

The experimental results under six types of multiple injected anomalies are listed in Table 3. 
Similarly, the first number in each cell is sensitivity, and the second number is specificity. 
 

Table 3. Performance measures under four types of injected anomaly (Multi-anomaly) 
Anomaly PCA + Bayesian LDA + Bayesian ICA + Bayesian ICA + Decision tree 

Computation & Memeory 0.924 / 0.922 0.921 / 0.911 0.967 / 0.953 0.956 / 0.932 
Computation & Disk I/O 0.892 / 0.873 0.914 / 0.904 0.958 / 0.923 0.942 / 0.918 
Computation & Network 0.925 / 0.918 0.931 / 0.923 0.953 / 0.946 0.945 / 0.939 

Memeory & Disk I/O 0.926 / 0.911 0.932 / 0.915 0.961 / 0.927 0.953 / 0.916 
Memeory & Network 0.918 / 0.906 0.913 / 0.912 0.939 / 0.922 0.924 / 0.921 
Disk I/O & Network 0.902 / 0.865 0.906 / 0.886 0.932 / 0.914 0.908 / 0.892 

Average 0.915 / 0.899 0.920 / 0.909 0.952 / 0.931 0.938 / 0.920 
 

As shown in Table 3, ICA-based feature extraction still outperforms another two techniques 
in terms of both sensitivity and specificity; while LDA-based technique still slightly 
outperforms PCA-based one. Although the detection specificity of ICA plus Bayesian 
classification drops in multi-anomaly scenario (averagely, 0.931), it still meet the practical 
requirements of anomaly detection systems. While the anomaly detection mechanism of ICA 
plus decision tree is still less effective than the proposed mechanism, especially in terms of 
sensitivity. 

As for computation overhead, both these four detection mechanisms are time efficient due 
to the dimensionality-reduced feature data. In the experiments including single-anomaly and 
multi-anomaly scenarios, these four detection mechanisms take about 0.32 second to produce 
a list of anomalous VMs. Therefore, all of these detection mechanisms meet the real-time 
performance requirements of anomaly detection systems. 

It is concluded that ICA-based mechanism outperforms PCA-based and LDA-based ones 
for both single-anomaly and multi-anomaly scenarios. On the other hand, Bayesian 
classification is slightly effective than decision tree. The main underlying reasons are listed as 
follow: 

1) Since the performance metrics collected in this paper do not follow the Gaussian 
distribution, PCA cannot extract the most relevant information; whereas ICA does not make 
any assumptions about the probability distribution of the observed data. 

2) LDA is a supervised feature extraction technique. It assumes that each category of 
samples follows the Gaussian distribution, which makes LDA less effective than ICA. 
However, LDA searches the best projection direction through maximizing the ratio of the 
variance between the classes to the variance within the classes, which is beneficial to separate 
data samples into different categories. Therefore, LDA slightly outperforms PCA. 

3) Both PCA and ICA are unsupervised techniques. PCA maximizes variance by using the 
second order statistics (i.e., mean and covariance) in the whole data matrix, while ICA 
maximizes independence by using higher order statistics (which contain more useful 
information) in the data. 

4) PCA extracts the uncorrelated components from original performance metrics, while ICA 
extracts the independent components. Since Bayesian classification is based on strong 
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independence assumptions, ICA-based feature extraction is most appropriate to Bayesian 
classification. 

5) Bayesian classification is a kind of probabilistic classification method minimizing error 
rate. Decision tree tends to fit all the training samples, which makes it more likely to fall into 
the problem of over-fitting, thereby less effective in classifying new samples. 

7. Conclusion and Future Work 
This paper designs an anomaly detection framework for IaaS environment, and proposes an 
anomaly detection algorithm based on ICA and multi-class Bayesian classification. ICA is 
used to extract independent components from collected performance metrics. The supervised 
multi-class Bayesian classifier determines the current state of each VM as anomalous 
(multiple categories) or normal. The experimental results confirm the effectiveness of the 
designed detection system. 

The limitations of the designed detection system (referred in the preceding sections) are left 
to be solved in future. In addition, the future work of this paper will mainly focus on anomaly 
identification and location, which will provide more support for the top decision-making 
applications. 
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