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Abstract 
 

The existing reversible data hiding methods for block truncation coding (BTC) compressed 

images often utilize difference expansion or histogram shifting technique for data embedment. 

Although these methods effectively embed data into the compressed codes, the embedding 

operations may swap the numerical order of the higher and lower quantization levels. Since 

the numerical order of these two quantization levels can be exploited to carry additional data 

without destroying the quality of decoded image, the existing methods cannot take the 

advantages of this property to embed data more efficiently. In this paper, we embed data by 

shifting the higher and lower quantization levels in opposite direction. Because the 

embedment does not change numerical order of quantization levels, we exploit this property to 

carry additional data without further reducing the image quality. The proposed method 

performs no-distortion embedding if the payload is small, and performs reversible data 

embedding for large payload. The experimental results show that the proposed method offers 

better embedding performance over prior works in terms of payload and image quality. 
 

 

Keywords: BTC, Difference expansion, Histogram shifting, Quantization levels. 
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1. Introduction 

The advance of digital information has made our daily lives more convenient. However, it 

also has brought new challenges in security issues. Due to the rapid development of 

transmission techniques and the wide spread use of internet, the security issues, including 

network security [1]-[4] and multimedia security [5]-[6], have been increasingly receiving a 

great deal of attention from the research community. As a research area of multimedia security, 

data hiding methods have been extensively investigated for the purpose of authentication, 

identification, and privacy protection during the past decade. Data hiding is a technique for 

secret transmission by embedding messages into carriers. Many digital media can be used for 

carrying data and the digital images are perhaps the most commonly used carriers because they 

provide rich redundancies for data embedment. Moreover, digital images are often transmitted 

over internet and thus they are very suitable to serve as carriers. In general, a digital image 

used for embedding data is called a cover image and an image with data embedded is called a 

stego image. Since the data embedment is done by modifying the pixel values in the cover 

image, the distortions occur inevitably. To evade the detection by steganalyzers [7]-[8], either 

visually or statistically, the distortion should be as small as possible. As a result, many data 

hiding methods adopt machine learning [9]-[10] or image processing [11]-[12] techniques to 

reduce the distortion further, or to keep the distortion imperceptible by considering the human 

visual system. For a data hiding method, a large payload is usually desirable. However, a large 

payload often causes larger distortion. As a result, to keep a balance between the payload and 

image quality is a challenging task for a data hiding method.  

According to reversibility of the cover image, the data hiding methods can be classified into 

two categories: non-reversible [13]-[14] and reversible [15]-[18]. Non-reversible data hiding 

method distorts the cover images permanently and therefore, the produced stego image cannot 

be restored to its original state. The well-known LSB replacement, LSB matching [13] and 

adaptive pixel pair matching (APPM) [14] are of this type. On the other hand, reversible data 

hiding (RDH) method recovers the original image from the distorted, stego image after 

extracting the embedded data. Therefore, it is suitable for applications where no distortion is 

allowed such as medical or military images. 

Ni et al. [15] proposed a RDH method using histogram shifting. This method vacates a 

histogram bin that is next to the peak bin, and data bits are embedded by shifting the pixels in 

the peak bin. Many RDH methods are developed based on Ni et al.’s method. For example, Li 

et al. [16] proposed a RDH method using pixel value ordering to efficiently embed data by 

shifting the smallest and largest pixels of a sorted block. Wang et al. [17] extended Li et al.’s 

work by using a dynamic pixel block partition scheme and provided a better performance than 

[16]. Hong et al. [18] proposed a RDH method using Delaunay triangulation and selective 

embedment. In their method, a selection mechanism is used to control the embedding regions 

in the cover image to evade the detection of steganalyzers. 

The aforementioned methods embed data in the spatial domain of cover image. However, 

due to the limited transmission bandwidth and storage capacity, many digital images are 

transmitted or stored in a compressed format. As a result, the traditional RDH methods cannot 

directly be applied to images in compressed format. Some RDH methods have been proposed 

so far for various compressed domain, such as vector quantization (VQ) [19], JPEG [20], and 

block truncation coding (BTC) compressed images [21]-[25], to accommodate different 

requirements for various applications. Since BTC [26] simply represents an image block by 
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two quantization levels (QLs) and a bitmap, it requires insignificant computational cost but 

also offers acceptable image quality and compression rate. As a result, it is very suitable for 

applications with limited computational, energy, and storage resources, such as mobile or 

remote censoring devices.  

Till now, only a few RDH methods for BTC compressed images (or BTC codes) are 

proposed. Hong et al. [21] proposed a RDH in BTC codes based on prediction and histogram 

shifting. This method partitioned higher and lower QLs into blocks, and then a reversible 

method is applied to these blocks for data embedment. Chen et al. [22] proposed an interesting 

no-distortion embedding method for BTC codes in that the decoded stego image is identical to 

the original BTC compressed image. Normally, the higher QLs should be larger than or equal 

to the corresponding lower QLs. However, decoding the swapped QLs with a flipped bitmap 

also obtains an identical image block. Chen et al. exploited this interesting property to embed 

data by swapping QLs and flipping bitmap to produce a no-distortion stego image. Chang et al. 

[23] also proposed a reversible method for BTC codes using side match. Although this method 

achieves higher payload than that of [21] and [22], it cannot be decoded by a standard BTC 

decoder and thus the application is limited. Lo et al. [24] made use of histogram shifting 

technique to embed secret data into the QLs and the embedded codes still follows the standard 

BTC format. However, the payload of this method is limited. Tsai et al. [25] proposed an 

efficient reversible data hiding algorithm for BTC compressed images based on difference 

expansion and median edge detector. The QLs are predicted, and data are embedded by 

expanding the prediction errors. If the numerical order of the QLs is swapped when trying to 

embed data, this method changes the recording positions of these two QLs and flips the 

corresponding bitmap to signal the decoder for a correct reconstruction. Although Tsai et al.’s 

method achieves lower bit rate and higher payload than those of [22] and [24], the swapping of 

QLs can no longer be used for carrying additional data bits using the method proposed in [22] 

because it has been used for indicating embeddable and un-embedding blocks. 

In this paper, we proposed a RDH method by shifting the QLs in opposite direction. The 

QLs with the most frequently occurring difference are shifted and data bits are embedded into 

the shifted histogram. Because the shifting operation preserves the numerical order of QLs, the 

swapping of QLs can still be employed to carry an additional data bit with no-distortion. 

Besides, a threshold is used to prevent those likely un-embeddable differences from being 

shifted. Therefore, the proposed method achieves significantly better embedding performance 

than previous works, especially at low embedding rate.  

The rest of this paper is organized as follows. Section 2 briefly describes BTC and Tsai et al.’s 

methods. Section 3 gives the algorithm of the proposed work. Section 4 shows the 

experimental results and concluding remarks are given in Section 5. 

2. Related Work 

In this section, we briefly introduce the BTC compression algorithm and Tsai et al.’s RDH 

method for BTC compressed codes. 
 

2.1 BTC compression technique 

The BTC algorithm [26] is made use of averaged pixel values of blocks as the QLs and use a 

bitmap to record which QLs should be used at the corresponding position. The detailed 

compressed algorithm is shown as follows. Firstly, BTC partitions the cover image I into N  
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blocks 1{ }N
i iBk   of size u u . Let , 1{ }u u

t i tp 
  be the pixels in block iBk  and , 1{ }u u

i t i tB b 
  be a 

binary bitmap. To encode iBk , the mean value im  of iBk  is calculated. For those pixels in 

iBk  with value smaller than or equal to im  are averaged and rounded to obtain a lower QL 

,L iq . Similarly, pixels with value larger than im  are averaged and rounded to obtain a higher 

QL ,H iq . Once the QLs are obtained, BTC made use of bitmap , 1{ }u u
i t i tB b 

  to record the QLs 

for pixels , 1{ }u u
t i tp 

 . If ,t i ip m , ,t ib  is set to 0; otherwise, ,t ib  is set to 1. As a result, the BTC 

codes for i-th block is a trio , ,( , , )L i H i iq q B  and , , 1{ , , }N
L i H i i iq q B   is the BTC codes for image I. 

Notice that , ,L i H iq q  always holds for each block. To decode a BTC compressed code 

, ,( , , )L i H i iq q B , we simply replace bits ‘0’ in iB  with ,L iq  and replace bit ‘1’ in iB  with ,H iq . 

Each block is performed in the same manner and a BTC compressed image can be 

reconstructed. 

 

2.2 Tsai et al.’s method 

In 2013, Tsai et al. [25] proposed a RDH method for BTC compressed images based on 

difference expansion and median edge detector (MED). In their method, QLs are predicted, 

and k-bit data are embedded into the expanded prediction errors. After embedment, the order 

of QLs of some blocks is possibly changed and this will lead to incorrect data extraction and 

block reconstruction. Therefore, this method classifies blocks into groups of embeddable and 

un-embeddable. For those un-embeddable blocks, the lower and higher QLs are inversely 

recorded, and thus the location map is not required.  

Here is a brief description about Tsai et al.’s method. Let the BTC compressed codes be 

, , 1{ , , }N
L i H i i iq q B  . To embed data into block iBk , ,L iq  is firstly predicted by MED predictor to 

obtain the predicted value ,
ˆ

L iq : 

, , , , ,

, , , , , ,

, , ,

min( , ) max( , ),

ˆ max( , ) min( , ),

otherwise,

w n nw w n
L i L i L i L i L i

w n nw w n
L i L i L i L i L i L i

w n nw
L i L i L i

q q q q q

q q q q q q

q q q

 


 


 

   (1) 

where ,
w
L iq , ,

n
L iq and ,

nw
L iq  are the west, north, and north-west lower QLs of the current lower QL 

,L iq , respectively. The prediction value of ,H iq , denoted by ,
ˆ

H iq , can be obtained in the 

similar way. Let , , ,
ˆ| |L i L i L id q q   and , , ,

ˆ| |H i H i H id q q   be the prediction errors. If one of 

or both ,L id  and ,H id  are smaller than or equal to a predefined embedding parameter EP, 

block iBk  is classified as embeddable and otherwise, un-embeddable. To embed k-bit data 
k
Ls  

into the lower QL of an embeddable block iBk , 
k
Ls  is transformed into its decimal 

representation 10( )k
Ls , and 10( )k

Ls  is then embedded by expand the prediction error: 

, , 10 , ,

,

, , 10

ˆ ˆ2 ( ) ,

ˆ 2 ( ) otherwise.

k k
L i L i L L i L i

L i k k
L i L i L

q d s q q
q

q d s

    
  

  

   (2) 

Similarly, another k-bit k
Hs  can be embedded into the higher QL ,H iq  and obtain ,H iq . 

After embedment, the modified compressed code 1, 2,( , , )i i iq q B    of block iBk  is , ,( , , )L i H i iq q B  . 

However, the QLs ,L iq  and ,H iq  are possibly overflow or underflow, or the order of them is 

swapped, i.e., , ,L i H iq q  . In these cases, blocks iBk  become un-embeddable. If this happened, 

the encoder output the codes 1, 2,( , , )i i iq q B   = , ,( , , )H i L i iq q B  to signal the decoder it is an 
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un-embeddable block. All the blocks are encoded using the same manner to obtain the stego 

BTC codes 1, 2, 1{ , , }N
i i i iq q B 
   . 

To extract the embedded data, the embeddable and un-embeddable blocks are classified by 

inspecting 1,iq  and 2,iq . If 1, 2,i iq q  , k bits are embedded in 1,iq  and 2,iq , respectively. In this 

case, the predicted value 1,
ˆ

iq  and 2,
ˆ

iq  are obtained first, as in the embedding procedures. The 

embedded 10( )k
Ls  can be extracted by  

10 1, 1,
ˆ( ) | | mod 2k k

L i is q q   .    (3) 

The original quantization level ,L iq  can be recovered by using the following equation:  

1, 1, 1, 1, 1,

,

1, 1, 1,

ˆ ˆ ˆ( ) / 2 if ,

ˆ ˆ( ) / 2 otherwise.

k
i i i i i

L i
k

i i i

q q q q q
q

q q q

          
 

      

   (4) 

The embedded data 10( )k
Hs  can be extracted and ,H iq  can be recovered in the similar way. If 

1, 2,i iq q  , no data are embedded and the original trio can be recovered by , 2,L i iq q , 

, 1,H i iq q  and the original bitmap is iB . 

3. Proposed method 

As mentioned in the introduction, decoding a BTC trio , ,( , , )L i H i iq q B  or , ,( , , )H i L i iq q B  gives 

an identical image block. As a result, utilizing the numerical order of ,L iq  and ,H iq  not only 

embeds one additional bit information but also produces a no-distortion stego block. In Tsai et 

al.’s method [25], the numerical order of QLs is used alternatively to classify blocks into 

embeddable and un-embeddable. That is, if the block is un-embeddable, the method swaps the 

values of higher and lower QLs. Although this operation successfully signal the decoder for a 

correct data extraction, the numerical order can no longer be used to hold one secret bit in a 

no-distortion way. To see how the swapped QLs are distributed, we use Fig. 1 to show a map 

for the Lena image after applying Tsai et al.’s method at 8EP   with 1k   and 2k  , 

respectively. In this figure, gray dots represent k-bit data are successfully embedded (i.e., 

embeddable). White dots and black dots represent un-embeddable blocks, where white dots 

are those blocks with prediction errors larger than EP and black dots are those QLs with 

numerical order are changed after data embedment (i.e., , ,L i H iq q  ).  

Tsai et al.’s method use 2k   to acquire more embedding capacity. However, as shown in 

Figs. 1(a) and (b), setting 2k   also induces more black dots and thus the payload is 

penalized because more blocks become un-embeddable. 

In this section, we proposed a RDH method for BTC compressed images by iteratively 

shifting the higher and lower QLs with the most frequently occurring difference between them. 

Since the higher QLs are shifted toward 255 and lower QLs are shifted toward 0, the numerical 

order of QLs is preserved. Therefore, the order can be employed to carry an additional data bit 

with no-distortion. A threshold mechanism is also adopted to exclude those likely 

un-embeddable QLs from being shifted. The detailed embedding techniques of the proposed 

work are given in the following sub-section. 
 



2822            Hong et al.: Reversible Data Hiding in BTC Compressed Images Using Quantization Level Swapping and Shifting 

 

3.1 Preprocessing of the quantization levels 

Since the shifting of QLs may result in overflow and underflow, we need to preprocess them to 

ensure no QL after embedment is out of the range [0,255]. Since the proposed method can 

perform multi-level embedment, we denote  the desirable embedding levels. Let trios 

, , 1{ , , }o o N
L i H i i iq q B   be the original BTC codes. ,

o
L iq  and ,

o
H iq  are then preprocessed using the 

following manner: If , 255o
H iq   , set , ,

o
H i H iq q   and , ,

o
L i L iq q  . If ,

o
L iq  , set 

, ,
o

L i L iq q   and , ,
o

H i H iq q  . Each block is processed in the same manner and the 

preprocessed BTC codes , , 1{ , , }N
L i H i i iq q B   are obtained. Since the decoder requires the 

location of the pre-processing QLs, a binary location map LM is used to record the pre-shifting 

locations. LM is then compressed using JBIG 2 codec to obtain a compressed location map 

cLM .  

3.2 QL-shifting embedding 

QL-shifting embeds data by shifting the QLs with difference equal to the most frequently 

occurring differences between the higher and lower QLs. It is known that most natural images 

possess a property that the smooth regions are more than complex regions. As a result, the QL 

difference histogram of a BTC compressed natural image tends to densely distributed at small 

difference and sparsely distributed at larger difference. Let , , 1({ } )N
H i L i iH q q   be the 

difference histogram representing the number of elements valued   in the difference set 

, , 1{ }N
H i L i iq q  . Figs. 2(a) and (b) show the difference histogram of the Lena and Baboon 

images, respectively. Both figures reveal that the histogram peak  , defined by  

                                      , , 1
0 255

argmax ({ } )N
H i L i iH q q



 
 

  ,    (5) 

tends to located at small difference. 

(a) 8, 1EP k    (b) 8, 2EP k    

Fig.  1. Distribution of swapped QLs for the Lena image after applying Tsai et. al.’s method.  
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   Our method is to choose the most frequently occurring difference   as the referential 

difference for data embedment. Let L  be the referential difference L  obtained from Eq. (5). 

The lower QL ,L iq  is then modified for carrying a massage bit s, or shifted by one unit using 

the following equation 

, , ,

, , , ,

,

,

1 ,

otherwise.

L i H i L i L

L i L i H i L i L

L i

q s q q

q q q q

q





   


    



                   (6) 

All the lower QLs , 1{ }N
L i iq   are processed in the same way and , , 1({ } )

L

N
H i L i iH q q   

message bits can be embedded. Let , , 1{ , , }N
L i H i i iq q B 
  be the processed codes. Once the lower 

QLs are processed, the higher QLs are processed to embed data in a similar way. That is, the 

referential difference H  is obtained from the difference set , , 1{ }N
H i L i iq q 

 , and the higher 

QLs are then visited and use the equation
 

, , ,

, , , ,

,

,

1 ,

otherwise,

H i H i L i H

H i H i H i L i H

H i

q s q q

q q q q

q





   


    



     (7) 

to embed a massage bit s or to shift the higher QLs by one unit. After embedment, the stego 

BTC codes , , 1{ , , }N
L i H i i iq q B 
    of blocks 1{ }N

i iBk   can be obtained, where 1 1{ } { }N N
i i i iB B 
  . Note 

that , ,L i L iq q   and , ,H i H iq q   always hold. As a result, the numerical order of the QLs is 

preserved. Besides, the embedment using Eqs. (6) and (7) will not cause any overflow or 

underflow in that the modification is performed on the pre-processed image. As a result, the 

embedment of QLs does not require the information of the location map.  

 

 

 

(a)  Lena   (b) Baboon  

Fig. 2. Difference histogram of Lena and Baboon image  
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3.3 Threshold mechanism 

Since the value of reference difference L  (or H ) for most images tends to be small, which 

imply that smaller , ,i H i L id q q   has better chance to equal reference difference for carrying 

a data bit when QL-shifting embedding is applied. Therefore, the proposed method uses a 

threshold to select those likely embeddable QLs for data embedment, and those likely 

un-embeddable QLs are skipped from the QL-shifting operation to prevent degrading the 

stego image quality. For a BTC compressed image, neighboring differences id  tend to have 

similar values. We thus use the visited differences to estimate whether the current difference 

id  is possible for carrying a data bit or not. Let ˆ ( , , )w n nw
i i i id d d   be the standard deviation 

of neighboring differences, where ( )   is the standard deviation operator and ,w n
i id d , nw

id  are 

the differences to the west, north and north-west of the current difference id , respectively. If 

ˆ
i T  , where T is a pre-defined threshold, id  has better chance to equal  L  (or H ), and 

thus we can use the QL-shifting embedding technique to perform data embedment, as 

described in the previous section. On the other hand, if ˆ
i T  , the corresponding difference 

id  is likely unequal to L  (or H ). As a result, we just skip the current visited QL ,L iq  (or 

,H iq ) and do not perform QL-shifting operation.  

 

3.4 QL-swapping embedding 

Since the QL-shifting embedding preserves the numerical order of QLs, the swapping of QLs 

can be employed to carry additional data bit in a no-distortion manner. We term this technique 

QL-swapping. QL-swapping can be applied before or after QL-shifting, but applied after 

QL-shifting will be easier for implementation. Let , , 1{ , , }N
L i H i i iq q B 
    be the stego BTC codes 

after applying QL-shifting embedding. To embed a message bit s using QL-swapping, if 

20s  , block iBk  is coded by , ,( , , )L i H i iq q B   . On the other hand, if 21s  , block iBk  is coded 

by , ,( , , )H i L i iq q B   . We use the trios , , 1{ , , }N
L i H i i iq q B 
    to represent the coded results. Because 

QL-swapping utilizes the numerical order of ,L iq  and ,H iq  to embed one bit, ,L iq  and ,H iq  

must have distinct values. As a result, if there are eqN  blocks with identical QLs (i.e., 

, ,L i H iq q  ), the proposed method just skip these blocks and does not perform data embedment. 

Fortunately, a block with identical QLs occurs rarely for most natural images. Therefore, the 

skipping operation affects the payload insignificantly. Note that QL-swapping operation not 

only embeds eqN N  bits but also provides a BTC decoded image with no-distortion. 

 

3.5 Embedding and extraction procedures 

In this section, we describe the embedding, extraction and image recovery procedures in detail. 

Let , , 1{ , , }o o N
L i H i i iq q B   be the BTC compressed codes of a cover image I, and S be the secret data. 

Given a threshold T and an embedding level , secret data S can be embedded using the 

following procedures. Firstly, the QLs ,
o
L iq  and ,

o
H iq  are pre-processed to obtain a compressed 

location map cLM , as described in Section 3.1. The pre-processed code is denoted by 

, , , 1{ , , }N
L i H i i iq q B  . Concatenate cLM  and S to form a message bit-stream M. Once the QLs are 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 10, NO. 6, June 2016                                        2825 

preprocessed, we firstly embed the first | | ( )eqM N N   bits by applying the QL-Shifting 

technique iteratively, starting from embedding level one to embedding level  under the 

guidance of threshold T, as described in Sections 3.2 and 3.3. 

 For j-th embedding level, the referential differences ( )j
L  and ( )j

H  are calculated first, and 

the stego codes ( ) ( ) ( )
, , 1{ , , }j j j N

L i H i i iq q B 
    can be obtained after the message bits are embedded. The 

referential differences  ( )j
L  and ( )j

H  
are then converted to binary representations, and are 

prepended to the un-embedded messages bits. The prepended message bits are then embedded 

into stego codes 
( ) ( ) ( )
, , 1{ , , }j j j N

L i H i i iq q B 
    in the next embedding level to obtain a new stego codes 

( 1) ( 1) ( 1)
, , 1{ , , }j j j N

L i H i i iq q B  


   . These processes are repeated until all | | ( )eqM N N   bits are 

embedded, and the final stego code is 
( ) ( ) ( )
, , 1{ , , }N

L i H i i iq q B 
   , where  is the last embedding 

level. The remaining  eqN N  bits in M are then embedded using the QL-swapping technique, 

as described in section 3.4. The final stego codes 
( ) ( ) ( )
, , 1{ , , }N

L i H i i iq q B 
    can then be obtained. 

The embedding procedures of each step are depicted in Fig. 3.  

Note that it is also possible to embed data into BTC codes by firstly applying the QL-swapping 

technique instead of QL-shifting. However, embedment performed in this way requires 

additional computation cost because the original QLs should be recovered in advanced so that 

QL-shifting can be correctly performed. As a result, the proposed method embeds data using 

the QL-shifting before QL-swapping. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

The referential differences 
( )
L  and 

( )
H  of the last embedding level are outputted as one of 

the keys for data extraction and image recovery. The keys, including referential differences 
( )
L ,

( )
H , threshold T, the size of the compressed location map | |cLM , and the size of secret 

data | |S  are transmitted to the receiver side via a secret channel. For a cover image of size 

512 512  with block size 4 4 , we use 8 bits each to record 
( )
L ,

( )
H  and T, and use 16 bits 

each to record | |cLM  and | |S . Therefore, the key size of the proposed method is 

8 3 16 2 56     bits. It is interesting to note that if the payload is smaller than eqN N , only 

Cover image

( ) ( ) ( )
, , 1{ , , }N

L i H i i iq q B 
  

QL-shifting

Stego codes after
QL-shifting 

Fig. 3. Embedding procedures of the proposed method. 

BTC
Compression Pre-processing

( ) ( ) ( )
, , 1{ , , }N

L i H i i iq q B 
  

, , 1{ , , }N
L i H i i iq q B , , 1{ , , }o o N

L i H i i iq q B 

Pre-processed 
codes

BTC codes

QL-swapping

Final stego codes
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QL-swapping embedding is needed to be applied. In this case, the decoded BTC image is 

identical to the original BTC image. 

The original BTC codes can be recovered and embedded secret data can be successfully 

extracted if the receiver has the stego codes ( ) ( ) ( )
, , 1{ , , }N

L i H i i iq q B 
  

 

and the keys ( )
L , ( )

H , T, 

| |cLM  and | |S . We firstly extract eqN N  bits by decoding ( ) ( ) ( )
, , 1{ , , }N

L i H i i iq q B 
  

 
using 

QL-swapping operation, and the stego codes ( ) ( ) ( )
, , 1{ , , }N N

L i H i i iq q B 


    are obtained. We then use 

the keys ( )
L , ( )

H , and T to extract the messages embedded in the last embedding level  that 

was embedded by using QL-shifting and to recover the stego codes 
( 1) ( 1) ( 1)
, , 1{ , , }N

L i H i i iq q B  


   . 

The referential differences ( 1)
L
  and ( 1)

H
  can be obtained from the extracted messages, and 

the messages embedded in level 1  can be extracted. Repeat this process  times and the 

stego codes , , 1{ , , }N
L i H i i iq q B   can be recovered. Concatenate the extracted message, the 

compressed location map cLM  and the embedded messages S can be obtained with the aid of 

| |cLM  and | |S . Decompress cLM
 
to obtain the location map LM, the pre-shifted 

quantization levels can be restored and thus, the original BTC codes , , 1{ , , }o o N
L i H i i iq q B   are 

obtained. 

 

3.6 A simple example 

In this section, we use a simple example to illustrate the proposed method. For simplicity, the 

pre-processing procedures and the embedment of location map is not considered. Besides, this 

example only illustrates a single layer embedding and the threshold mechanism is not used. In 

this example, we use a subscript to refer to an element’s position in row-major order. For 

example, the position of an element located at r-th row and c-th column in a R C  matrix is 

indexed by ( 1)R r c   . 

To begin with, let 
9

, , 1{ , , }L i H i i iq q B   be the pre-processed BTC codes and 
12

1 2{ } 110100010101m mS s    be the secret data. 
9

, 1{ }L i iq   and 
9

, 1{ }H i iq   are shown in Figs. 4 

(a) and (b), respectively. Since 0eqN  , S M  and | | 12S  , we embed the first 3 bits by 

QL-shifting, and embed the last 9 bits using QL-swapping. To embeds 3
1 2{ } 110m ms    using 

QL shifting, the differences 
9 9

1 , , 1{ } { }i i H i L i id q q     {1,3,4,3,2,5,8,6,7}  are calculated. The 

referential difference 3L   is then obtained and two bits can be embedded in 
9

, 1{ }L i iq   since 

there are two elements in 9
1{ }i id   valued 3. The first difference is ,1 ,1 1H L Lq q    , 

according to Eq. (6), we simply set ,1 ,1 13L Lq q   . The second difference is 

,2 ,2 12 9 3H L Lq q      , therefore, a bit can be embedded. Extract 1 21s   from S, and set 

,2 ,2 1 9 1 8L Lq q s      . Similarly, since the third difference ,3 ,3 9 5 4H L Lq q      , we 

set ,3 ,3 1 5 1 4L Lq q      . 

The fourth difference is ,4 ,4 15 12H L Lq q     , therefore, we extract 2 21s   from S and 

set ,4 ,4 2 12 1 11L Lq q s      . The remaining lower QLs 
9

, 5{ }L i iq   
can be processed in the 

similar way and thus 
9

, 1{ }L i iq 
  can be obtained (see Fig. 4(c)). To embed the last bit 

3 20s  using QL-shifting, we calculate 
9 9

1 , , 1{ } { }i i H i L i id q q 
    {1,4,5,4,2,6,9,7,8}  and 

thus obtain 4H  . Since the first difference is 1, we set ,1 ,1 14H Hq q   . The second 

difference is 4, we thus embed 3 20s   by setting ,2 ,2 3 12H Hq q s    . Now all 3
1{ }i is   

are 

embedded and thus the modification of the remaining QLs is not required. Therefore, we set 
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9 9
, 3 , 3{ } { }H i i H i iq q 

  . The resultant QLs 9
, 1{ }H i iq 

  are shown in Fig. 4(d). Therefore, the stego 

BTC codes after QL-shifting is 9
, , 1{ , , }L i H i i iq q B 
   , where i iB B  , for 1 9i  . 

After processed QL-shifting embedding, we perform the QL-swapping embedding for the 

last 9 bits. Because 4 21s  , we swap the values of ,1Lq  and ,1Hq , and flip the bitmap 1B . 

Therefore, ,1 ,1 14L Hq q   , ,1 ,1 13H Lq q   , and 1 1B B  . Similarly, because 5 20s  , we 

set ,2 ,2 8L Lq q   , ,2 ,2 12H Hq q   , and 2 2B B  . The other 7 bits 12
6{ }m ms   are embedded in 

the similar way. The final stego codes 9
, , 1{ , , }L i H i i iq q B 
    are therefore obtained. We show 

9
, 1{ }L i iq 
  and 9

, 1{ }H i iq 
  in Figs. 4 (e) and (f), respectively, and the swapped QLs are marked by 

gray.   

 
To extract the embedded bits and recover the BTC codes, we firstly extract bits 12

4{ }m ms   
embedded by using QL-swapping, and recover the codes 

9
, , 1{ , , }L i H i i iq q B 
    from 

9
, , 1{ , , }L i H i i iq q B 
   . The bits 3 20s   can be extracted from 

9
, 1{ }H i iq 

  and 
9

, 1{ }H i iq   can be 

recovered with the aid of 4H  . Similarly, 2
1 2{ } 11m ms    can be extracted from 

9
, 1{ }L i iq 


 
and 

9
, 1{ }L i iq   can be recovered with the aid of 3L  . The original BTC codes 

9
, , 1{ , , }L i H i i iq q B   

can finally be recovered. 

4. Experimental Results 

In this section, we performed several experiments to demonstrate the applicability of the 

proposed method and compare the performance with other methods. Eight 512 512  

grayscale images shown in Fig. 5, including Lena, Jet, Peppers, Boat, Tiffany, Tank, Truck, 

and Baboon were used as the test images. These images can be obtained from USC-SIPI image 

database [27] Secret data were generated by using a pseudo random number generator 

(PRNG). We use the peak signal-to-noise ratio (PSNR) to measure the stego image quality, 

which is defined by  

13 9 5 

12 9 1 

6 7 5 

14 12 9 

15 11 6 

14 13 12 

(a) 
9

, 1{ }L i iq   (b) 
9

, 1{ }H i iq   

13 8 4 

11 9 0 

5 6 4 

14 12 9 

15 11 6 

14 13 12 

(c) 
9

, 1{ }L i iq 
  (d) 

9
, 1{ }H i iq 
  

14 8 4 

11 11 0 

14 6 12 

13 12 9 

15 9 6 

5 13 4 

(e) 
9

, 1{ }L i iq 
  (f) 

9
, 1{ }H i iq 
  

Fig. 4. Simple example of the proposed method. 
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where iI  and iI   are the images decoded from the original BTC codes and the stego BTC 

codes, respectively. In general, a higher PSNR indicates that two images are more similar. In 

all the experiments, a block size of 4 4  is used. 

 

    

(a) Lena (b) Jet (c) Peppers  (d) Boat 

    

(e) Tiffany (f) Tank (g) Truck (h) Baboon 

Fig. 5. Eight test images. 

 

4.1 Analyses of image quality and payload 

Table 1 shows the PSNR, payload P , and the size of the compressed location map | |cLM  of 

the proposed method for each test images at embedding level 1 , 5 and 10, respectively. 

Here the payload is referred to the pure payload, i.e., the actual amount of embedded secret 

data. To see how embedding level affects the PSNR and payload, we set threshold 255T   to 

force every QLs to join the embedding processes. That is, the threshold mechanism describe in 

Section 3.3 is not used in Table 1. 

Table 1 shows that when embedding level 1 , the PSNR of the proposed methods always 

higher than 48.13 dB. This is because for the first embedding level, the higher and lower QLs 

are modified only by one unit at most. Therefore, the MSE between the images decoded from 

the original and stego BTC codes is one at most, and thus the lower bound PSNR is 
2

1010log (255 /1) 48.13dB . Table 1 also reveals that the size of the compressed location map 

| |cLM  is increased as the embedding level   increased. This is because more pixels are 

included in the location map. Moreover, the Tiffany image possesses a larger location map 

because it contains richer saturated pixels (pixel values near 0 and 255) than other test images.  
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Table 1. Comparison of PNSR and pure payload 

Image 
1  5  10  

PSNR P  | |cLM   PSNR P  | |cLM  PSNR P  | |cLM  

Lena 48.47 19378 216 35.72 28869 216  30.46 35386 216  

Jet 49.32 20224 216 35.60 29143 216  30.12 35497 216  

Peppers 49.06 19192 216 36.33 28373 472  30.40 34563 1312  

Boat 49.38 18088 216 35.75 24628 216  30.27 29428 488  

Tiffany 48.59 19987 544 35.94 28500 1696  29.99 33105 3496  

Tank 49.91 18439 216 36.42 26642 216  31.26 33196 216  

Truck 49.09 17810 216 35.42 23953 216 30.65 29661 328 

Baboon 48.75 16920 256 34.88 19655 392  29.03 22618 336  

 

Figs. 6(a) and (b) show the payload-PSNR curves of the Lena and Baboon images under 

various thresholds, respectively. As can be seen from the figures, smaller threshold provides a 

higher image quality but offers a lower payload. A smaller threshold strictly selects only those 

most likely embeddable differences in the embedding process and thus it produces a higher 

stego image quality with the sacrifice of the payload. On the contrary, a large threshold selects 

more differences in the embedding process and thus it provides a higher payload with lower 

image quality.  

 
 

 

Fig. 6. PSNR versus payload for various thresholds. 

 

Since the selection of threshold affect the payload and image quality, the threshold can be 

properly selected such that a best image quality is achieved for given a payload and a 

pre-determined embedding level . Such a threshold can be determined by using the bisection 

method with a few iterations. To perform the bisection method, since the payload P  is a 

function of the threshold T, we have ( )P f T . Because the smallest payload ,0P  and the 

(b) Baboon (a) Lena 
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largest payload ,255P  occur at 0T   and 255T  , respectively, we have the initial conditions 

,0 (0)P f  and ,255 (255)P f . Finally, the desirable threshold T for given a payload P  can 

then be determined by applying the bisection method with the initial conditions ,0 (0)P f  

and ,255 (255)P f . 

 Fig. 7 shows a plot of payload-PSNR curves for the eight test images with the threshold 

mechanism is applied. The results show that the Jet image offers the best embedding 

performance and the Baboon image performs the worst. This is because the proposed method 

shifts the QLs with the most frequently occurring QL differences and they are richer in smooth 

images and thus the payload is higher. On the contrary, the QL differences of complex images 

such as Baboon tend to distribute in a wider range, and thus the number of the most frequently 

occurring difference is decreased. Therefore, the Baboon image has lower payload compared 

to other smoother test images. 

 
Fig. 7. Performance comparison for eight test images. 

 

4.2 Comparison with Tsai et al.’s method  

In this section, we compare the performance of the proposed method with Tsai et al.’s method 

[25] for four test images Lena, Jet, Peppers, and Baboon. The comparison results are shown in 

Figs. 8 (a)-(d), respectively. As can be seen from the figures, the proposed method offers 

significantly better image quality than that of Tsai et al.’s method, especially at low payload. 

This is because the proposed QL-shifting technique does not change the numerical order of 

QLs and therefore, QL-swapping technique can be applied before applying QL-shifting 

technique to obtain a no-distortion version of stego image. However, when the payload is 

larger than eqN N , QL-shifting has to be applied to acquire more room for data embedment 
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and thus the distortion inevitably occurs. Nevertheless, the proposed method also offers better 

image quality than that of Tsai et al.’s method.  

The proposed method performs the best when the threshold mechanism is also applied. 

Although Figs. 8 (a)-(d) only shows the comparison results for four test images, other test 

images including Boat, Tiffany, Tank, and Truck also show the similar results, indicating that 

the proposed method has better embedding performance than that of Tsai et al.’s method. 

 

4.3 Comparison with other related method 

In this section, we compared the proposed method with other related methods, including Chen 

et al.’s [22], Lo et al.’s [24] and Tsai et al.’s [25] methods under various payloads. In Chen et 

al.'s method, additional 16 bits are embedded when the higher and lower QLs are equal to 

achieve the best payload. In Lo et al.’s method, the data set of Choice 2 is used and two pairs of 

peaks and zeros are employed because it achieves the best embedding performance. In Tsai et 

al.’s method, the best parameters n and EP are selected such that the best embedding 

performance can be obtained. The results are shown in Table 2. As seen from the table, the 

proposed method achieves a no-distortion result (PSNR= ) when the payload is small (4000 

and 10000 bits). On the contrary, only Chen et al.’s method achieves no-distortion results but 

Fig. 8. Performance comparison of the proposed method and Tsai et al.’s method. 

(a) Lena (b) Jet 

(c) Peppers (d) Baboon 
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others give distorted versions. Note that although Lo et al.’s method offers high image quality 

at low payload, the hiding capacity is limited and none of the images can embed secret data 

more than 10,000 bits. When the payload is raised to 20,000 and 30,000 bits, no image in Chen 

et al.’s and Lo et al.’s methods can embed the secret data at this size, and the proposed method 

offers a significantly better image quality than Tsai et al.'s method. The experimental results 

indicate that the proposed method offers no-distortion embedding at low payload while 

achieving a better image quality than other methods at high payload. 
 

Table 2. PSNR comparison of related methods for various payload 

  Lena Jet Peppers Boat Tiffany Tank Truck Baboon 

4000 

bits 

Chen et al.                  

Lo et al. 54.27 53.87 52.17 n/a 58.32 47.98 n/a n/a 

Tsai et al. n/a n/a n/a 54.62 n/a 53.24 53.60 49.03 

Proposed                 

10000 

bits 

Chen et al. n/a n/a n/a n/a n/a n/a n/a n/a 

Lo et al. n/a n/a n/a n/a n/a n/a n/a n/a 

Tsai et al. 48.86 49.44 48.22 46.55 49.10 45.05 44.76 40.07 

Proposed                 

20000 

bits 

Chen et al. n/a n/a n/a n/a n/a n/a n/a n/a 

Lo et al. n/a n/a n/a n/a n/a n/a n/a n/a 

Tsai et al. 40.33 38.75 40.24 37.20 40.71 37.60 36.10 29.25 

Proposed 49.68 52.32 48.74 44.77 50.54 45.32 42.03 35.19 

30000 

bits 

Chen et al. n/a n/a n/a n/a n/a n/a n/a n/a 

Lo et al. n/a n/a n/a n/a n/a n/a n/a n/a 

Tsai et al. 32.89 31.47 32.46 29.67 32.84 29.75 28.30 n/a 

Proposed 35.73 36.91 34.62 29.59 33.88 33.67 30.25 20.13 

5. Conclusions 

In this paper, we proposed a reversible data hiding method for BTC compressed images. Three 

embedding techniques are utilized to enhance the stego image quality. The QL-swapping 

technique produces a no-distortion version of stego codes by swapping the QLs. QL-shifting 

technique shifts the differences between the two QLs for data embedment, and the threshold 

mechanism can also be applied to further enhance the image quality. The experimental results 

revealed that the proposed method not only provides a larger payload and better image quality 

than prior works, but also offers a no-distortion version of stego codes at low payload. 
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