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Abstract 
 

Mobile social network is becoming more and more popular with respect to the 
development and popularity of mobile devices and interpersonal sociality. As the amount of 
social data increases in a great deal and cloud computing techniques become developed, the 
architecture of mobile social network is evolved into cloud-based that mobile clients send 
data to the cloud and make data accessible from clients. The data in the cloud should be 
stored in a secure fashion to protect user privacy and restrict data sharing defined by users. 
Ciphertext-policy attribute-based encryption (CP-ABE) is currently considered to be a 
promising security solution for cloud-based mobile social network to encrypt the sensitive 
data. However, its ciphertext size and decryption time grow linearly with the attribute 
numbers in the access structure. In order to reduce the computing overhead held by the 
mobile devices, in this paper we propose a new Outsourcing decryption and 
Match-then-decrypt CP-ABE algorithm (OM-CP-ABE) which firstly outsources the 
computation-intensive bilinear pairing operations to a proxy, and secondly performs the 
decryption test on the attributes set matching access policy in ciphertexts. The experimental 
performance assessments show the security strength and efficiency of the proposed solution 
in terms of computation, communication, and storage. Also, our construction is proven to be 
replayable choosen-ciphertext attacks (RCCA) secure based on the decisional bilinear 
Diffie-Hellman (DBDH) assumption in the standard model. 
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1. Introduction 
As techniques development of mobile devices and increasing popularity of interpersonal 
sociality, the mobile social network becomes more and more popular in everyday life. This 
widely spreading trend also brings the challenges on the large amount of data and their 
efficient sharing. Nowadays, the cloud computing is so developed that can provide flexible, 
on-demand and low-cost usage of computing resources and IT services. Therefore, the 
mobile social network steps into a new architecture version called cloud-based mobile social 
network. The cloud-based mobile social network always works as building 
intercommunication paths between mobile clients and the cloud center, and transferring data 
on the paths with access control policy enforcement and efficient sharing. Yet, under such 
architecture, issues as risks of privacy exposure, and how to realize efficient data access and 
fine-grained data sharing has remained the most important challenges. They require 
researchers and practitioners to construct a trustworthy architecture for the cloud-based 
mobile social network, which includes a large numbers of lightweight, resource-constrained 
mobile devices. 

Recently a new kind of encryption mechanism called Attribute-Based Encryption 
(ABE) was put forth by Sahai and Waters [1]. Since its introduction in 2005, researchers 
have proposed many variants [2], [3], [4], [5], [6], [7], [8] to extend its functionality. ABE 
achieves flexible one-to-many encryption instead of one-to-one, which has significant 
advantage over the traditional public key primitives. Ciphertext-policy attribute-based 
encryption (CP-ABE) [3] is regarded as a promising technique for access control of 
encrypted data in cloud computing,which allows the encryption of data by specifying an 
access control policy over attributes, so that only users with a set of attributes satisfying this 
policy can decrypt the corresponding data. As the complexity of the access control policy 
grows, the computation overhead of each decryption becomes really high because it usually 
requires many pairing operations in most of the existing CP-ABE schemes. As a result, this 
direct decryption method in sharing data for a user who has the right to access will suffer a 
severe efficiency drawback, especially for a large number of users with frequent data 
interaction and sharing, such as in the mobile social network. 

On mobile terminal devices (like cell phone or pad), whose processors are often one to 
two orders of magnitude slower than their desktop counterparts, there is a significant 
challenge for these terminal users to handle the computation intensive paring operations in 
ABE decryption. Experiments in [9] show that, for an ABE ciphertext containing 100 
attributes, the decrypting time required on a mobile terminal device of a high performance 
machine 1 would be about 30 seconds, following a significant consumption of battery power. 
To address the aforementioned issue, Green et al. proposed to outsource the decryption of 
ABE ciphertext, which allows the user to perform heavy decryption through “borrowing” 
the computing resources from a third party service provider without revealing data [9]. 
However, in the tradional outsourcing decryption of ABE work, a user knows whether the 
attributes and the policy match or not only after repeating decryption attempts, which usually 
requires many pairings in most of the existing ABE schemes. Therefore, this direct 
decryption method in ABE still suffers a severe efficiency drawback and causes serious time 
lagged for the users. 
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In this paper, we propose an Outsourcing decryption and Match-then-decrypt CP-ABE 
algorithm (OM-CP-ABE) scheme over cloudbased mobile social network, in which a 
matching phase is additionally introduced before the decryption phase and most of the 
decryption task is delegated by the proxy for the user. The matching algorithm works by 
computing special components in ciphertexts, which are used to perform the test that if the 
attribute private key matches the hidden attributes policy in ciphertexts without decryption. 
Meanwhile, in the case that the mobile clients decrypt the ciphertexts, the proxy performs 
most of the decryption computation task instead of the mobile devices without revealing data. 
This technique works by dividing the secret key into two parts, which leaves the larger part 
on the proxy, and keeps the smaller one private to the user. We authorize the proxy to do the 
complex calculation in decryption operation. 

The proposed scheme makes the following two contributions: 
(1) We propose an optimized construction with outsourcing decryption, in which the 

master key is divided into two parts, and then partial private key of a user is short and 
constant, which greatly saves the storage overhead at the user side. After outsourcing, the 
computational cost at user side during decryption is reduced to approximate one pairing, 
which is constant. 

(2) To reduce computation overhead, we formulize a novel paradigm of outsourcing 
decryption with a matching technique. By introducing the matching algorithm, once a mobile 
device wants to retrieve data from cloud, the proxy can efficiently return a transformed 
encrypted data or cannot access.  

The rest of this paper is organized as follows. Section 2 presents some related work. In 
section 3, we present the system models and the main idea of our scheme. In section 4, we 
give the security proof of our scheme in detail. In section 5, we illustrate the performance of 
our scheme and discuss it with comparison to several existing works. Finally, we conclude 
our work in Section 6. 

2. Related Work 

2.1 Security in mobile social network 
The emerging mobile social networks provide enormous novel approaches for 

efficiently adopting advanced networking communications and data analysis schemas by 
using the existing devices, datasets, networks, and infrastructures. Considering the 
uniqueness of the mobile social networks, using the mechanism is encountering a variety of 
security challenges from multiple dimensions, such as mobile apps, wireless 
communications, cloud systems, big data, and security operations. Compared with traditional 
security issues, the applications of mobile social networks are operated in a dynamic 
circumstance involving different internal and external inputs or elements, which requires 
various security mechanisms in distinct operational scenarios [10]. For the purpose of 
preventing from the threats of mobile social networks, some cyber security approaches based 
on the mobile device have been created.  

Some research work is conducted on the privacy problem in location-based services [28] 
and mobile social network. They can provide access control over sharing objects, such as 
photos, in online and mobile cloud environments [11], [12], [13], [27]. Manweiler et al. 
present a security mechanism to resolve the tension between the value provided by 
location-based services and the location-privacy concerns on mobile services [14]. They 
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utilize k-anonymity and cryptographic techniques to protect the systems from information 
snooping and man-in-the-middle attacks. SmokeScreen designed a protocol for mobile 
devices to broadcast their identities, which can be used to achieve presence-sharing with 
flexible privacy controls [15]. Beach et al. propose a mechanism to allow location-based 
services to query local mobile devices for user social information, without disclosing user 
identity or compromising user privacy and security [16]. All these work focus on solving the 
privacy problem on mobile devices, but neglecting access control on the sharing data. 

2.2 Attribute-based encryption 
Attributed-based encryption has become a promising cryptographic tool for fine-grained 

access control of encrypted data since its first introduction. Following their work, ABE is 
developed into two complimentary forms: Key-Policy ABE (KP-ABE) [2] and 
Ciphertext-Policy ABE (CP-ABE) [3]. Subsequently, a number of variants of ABE schemes 
have been proposed [4], [17], [18], [5], [19], [20], [6]. However, almost all of these existing 
ABE schemes require a large number of exponentiations at the users’side during decryption. 
The computational cost in decryption commonly grows with the complexity of access 
control policy, which becomes a bottleneck limiting its application in mobile cloud 
computing.  

Recently, some works have been done to improve the decryption efficiency for ABE 
which will largely eliminate the computation overhead for users [21], [9], [22], [23]. Green 
et al.[9] introduce the notion of ABE with outsourced decryption. They produce two keys for 
a user: a transformation key (TK) and a secret key (SK) by a key blinding technique. In their 
work, a proxy is delegated to translate ABE ciphertext by using TK sent from the user. Zhou 
et al. [21] present a privacy preserving Ciphertext Policy Attribute-based Encryption 
(PP-CP-ABE) to protect users’ data. They propose an attribute based data storage (ABDS) to 
outsource computation-intensive encryption and decryption operations to cloud service 
providers. However, the system imposes a heavy burden on the data owner during data 
operations. Baden et al proposed to protect online social network with user-defined privacy 
[26], however at that time they do not consider the efficiency with limited mobile devices. 

3. System Model and Algorithm Definition 
In this section, we present an overview of system model and a formal definition of 

algorithms in our proposed solution. 

3.1 System Model 
We consider a mobile social network with cloud storage system where users have weak 

terminal device to decrypt the ciphertext. As shown in Fig. 1, the system model is composed 
of the following five parts: the data owners (DO), cloud server (CS), a certificate 
authority(CA), the data users (Users) and a proxy (Proxy). DO define the access policies, 
encrypt data under the access policies and send the ciphertext to the cloud server. 
When a user sends a reading request to the data users, CS will send the corresponding 
ciphertext to Proxy. In our scheme, Proxy is semi-trusted which means that the proxy is 
trusted to carry out computations delegated by the users. Proxy undertakes most of 
complicated bilinear pairing operations in the decryption process which relieves the 
decryption workload at the user side. CA is a fully trusted organization. It is responsible for 
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managing system attributes and distributing the private key according to the user attributes. 
The cloud server provides  data storage service for data owners and data access 
service to users. 

 
Fig. 1. System Model 

 
In our scheme, the security key for the users is divided into two parts. One part is 

concealed in what we call an “attribute key” AK which is shared with the proxy and the 
other one is hidden in SK which must be kept private by the users. Once the proxy receives 
the ciphertext CT, there are two operations needed to be done. Firstly, the proxy performs 
the “matching” decryption test for the user, to check whether the user has the decryption 
capability. If the decryption test returns true, the proxy will then generate CT’ using AK of 
the responding user and send CT’ to the user. In this process, the proxy can not recover the 
plaintext only by AK. Given the secret key SK and transformed ciphertext CT’, the user can 
acquire the plaintext m by running the decryption algorithm. This kind of decryption only 
requires one pairing computation. Our scheme not only guarantees the security of the data, 
but also achieves fast decryption at the user side. 

3.2 Algorithm Definition 
The construction of our OM-CP-ABE scheme consists of four phases: system 

initialization, key generation, encryption and decryption. 
Phase 1: System Initialization 
CA is responsible for generating public parameters and secret keys. For system 

initialization, the ( , )Setup Uλ  algorithm takes security parameter and the number of 

attributes as input in the system. It then chooses a group G  of prime order p , a generator 

g  and random group elements 
1 U,...,hh G∈   that are associated with the attributes U  in 

the system. In addition, it chooses random exponents
1 2,p pZ Zα α∈ ∈ , and let 

1 2( )mo  d pα α α= + . The public key PK is published as: 

1 Ug,e(g,g) ,g , ,...,ha hα                           

CA sets
1 2,MK α α= , α  as the master secret key. 

Phase 2: Key Generation 
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For every mobile user, CA runs the ( ) ,KeyGenerate MK S  algorithm, which takes the 
master secret key and a set of attributes as input, and outputs security keys for the user. The 
algorithm firstly chooses a random t, and creates the private key as two parts, one part is AK, 
that is “attribute key” (AK) kept in the proxy, and the other one is SK, which is private 
“security key” (SK) for the users. 

1
1: ( , , : )t t t

x xAK K g g L g x S K hα α= = ∀ ∈ =  

2
2: ( )tSK K g gα α=  

Phase 3: Encryption 
Data owners run ( ( ), , ),Encrypt PK M mr  algorithm to encrypt their data and share 

with the specified users. The algorithm takes the public parameters PK and a message m to 
encrypt as input. In addition, it takes an LSSS access structure ( ),M r  as input. The 

function r  associates rows of M  to attributes. Let M  be an   l n×  matrix. The 
algorithm first chooses a random vector 

( , , , )2
T nv s y y Zn p∈…=

 . These values will be 

used to share the encryption exponent s . For  1i=  to l , it calculates       M vi iλ = , where 

 iM  is the vector corresponding to the i th row of M . In addition, the algorithm chooses 

random 
1, l prr Z… ∈ . The ciphertext CT is published as  

1 1 1( , ) , ' , ( ), , , )1 1(1) ( ),
r rr rs s l l lC me g g C g C g h D g hCl Dg l gl

αλαλα
r r

−−
…= = = = ==

 

along with a description of ( ),M r . 

Phase 4: Decryption  
Once a data user wants to access some encrypted data in the cloud, the proxy firstly 

transforms the ciphertext using Transform Ciphertext ( ),CT AK algorithm, and if and only if 

the users’ attributes satisfy the access policy encrypted in the encrypted data, the user can do 
the final encryption.  This Transform Ciphertext ( ),CT AK  algorithm takes a ciphertext 

CT  for access structure ( ),M r  and an attribute key AK for a set of attributes S  as input. 

Suppose that S  satisfies the access structure and let   1, 2,.. ,{ }.I l⊂  be defined as 

I {1,2,...,l}⊂ . Then, let {     }w Z pi i I∈ ∈
 be a set of constants such that if { }  iλ

 are valid 

shares of any secrets according to M , then      w si ii I
λ =∑

∈
. (Note there could potentially 

be different ways of choosing the  wi
 values to satisfy this.) The construction mainly 

consists of the following two steps. 
1) Matching Phase: the proxy checks whether the users can decrypt the ciphertext in 

terms of the following equation. 
( )      1,0,..0i i

i I
M w

∈

=∑
 

2) Generating CT' Phase: the proxy transforms the ciphertext CT into transformed 
ciphertext CT’.  
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2
1 ( )' ( ', ) / ( ( ( , ) ( , )) )wi

i i i
i I

CT e C K e C L e D Kr
∈

= ∏
 

                       1 2( , ) / ( ( , ) )s at atse g g g e g gα=  
                       1( , ) / ( , )s atse g g e g gα=  

The proxy will then send CT’ to users. 

( ', )Decrypt CT SK : This algorithm takes transformed ciphertext CT’ and user’s private 

key SK as input, and then takes the plaintext m as output. 
2 1( , ') ' ( , ) ( , ) / ( , )sat s atse SK C CT e g g g e g g e g gα α=  

                         2 1( , ) ( , ) ( , ) / ( , )s sats atse g g e g g e g g e g gα α=                                              
                         ( , ) se g g α=  

The plaintext will be got by / ( , ) sm C e g g α= . 

4. Performance Analysis 
In order to evaluate the performance of our OM-CP-ABE scheme, we use libfenc 

library [24], which uses key encapsulation mechanism, and adopt a 224-bit MNT elliptic 
curve from the Stanford Pairing-Based Crypto library [25] to implement our scheme in 
software. Our experiments are done on two dedicated hardware platforms: a 3.20GHz Intel 
Core CPU with 4GB of RAM running 32-bit Linux Kernel version 3.2.0, and a 1536MHz 
ARM-based HTC G18 with 768 MB of RAM running Android OS. 

In our experiments, we choose 100 of the most complex policies as the form (A1 and 
A2 …An) of which Ai is an attribute, and the values of N increase from 1 to 100, and we 
construct a corresponding standard decryption key that contains exact N attributes. This 
approach ensures that all the ciphertext components are involved in the decryption 
computation. We show the efficiency of our OM-CP-ABE scheme in Fig. 2.  

 

 
Fig. 2. Performance of our scheme 

 
To smooth any experimental variability, we repeat each of our experiment 100 times on 

the Intel device and 30 times on the ARM device (due to the time consuming nature of the 
experiments) for each ciphertext policy and we take the average values as the experimental 
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results.  
In Fig. 2(a), an encryption under a ciphertext policy with 100 attributes results in an 

ABE ciphertext of nearly 25.4KB and it takes about 1.47 seconds for the Intel platform to 
decrypt this ciphertext. On the other hand, decryption time degrades considerably on the 
ARM platform: it requires almost 9.6 seconds under a policy with 100 attributes. Fig. 2(c) 
shows the size of the resulting ABE ciphertexts as a function of policy attribute N, along 
with the measured decryption times on the Intel and ARM test platforms without 
outsourcing. 

Then we outsource the partial decryption computation by generating an attribute key 
(AK) and applying the Transform Ciphertext algorithm to the ABE ciphertext using this key. 
Fig. 2(d) shows the time of transform ciphertext using our OM-CP-ABE. Fig. 2(e) shows the 
time required for final decryption of transformed ciphertext in Intel and ARM test   
platforms. The final decryption requires only 11 milliseconds on the Intel platform and 
approximately 93 milliseconds on the ARM platform.   

Moreover, we compare the full decrypting time in our scheme with the scheme [9] in 
Fig. 2(f). It shows that our scheme outperforms theirs for the decryption time on a mobile 
device at the user terminal. Due to the differences in the system model, there are three parts 
needed for a user to decrypt a ciphertext for a user in their scheme–AK transformation time, 
transformed ciphertext transformation time and final decryption time, while our scheme only 
contains two parts. The solution in [9] introduces an ABE decryption outsourcing scheme, 
which adds the random number z to make the user’s key blind, but blow up the key size. 
Meanwhile, there is no matching operation before decryption, which will cause a waste of 
time when the user can not decrypt the ciphertext, and thus is not quite efficient. Our 
OM-CP-ABE scheme is not only efficient due to its matching operation, but also termination 
resource saving by outsourcing decryption computation. 

Discussion: As expected, outsourcing substantially reduces the computation time 
required for devices with limited computing resource to recover the plaintext. The bulk of 
the decryption operation is now handled by the proxy. The transformed ciphertext is not only 
much more efficient to decrypt but also much smaller in size. As is shown in Fig. 2(b), each 
partially-decrypted ciphertext in our implementation, with a constant size of 176 bytes, 
regardless the complexity of its corresponding ciphertext policy.  

Recall that in our OM-CP-ABE scheme, we delegate the most complex decryption 
calculation to the proxy, and leave only one pairing to the users. Also, we add a matching 
operation before the proxy’s transforming of the ciphertext, which used to check whether the 
user can decrypt the ciphertext or not. It saves a lot of calculation time because if it is not 
satisfied, then the proxy will not transform the corresponding ciphertext. As a result, this 
process shortens the whole response time for the user when retrieving encrypted data from 
cloud service. Meanwhile, as is shown in our system model of Fig. 1, the CA sends users’ 
AK to the proxy, which saves the storage space in terminal and network bandwidth by 
outsourcing AK. 

Theorem 1 Suppose the decisional q-BDHE assumption holds. Then no polynomial 
time adversary can selectively break our system with a challenge matrix  M ∗  of size 

    l n∗ ∗× , where  ,l n q∗ ∗ ≤ . 
Proof：Assume that we have an adversary Α  with non negligible advantage ε=AdvA 

in the selective security game against our construction. Moreover, suppose it chooses a 
challenge matrix  M ∗  where both dimensions are at most q . In the security game for 
CP-ABE similar to [6], the adversary can query any secret keys that cannot be used for 
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decryption for both proxy and user. With these conditions, the security game can be treated 
equally to the fast decryption construction of CP-ABE in [22]. Therefore, we can build a 
simulator B  that plays the decisional q-BDHE problem with non-negligible advantage.  

5. Conclusion and Future Work 
In this paper, we consider the CP-ABE applications in cloud-based mobile social 

network which mobile devices are used as data clients and cloud is used as the data center. In 
order to realize efficient and secure data sharing on the resource-limited mobile clients, we 
enhance the model of outsourcing decryption in LSSS based CP-ABE construction by 
introducing “matching” algorithm before decryption and modifying the key generation. 
Experimental performance analysis demonstrates that our scheme not only reduces private 
key overhead but also provides fast decryption for the users.  

In the future, we would like to consider the verifiability requirement of ABE with 
outsourced decryption, this is to verify the correctness of transformation done by the proxy 
in a formal definition. We also plan to refine this scheme, such as to protect the access 
pattern as well as the privacy of the client in ABE applications. 
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