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Abstract 
 

In Asiacrypt 2003, Al-Riyami and Paterson proposed the notion of certificateless cryptography, a technique to 
remove key escrow from traditional identity-based cryptography as well as circumvent the certificate management 
problem of traditional public key cryptography. Subsequently much research has been done in the realm of 
certificateless encryption and signature schemes, but little to no work has been done for the identification primitive 
until 2013 when Chin et al. rigorously defined certificateless identification and proposed a concrete scheme. 
However Chin et al.’s scheme was proven in the random oracle model and Canetti et al. has shown that certain 
schemes provable secure in the random oracle model can be insecure when random oracles are replaced with actual 
hash functions. Therefore while having a proof in the random oracle model is better than having no proof at all, a 
scheme to be proven in the standard model would provide stronger security guarantees. In this paper, we propose 
the first certificateless identification scheme that is both efficient and show our proof of security in the standard 
model, that is without having to assume random oracles exist. 
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1. Introduction 

In traditional public key cryptography, a certificate authority is in charge of issuing 
certificates to users verifying that the public keys indeed belong to them. The down side of 
these certificates is that when the amount of users grows larger, the cost of managing these 
certificates increases as well. In identity-based cryptography, first proposed by Shamir in [1], a 
user can implicitly certify himself through the use of a unique identity-string binding him to 
his user secret key. However, the Trusted Authority who generates these keys still has access 
to the master secret key and therefore knows every user's secret. This key escrow, although 
desirable in certain situations, poses a security concern in others. 
In the paradigm of certificateless cryptography, first proposed by Al-Riyami and Paterson in 
[2], the key generation center generates only a partial private key of the user. The user takes 
this partial secret key and combines it with a personal secret value to produce a full user secret 
key. This secret value is hidden from the key generation center and thus removes the key 
escrow. Identity-based cryptography also has the desired property of doing away with 
certificates, similar to certificateless cryptography. However, while there have been many 
advances in the realm of encryption and signature primitives for certificateless cryptography, 
the identification primitive has been virtually untouched.  

An identification scheme allows a prover to prove himself to a verifier with the verifier 
learning nothing about the prover's secret key. Neven et al. in [3] and Kurosawa and Heng in [4] 
first pioneered the rigorous definition of identity-based identification, and their work has been 
incrementally improved upon over the most of the last decade in works such as [5-12]. 
However, to date little has been done to define and construct certificateless identification 
schemes. Some preliminary work has come in the form of [13] where the authors proposed a 
new and fairly effective scheme but without a proper definition of security models and proofs. 
[14] recently showed that the schemes in [13] are indeed insecure. A second but more 
comprehensive independent work has come in the form of [15] but the scheme is only 
provable secure in the random oracle model.  

The random oracle model was first proposed by Bellare and Rogaway in [16]. Random 
oracles are treated as idealistic hash functions in a security proof where no mathematical 
parameters can be used to define the properties of random oracles. Open to honest and 
malicious parties alike, random oracles generate fully random responses to new queries while 
returning the same responses for queries that have been made before. However, since they are 
idealistic, random oracles cannot exist in the real world. In practice, regular hash functions are 
used to substitute these random oracles when implementing a cryptosystem. Canetti et al. in 
[17] showed that there are instances of cryptosystems where the cryptosystem can be broken if 
the random oracles are replaced by ordinary hash functions. Therefore it is our observation 
that while proofs of security in the random oracle model are better than having no proofs at all, 
it is more desirable to construct cryptosystems that are provable secure in the standard model. 

In this paper, we provide the definitions of certificateless identification and proceed to 
construct a certificateless identification scheme that is efficient and provable secure in the 
standard model. This, as opposed to a proof in the random oracle model, is more desirable in 
rigorously defining security for a cryptosystem. 

We divide our paper into the following sections: In Section 2 we introduce preliminary 
definitions required for certificateless identification schemes. In Section 3 we show the 
construction of our scheme. In Section 4 we provide four security proofs in the standard model 
- passive security against Type-1 and Type-2 adversaries, as well as active/concurrent security 
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against Type-1 and Type-2 adversaries. In Section 5 we show the operation costs of the 
scheme and conclude in Section 6. 
 

2. Preliminaries 
2.1. Bilinear Pairings 
Let 𝐺1 and 𝐺2 be cyclic multiplicative groups of prime order 𝑞 where the discrete logarithm 
problems are intractable. Then 𝑒:𝐺1 × 𝐺1 → 𝐺𝑇 is an admissible bilinear map if it satisfies  

1) Bilinearity: 𝑒�𝑔𝑎 ,𝑔𝑏� = 𝑒(𝑔,𝑔)𝑎𝑏for all generators 𝑔 ∈ 𝐺 and 𝑎, 𝑏 ∈ 𝑍𝑞∗   
2) Non-degenaracy: 𝑒(𝑔,𝑔) ≠ 1.  
3) Computability: computation of the bilinear map e should be efficient. 

 
2.2. Problems and Assumptions 
We use the following hard problems to prove our certificateless identification scheme is 
secure:  
a) Computational Diffie-Hellman problem (CDHP):Given 𝑔,𝑔𝑎 ,𝑔𝑏 for some 𝑎, 𝑏 ∈ 𝑍𝑞∗ , 

compute 𝑔𝑎𝑏. 
b) One-More computational Diffie-Hellman Problem (OMCDHP): The One-More 

Computational Diffie-Hellman Problem is modeled as a game played by an adversary 
where the adversary is given 1𝑘,𝐺,𝐺𝑇 ,𝑔,𝑔𝑎 as input and access to two oracles CHALL 
and CDH. CHALL on any input returns a random point 𝑊𝑖, while CDH on any input ℎ will 
return ℎ𝑎. The adversary is required to find 𝑊0

𝑎 , … ,𝑊𝑛
𝑎 while using the CDH oracle only 

𝑖 < 𝑛 times. 
The OMCDHP was first proposed by [18] and subsequently used by [3] to prove security 
against impersonation under active/concurrent attacks for the pairing family schemes in 
their paper. Subsequent work utilized the one-more problems frequently to achieve 
active/concurrent level security for identification schemes. 

 
The Computational Diffie-Hellman assumption and the One-More Computational 
Diffie-Hellman assumption state that there are no polynomial time algorithms for solving the 
discrete logarithm problem and the one-more discrete logarithm problems with non-negligible 
probability respectively. 
 
2.3. The Knowledge of Exponent Assumption [19] 
We use the Knowledge of Exponent Assumption for the proof against Type-1 adversaries, for 
the case when a target identity’s public key is replaced. Let 𝑘 = log |〈𝑔〉| be the security 
parameter of a prime order group where 𝑔 is a generator. For any probabilistic polynomial 
time algorithm 𝑨 that takes as input 𝑔 and 𝑔𝑎, where 𝑎 is chosen from [0, |〈𝑔〉| − 1] 
uniformly at random, and which produces as output a pair of the form (𝑥,𝑦), 𝑥 ∈ 〈𝑔〉, there 
exists a probabilistic polynomial time extractor 𝑬, which takes in the same input and outputs 
the pair (𝑥,𝑦) along with an exponent 𝑟 such that for sufficiently large 𝑘, Pr [𝑦 =
𝑥𝑎 ⋀𝑔𝑟 ≠ 𝑥] ≤ 1

𝑄𝑘
 for any polynomial 𝑄. 

 
2.4. Definition for Certificateless Identification Schemes 
A certificateless scheme consists of six probabilistic polynomial time algorithms (Setup, 
Set-User-Key, Partial-Private-Key-Extract, Set-Private-Key, Prove and Verify). 
1) Setup is run by the key generation center. Taking in the security parameter 1𝑘 as input, it 

returns the master public key MPK and the master secret key MSK. It publishes MPK and 
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securely stores MSK. 
2) Set-User-Key is run by the user when creating his own account. Taking in the security 

parameter 1𝑘 and the user's identity ID as input, it generates the secret value for a user 
𝑆𝑉𝐼𝐷 as well as a corresponding public key 𝑈𝑃𝐾𝐼𝐷 which it publishes. 

3) Partial-Private-Key-Extract is run by the key generation center upon a user's request for 
a partial private key. It takes in MPK, MSK, a user's identity ID and the user’s public key 
𝑈𝑃𝐾𝐼𝐷. It returns the partial private key 𝑃𝑃𝐾𝐼𝐷 for the user via a secure channel.  

4) Set-Private-Key is done by the user to combine the user's identity ID, partial private key 
𝑃𝑃𝐾𝐼𝐷, user public key 𝑈𝑃𝐾𝐼𝐷 and secret value 𝑆𝑉𝐼𝐷 into the full private key. It returns 
the user private key as 𝑈𝑆𝐾𝐼𝐷. 

5) Identification Protocol is the interactive protocol run by the 2 algorithms Prove and 
Verify. Both algorithms take in the master public key 𝑀𝑃𝐾, Prove's identity string ID, 
user public key 𝑈𝑃𝐾𝐼𝐷. Prove takes in the user private key 𝑈𝑆𝐾𝐼𝐷 as auxiliary input. They 
perform the three-step canonical honest verifier zero knowledge proof of knowledge 
protocol with the following steps: 
(a) Commitment: Prove sends a commitment 𝐶𝑀𝑇 to Verify. 
(b) Challenge: Verify sends to Prove a challenge 𝐶𝐻𝐴  randomly chosen from a 

predefined set. 
(c) Response: Prove returns a response 𝑅𝑆𝑃 where Verify will either choose to accept or 

reject. 
 

2.5. Security Notion For Certificateless Identification Scheme 
We consider four types of adversaries for the certificateless identification scheme:  
1) The Type-1 passive impersonator (IMP-PA-1) and the active/concurrent impersonator 

(IMP-AA/CA-1) model malicious users attacking the scheme. Type-1 impersonators do 
not have access to the master secret key, but are able to request and replace public keys 
with values of their choosing. 

2) The Type-2 passive impersonator (IMP-PA-2) and the active/concurrent impersonator 
(IMP-AA/CA-2) model malicious key generation centers attacking a particular user. 
Type-2 impersonators can generate partial private keys of users since they have access to 
the master secret key, and are able to replace public keys of users of their choice except the 
target user being attacked.   

 
The difference in capability between passive and active impersonators is the passive 
impersonator can only eavesdrop on conversations between honest parties, while the active 
impersonator can act as a cheating verifier to gain knowledge from honest provers through 
interacting with them. The concurrent impersonator is an active impersonator who can run 
several instances of the protocol simultaneously.  
 
We also classify adversary subtypes based on adversaries of certificateless signature schemes 
according to the definitions by [20,21]. These subtypes are the Normal, Strong and Super type 
adversary for Type 1 and Type 2 categories, which are differing in what parameters they have. 

1) Normal-type adversaries cannot use a prover to converse with a verifier once its public 
key is replaced. 

2) Strong-type adversaries can continue using a prover whose public key has been 
replaced, provided they supply the secret value corresponding to the replaced public 
key for the conversation. 
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3) Super-type adversaries can replace a prover's public key and still use it to correspond 
with a verifier without the new secret value. 

 
The strength of these classifications are in increasing order, i.e. if a scheme is secure against 

super-type adversaries, it is secure against normal-type adversaries as well. 
We describe the security model of CLI schemes against Type-1 and Type-2 impersonators 

in terms of the following games. We highlight the differences between each game with respect 
to the capabilities when making identification queries, for both passive and active/concurrent 
impersonators as well as Normal, Strong and Super adversaries. 
 
Game I. The game played between a challenger 𝐶 and the Type-1 impersonator 𝐼1 for the CLI 
scheme is as follows: 
1) Setup. 𝐶 runs Setup, generates and passes the system parameters params to 𝐼1 and keeps 

the master secret key MSK. 
2) Phase 1: 𝐼1 is allowed to make the following queries adaptively to 𝐶. 

a) ExtrPartSK(ID). On request for the partial private key on user ID, 𝐶 will run 
Partial-Private-Key-Extract and returns the user's partial private key 𝑃𝑃𝐾𝐼𝐷 to 𝐼1. 

b) ExtrFullSK(ID). On request for the full private key on user ID, 𝐶 will run 
Partial-Private-Key-Extract, Set-Secret-Value, Set-Private-Key algorithms to 
generate the user's full private key and pass it to 𝐼1. 

c) RequestPK(ID). On request for the user public key on user ID, 𝐶 will run 
Set-User-Key to generate the user's public key 𝑈𝑃𝐾𝐼𝐷 and pass it to 𝐼1. 

d) ReplacePK(ID,𝑼𝑷𝑲′𝑰𝑫). 𝐼1 will replace the user ID's public key 𝑈𝑃𝐾𝐼𝐷with the 
public key 𝑈𝑃𝐾′𝐼𝐷 chosen by him. The corresponding secret value is not required for 
public key replacement queries. 

e) Identification(ID). For passive 𝐼1, 𝐶 will generate a valid transcript between user ID 
and itself as the verifier and return the transcript to 𝐼1. For active/concurrent 𝐼1, 𝐶 will 
play the role of the prover to interact with 𝐼1 as the cheating verifier. 
i) Normal-type adversaries cannot make an identification query for a prover if 

its public key is replaced. 
ii) Strong-type adversaries have to additionally supply 𝑠𝑣  which is the 

corresponding secret value for the public key. If 𝑠𝑣 =⊥ then the user’s public 
key is the original one. Otherwise 𝐶 will use 𝑠𝑣 in the conversation for the 
replaced public key. 

iii) Super-type adversaries can continue to make identification queries, even for 
replaced public keys, without supplying 𝑠𝑣. 

3) Phase 2. 𝐼1 will eventually output the challenge identity 𝐼𝐷∗ and then changes role to then 
play the role of the cheating prover. 𝐶, in turn, assumes the role of the verifier. 𝐼1 wins the 
game if it manages to convince 𝐶 to accept. 

 
We say a CLI scheme is (𝑡, 𝑞𝐼 , 𝜀)-secure under passive or active/concurrent attacks if for 

any passive or active/concurrent Type-1 impersonator  𝐼1  who runs in time 𝑡 , 
Pr [𝐼1 𝑐𝑎𝑛 𝑖𝑚𝑝𝑒𝑟𝑠𝑜𝑛𝑎𝑡𝑒] < 𝜀, where 𝐼1 can make at most 𝑞𝐼 extract queries on full private 
keys. 
 
Game II. The game played between a challenger 𝐶 and the Type-2 Impersonator 𝐼2 for the 
CLI scheme is as follows: 
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1) Setup. 𝐶 runs Setup and passes both the system parameters  params and the master secret 
key MSK to 𝐼2. 

2) Phase 1: 𝐼2 will be allowed to make the following queries adaptively to 𝐶. 
a) ExtrFullSK(ID).On request for the full private key 𝑈𝑆𝐾𝐼𝐷 on user ID, 𝐶 will run 

Partial-Private-Key-Extract, Set-Secret-Value, Set-Private-Key algorithms to 
generate the user's full private key. It passes the full private key to 𝐼2. 

b) RequestPK(ID). On request for the user public key on user ID, 𝐶  will run 
Set-User-Key to generate the user's public key 𝑈𝑃𝐾𝐼𝐷 and pass it to 𝐼2.  

c) ReplacePK(ID,𝑼𝑷𝑲′𝑰𝑫). 𝐼2 is able to replace the user ID's public key 𝑈𝑃𝐾𝐼𝐷 with 
the public key 𝑈𝑃𝐾′𝐼𝐷 chosen by him. Once again, the corresponding secret value is 
not required for public key replacement queries. The only exceptions are the targets 
ID and 𝐼𝐷∗, otherwise it will be trivial to win the game. 

d) Identification(ID). For passive 𝐼2, 𝐶 will generate a valid transcript between user ID 
and itself as the verifier and return the transcript to 𝐼2. For active/concurrent 𝐼2, 𝐶 will 
play the role of the prover to interact with 𝐼2 as the cheating verifier. 
i) Normal-type adversaries cannot make an identification query for a prover if 

its public key is replaced. 
ii) Strong-type adversaries have to additionally supply 𝑠𝑣  which is the 

corresponding secret value for the public key. If 𝑠𝑣 =⊥ then the public key is 
the original one. Otherwise 𝐶 will use 𝑠𝑣 in the conversation for the replaced 
public key. 

iii) Super-type adversaries can continue to make identification queries, even for 
replaced public keys, without supplying 𝑠𝑣. 

3) Phase 2. 𝐼2 will eventually output the challenge identity, 𝐼𝐷∗ and change roles to then 
play the role of the cheating prover. 𝐶 will assume the role of the verifier. 𝐼2 wins the 
game if it manages to convince 𝐶 to accept. 

 
Note that 𝐼2 does not need to perform ExtrPartSK queries as it already has the master secret 
key and can generate partial private keys by itself. 𝐼2 is also not allowed to replace the public 
key of the challenge identity, but is able to do so for any other user. 
 
We say a CLI scheme is (𝑡, 𝑞𝐼 , 𝜀)-secure under passive or active/concurrent attacks if for any 
passive or active/concurrent Type-2 impersonator  𝐼2  who runs in time 𝑡 , 
Pr [𝐼2 𝑐𝑎𝑛 𝑖𝑚𝑝𝑒𝑟𝑠𝑜𝑛𝑎𝑡𝑒] < 𝜀, where 𝐼2 can make at most 𝑞𝐼 extract queries on full private 
keys. 
 

3. Construction 
 
In this section we show the construction of the new certificateless identification scheme. Let 𝐺 
and 𝐺𝑇 be finite cyclic groups of large prime order 𝑞 and let 𝑔 be a generator of 𝐺. Use a 
collision-resistant hash function 𝐻: {0,1}∗ → {0,1}𝑛 to hash identity strings of arbitrary length 
to size 𝑛. 

1. Setup(𝟏𝒌) : Select 𝑎
$
←𝑍𝑞 , 𝑔2,𝑢′

$
←𝐺  and an 𝑛 -length vector 〈𝑢〉  consisting of 

elements 𝑢1, … ,𝑢𝑛 ∈ 𝐺 . Set 𝑔1 = 𝑔𝑎  and publish master public key as 𝑚𝑝𝑘 =
〈𝐺,𝐺𝑇 , 𝑒,𝑔,𝑔1,𝑢′, 〈𝑢〉,𝐻〉. The master secret key is 𝑚𝑠𝑘 = 𝑔2𝑎. 

2. Set-User-Key(𝟏𝒌,𝒎𝒑𝒌) : Select 𝑠𝐼𝐷
$
←𝑍𝑞  and set 𝑢𝑝𝑘𝐼𝐷 = 〈𝑈𝑃𝐾1,𝐼𝐷 ,𝑈𝑃𝐾2,𝐼𝐷〉 =



2538                          Chin et al.: An Efficient and Provable Secure Certificateless Identification Scheme in the Standard Model 

〈𝑔𝑠𝐼𝐷 ,𝑔1
𝑠𝐼𝐷〉 

3. Partial-Private-Key-Extract(𝒎𝒑𝒌,𝒎𝒔𝒌, 𝐈𝐃,𝒖𝒑𝒌𝑰𝑫): Parse 𝐈𝐃 as an 𝑛-bit identity 
string with 𝑑𝑖  denoting the 𝑖-th bit of 𝐈𝐃. Let 𝐼𝐷 = {1, … ,𝑛} be the set of all 𝑖 in 

which 𝑑𝑖 = 1. Define the Waters hash function as 𝑈 = (𝑢′∏ 𝑢𝑖𝑖∈𝐼𝐷 ). Select 𝑟
$
←𝑍𝑞 

and construct the user partial private key as 𝑝𝑝𝑘 = 〈𝑆𝐼𝐷,𝑅𝐼𝐷〉 = 〈𝑔2𝑎(𝑈𝐼𝐷)𝑟,𝑈𝑃𝐾1,𝐼𝐷
𝑟 〉. 

4. Set-Private-Key(𝑚𝑝𝑘, 𝐼𝐷, 𝑠𝐼𝐷 ,𝑢𝑝𝑘𝐼𝐷,𝑝𝑝𝑘𝐼𝐷):  
First check if 𝑒�𝑆𝐼𝐷 ,𝑈𝑃𝐾1,𝐼𝐷� = 𝑒(𝑔2,𝑈𝑃𝐾2,𝐼𝐷)𝑒(𝑈𝐼𝐷 ,𝑅𝐼𝐷). This is according to the 
equation: 

𝑒�𝑆𝐼𝐷,𝑈𝑃𝐾1,𝐼𝐷� = 𝑒(𝑔2𝑎𝑈𝐼𝐷𝑟 ,𝑔𝑠𝐼𝐷) 
= 𝑒(𝑔2𝑎 ,𝑔𝑠𝐼𝐷)𝑒(𝑈𝐼𝐷𝑟 ,𝑔𝑠𝐼𝐷) 
= 𝑒�𝑔2,𝑔1

𝑠𝐼𝐷�𝑒(𝑈𝐼𝐷 ,𝑔𝑟𝑠𝐼𝐷) 
= 𝑒(𝑔2,𝑈𝑃𝐾2,𝐼𝐷)𝑒(𝑈𝐼𝐷 ,𝑅𝐼𝐷) 

(1) 

If the partial private key is correct, then proceed to calculate 𝑢𝑠𝑘 = 〈𝑈𝑆𝐾1,𝐼𝐷 =
𝑆𝐼𝐷
𝑠𝐼𝐷 ,𝑈𝑆𝐾2,𝐼𝐷 = 𝑅𝐼𝐷〉 

5. Identification protocol is run by Prover(𝒎𝒑𝒌, 𝑰𝑫,𝒖𝒑𝒌𝑰𝑫,𝒖𝒔𝒌𝑰𝑫) and 
Verifier(𝒎𝒑𝒌, 𝑰𝑫,𝒖𝒑𝒌𝑰𝑫) as such: 

a) Prover chooses a random 𝑧
$
←𝑍𝑞, computes 𝑋 = 𝑒(𝑈𝐼𝐷 ,𝑈𝑆𝐾2,𝐼𝐷)𝑧,𝑌 = 𝑔2𝑧 and 

sends 𝑋,𝑌,𝑈𝑆𝐾2,𝐼𝐷 to Verifier. 

b) Verifier picks a random challenge 𝑐
$
←𝑍𝑞and sends it to Prover. 

c) Prover calculates 𝑍 = 𝑈𝑆𝐾1,𝐼𝐷
𝑧+𝑐 and sends 𝑍 as a response to V. 

V accepts if 
1) 𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷� = 𝑒(𝑈𝑃𝐾2,𝐼𝐷,𝑔) and 
2) 𝑒(𝑍,𝑔) = 𝑒�𝑌𝑔2𝑐 ,𝑈𝑃𝐾1,𝐼𝐷�𝑋𝑒�𝑋𝑈𝐼𝐷𝑐 ,𝑈𝑆𝐾2,𝐼𝐷� 

 
To check for completeness: 

𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷� = 𝑒(𝑔𝑎 ,𝑔𝑠𝐼𝐷) 
= 𝑒(𝑔𝑎𝑠𝐼𝐷 ,𝑔) 
= 𝑒(𝑈𝑃𝐾2,𝐼𝐷,𝑔) 

(2) 

and 
𝑒(𝑍,𝑔) = 𝑒 �𝑆𝐼𝐷

𝑠𝐼𝐷(𝑧+𝑐),𝑔� 
= 𝑒�(𝑔2𝑎𝑈𝐼𝐷𝑟 )𝑠𝐼𝐷(𝑧+𝑐),𝑔� 
= 𝑒�𝑔2𝑎𝑧+𝑐𝑈𝐼𝐷

𝑟𝑠𝐼𝐷𝑧𝑈𝐼𝐷
𝑟𝑠𝐼𝐷𝑐 ,𝑔� 

= 𝑒(𝑔2𝑎𝑧+𝑐 ,𝑔)𝑒�𝑈𝐼𝐷
𝑟𝑠𝐼𝐷𝑧,𝑔�𝑒�𝑈𝐼𝐷

𝑟𝑠𝐼𝐷𝑐 ,𝑔� 
= 𝑒(𝑔2𝑧𝑔2𝑐 ,𝑔𝑎)𝑒(𝑈𝐼𝐷𝑧 ,𝑔𝑟𝑠𝐼𝐷)𝑒(𝑈𝐼𝐷𝑐 ,𝑔𝑟𝑠𝐼𝐷) 
= 𝑒(𝑌𝑔2𝑐 ,𝑔1)𝑋𝑒�𝑈𝐼𝐷𝑐 ,𝑈𝑆𝐾2,𝐼𝐷� 

(3) 

 
4. Security Analysis 

 
In this section, a security analysis on the certificateless identification scheme is presented. The 
scheme manages to achieve security against Super-Type-1 and Super-Type-2 adversaries for 
impersonation under passive attacks, and security against Strong-Type-1 and Strong-Type-2 
adversaries for impersonation under active/concurrent attacks, all in the standard model. 
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4.1 Security Against Type-1 Impersonation under Passive Attacks 
 
Theorem 1. The certificateless identification scheme is (𝑡, 𝑞𝐼 , 𝜀)-secure against Super-Type-1 
impersonators under passive attack in the standard model if the CDHP is (𝑡′, 𝜀′)-hard where 

 
𝑡′ = 𝑡 + 𝑂(𝜌�2𝑛(𝑞𝑒) + 𝜏(𝑞𝐼)�, (2) 
𝜀 ≤ �4𝑞𝑒(𝑛 + 1)𝜀′ + 𝑞−1 (3) 

     
where 𝜌 represents time taken to do a multiplication in 𝐺, 𝜏 is the time taken to do an 
exponentiation in 𝐺, 𝑞𝑒 represents the number of extract queries made, 𝑞𝑖 represents the 
number of transcript queries made and 𝑞𝐼 = 𝑞𝑒 + 𝑞𝑖. 
 
Proof. Suppose there exists an impersonator 𝐼1 who (𝑡, 𝑞𝐼 , 𝜀)-breaks the IBI scheme. Then we 
show an algorithm M which (𝑡′, 𝜀′)-breaks the CDH assumption by running 𝐼1 as a subroutine. 
M is given a group 𝐺, a generator 𝑔 ∈ 𝐺 and elements 𝑔𝑎 ,𝑔𝑏. Without loss of generality, it 
can be assumed any ExtrPartSK, RequestPK, ExtrFullSK and Identification queries are 
preceded by a CreateUser query, while Identification and ExtrFullSK queries are preceded 
by a RequestPK query. M simulates the challenger for 𝐼1 as follows: 
1. Setup(𝟏𝒌). Taking in the security parameter 1𝑘 , M sets 𝑙 = 2𝑞𝑒 and randomly chooses 

𝑘
$
←𝑍𝑛 . Assume that 𝑙(𝑛 + 1) < 𝑞 for the given values of 𝑞𝑒  and 𝑛. Furthermore, M 

randomly chooses 𝑥′
$
←𝑍𝑙 , a vector 〈𝑋〉 of length 𝑛 with 𝑥𝜄

$
←𝑍𝑙 for all 𝜄, a randomly 

selected 𝑦′
$
←𝑍𝑞 and a vector 〈𝑦〉of length 𝑛with 𝑦𝜄

$
←𝑍𝑞for all 𝜄. Define the following 

functions: 
𝐹(𝐼𝐷) = 𝑥′ + �𝑥𝜄 − 𝑙𝑘

𝜄∈𝐼𝐷

 (4) 

𝐽(𝐼𝐷) = 𝑦′ + �𝑦𝜄
𝜄∈𝐼𝐷

 (5) 

 
M now sets 𝑔1 = 𝑔𝑎 and 𝑔2 = 𝑔𝑏. M also sets 𝑢′ = 𝑔2𝑥

′−𝑙𝑘𝑔𝑦′ and a vector 〈𝑢〉 of length 
𝑛 consisting of 𝑛 elements 𝑢𝜄 = 𝑔2

𝑥𝜄𝑔𝑦𝜄 . M passes the system parameters 𝑚𝑝𝑘to 𝐼1  as 
〈𝐺,𝐺𝑇 , 𝑒,𝑔,𝑔1,𝑔2,𝑢′, 〈𝑢〉,𝐻〉 but does not have the master secret key 𝑔2𝑎 = 𝑔𝑎𝑏. Note that 
with functions 𝐹(𝐼𝐷) and 𝐽(𝐼𝐷), we have: 

𝑈𝐼𝐷 = 𝑢′�𝑢𝜄
𝜄∈𝐼𝐷

= 𝑔2
𝐹(𝐼𝐷)𝑔𝐽(𝐼𝐷) (6) 

 
2. CreateUser( 𝑰𝑫𝒊 ) query: For any ExtrPartSK, RequestPK,ExtrFullSK and 

Identification query, 𝑀  first checks if the user 𝐼𝐷𝑖  is created. If not, 𝑀  first selects 

𝑠𝐼𝐷𝑖
$
←𝑍𝑞 , pre-computes 𝑈𝐼𝐷𝑖 = 𝑔2

𝐹(𝐼𝐷𝑖)𝑔𝐽(𝐼𝐷𝑖)  and the public key components 
𝑈𝑃𝐾1,𝐼𝐷𝑖 = 𝑔𝑠𝐼𝐷𝑖 ,𝑈𝑃𝐾2,𝐼𝐷𝑖 = 𝑔1

𝑠𝐼𝐷𝑖and sets a flag 𝜑𝐼𝐷𝑖 = 1 denoting that the public key is 
still the original for 𝐼𝐷𝑖. 𝑀 stores these values for future use. 

3. ExtrPartSK(𝑰𝑫𝒊) query. When 𝐼1 queries M for the partial private key of 𝐼𝐷𝑖, M checks 
if 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙 and aborts if it is. This is because given the assumption 𝑙(𝑛 + 1) <
𝑞 implies 0 ≤ 𝑙𝑘 ≤ 𝑞 and 0 ≤ 𝑥′ + ∑ 𝑥𝜄 ≤ 𝑞𝜄∈𝐼𝐷𝑖 . Therefore 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑞 implies 
that 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙 and the simulator aborts because it is unable to construct the 
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partial private key. Otherwise if 𝐹(𝐼𝐷𝑖) ≠ 0 𝑚𝑜𝑑 𝑙, M constructs the partial private key 

by randomly selecting 𝑟𝐼𝐷𝑖
$
←𝑍𝑞 and computes the partial private key as: ��̃�𝐼𝐷𝑖 =

𝑔1
−𝐽�𝐼𝐷𝑖�
𝐹�𝐼𝐷𝑖��𝑈𝐼𝐷𝑖�

𝑟𝐼𝐷𝑖 ,𝑅�𝐼𝐷𝑖 = 𝑔1
−𝑠𝐼𝐷𝑖/𝐹(𝐼𝐷𝑖)𝑔𝑟𝐼𝐷𝑖𝑠𝐼𝐷𝑖� 

M returns 𝑝𝑝𝑘𝐼𝐷𝑖 = 〈�̃�𝐼𝐷𝑖 ,𝑅�𝐼𝐷𝑖〉 to 𝐼1. 
 

4. RequestPK(𝑰𝑫𝒊) query. 𝑀 finds 𝑢𝑝𝑘𝐼𝐷𝑖 = 〈𝑈𝑃𝐾1,𝐼𝐷𝑖 ,𝑈𝑃𝐾2,𝐼𝐷𝑖〉 and returns it to 𝐼1. 
5. ExtrFullSK(𝑰𝑫𝒊) query. If 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙 then 𝑀 aborts the simulation. Otherwise 

𝑀 returns 𝑢𝑠𝑘𝐼𝐷𝑖 = 〈𝑆𝐼𝐷𝑖
𝑠𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖〉 to 𝐼1. 

6. ReplacePK( 𝑰𝑫𝒊,𝒖𝒑𝒌′𝑰𝑫𝒊 = 〈𝑼𝑷𝑲′𝟏,𝑰𝑫𝒊 ,𝑼𝑷𝑲′𝟐,𝑰𝑫𝒊〉 ) query. If the new public key 
satisfies 𝑒�𝑔1,𝑈𝑃𝐾′1,𝐼𝐷𝑖� = 𝑒(𝑈𝑃𝐾′

2,𝐼𝐷𝑖 ,𝑔), 𝑀 then replaces 〈𝑈𝑃𝐾1,𝐼𝐷𝑖 ,𝑈𝑃𝐾2,𝐼𝐷𝑖〉 with 
〈𝑈𝑃𝐾′1,𝐼𝐷𝑖 ,𝑈𝑃𝐾′2,𝐼𝐷𝑖〉 and sets 𝜑𝐼𝐷𝑖 = 0. Note that the new corresponding secret value is 
not required here. 

7. Identification(𝑰𝑫𝒊) query. 𝐼1 will act as a cheating verifier to learn information from 
valid conversation transcripts from 𝑀. 𝑀 retrieves 𝐼𝐷𝑖’s stored details to construct the 
transcript. Once again, note that 𝑠𝑣 = 𝑠𝐼𝐷𝑖 is not necessary for passive attacks. M can 

create a valid transcript for each 𝑚-th query by picking 𝑟𝐼𝐷𝑖
$
←𝑍𝑞 (if not yet created) and 

𝑐𝑚, 𝑧𝑚
$
←𝑍𝑞 . 𝑀  sets the transcript as 𝑋�𝑚 = 𝑒�𝑈𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖�

𝑧𝑚 ,𝑌�𝑚 = 𝑔𝑧𝑚𝑔2
−𝑐𝑚 ,𝑅�𝐼𝐷𝑖 =

𝑈𝑃𝐾1,𝐼𝐷𝑖

𝑟𝐼𝐷𝑖 ,𝑍𝚥� = 𝑈𝑃𝐾2,𝐼𝐷𝑖
𝑧𝑚 𝑈𝐼𝐷𝑖

𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)
 and passes the transcript to 𝐼1. 𝐼1 can check that 

this is a valid transcript since: 
𝑒�𝑍𝑚� ,𝑔� = 𝑒 �𝑔1

𝑠𝐼𝐷𝑖𝑧𝑚𝑈𝐼𝐷𝑖
𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)

,𝑔� 

= 𝑒 �𝑔1
𝑠𝐼𝐷𝑖𝑧𝑚 ,𝑔)𝑒(𝑈𝐼𝐷𝑖

𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖𝑧𝑚 ,𝑔� �𝑒(𝑈𝐼𝐷𝑖
𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖𝑐𝑚 ,𝑔� 

= 𝑒 �𝑔𝑧𝑚 ,𝑔1
𝑠𝐼𝐷𝑖� 𝑒�𝑈𝐼𝐷𝑖

𝑧𝑚 ,𝑔𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖�𝑒�𝑈𝐼𝐷𝑖
𝑐𝑚 ,𝑔𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖� 

= 𝑒 �
𝑔𝑧𝑚

𝑔2
𝑐𝑚 𝑔2

𝑐𝑚 ,𝑔1
𝑠𝐼𝐷𝑖� 𝑒�𝑈𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖�

𝑧𝑚𝑒�𝑈𝐼𝐷𝑖
𝑐𝑚 ,𝑅𝐼𝐷𝑖� 

= 𝑒�𝑌�𝑚𝑔2
𝑐𝑚 ,𝑈𝑃𝐾2,𝐼𝐷𝑖�𝑋�𝑚𝑒�𝑈𝐼𝐷𝑖

𝑐𝑚 ,𝑅𝐼𝐷𝑖� 

(7) 

Note that 𝑠𝐼𝐷𝑖 is not needed by 𝑀 even for replaced public keys for 𝐼𝐷𝑖 while conducting 
Identification queries since the public keys need to hold for the verifier’s first check 
equation 𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷𝑖� = 𝑒(𝑈𝑃𝐾2,𝐼𝐷𝑖 ,𝑔). In other words, the new public values of 
𝑈𝑃𝐾′1,𝐼𝐷𝑖 ,𝑈𝑃𝐾′2,𝐼𝐷𝑖  of all 𝐼𝐷s must fulfill the check equation even with the replaced 
public keys, thus requiring 𝐼1 to submit valid public key replacement values for 
ReplacePK queries. 
 

Eventually 𝐼1stops phase 1 and outputs the challenge identity, 𝐼𝐷∗, on which it wishes to be 
challenged on. M checks if 𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑞  then reports failure and aborts if not. 
Otherwise  𝑀 runs 𝐼1 now as a cheating prover on 𝐼𝐷∗. M obtains (𝑋,𝑌,𝑅, 𝑐1, 𝑧1) then resets 
𝐼1 to its previous state where it just sent its commitment to obtain (𝑋,𝑌,𝑅, 𝑐2, 𝑧2). In both 
cases, it must hold that 𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷∗� = 𝑒(𝑈𝑃𝐾2,𝐼𝐷∗ ,𝑔)  for all public values of 
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𝑈𝑃𝐾1,𝐼𝐷∗ ,𝑈𝑃𝐾2,𝐼𝐷∗ of 𝐼𝐷∗. Based on the Reset Lemma [22], M is then able to extract the full 
private key as 

�
𝑍1
𝑍2
�

1
(𝑐1−𝑐2)

= �
𝑈𝑆𝐾1,𝐼𝐷∗

𝑧+𝑐1

𝑈𝑆𝐾1,𝐼𝐷∗
𝑧+𝑐2�

1
(𝑐1−𝑐2)

= �𝑈𝑆𝐾1,𝐼𝐷∗
𝑐1−𝑐2�

1
(𝑐1−𝑐2) = 𝑈𝑆𝐾1,𝐼𝐷∗ (8) 

 
By using the knowledge of exponent assumption from [19], 𝑀  can either extract 𝜎  if 
〈𝑈𝑃𝐾1,𝐼𝐷∗ ,𝑈𝑃𝐾2,𝐼𝐷∗〉 = 〈𝑔𝜎 ,𝑔𝑎𝜎〉  were generated from 𝑔,𝑔𝑎 , or extract 𝜚  if 
〈𝑈𝑃𝐾1,𝐼𝐷∗ ,𝑈𝑃𝐾2,𝐼𝐷∗〉 = 〈𝑔𝜎𝜚,𝑔𝑎𝜎𝜚〉 were generated from 𝑔𝜎 ,𝑔𝑎𝜎.  
 
For the first case, 𝑀 calculates the solution to the CDH problem as: 

�
𝑈𝑆𝐾1,𝐼𝐷∗

𝑅𝑟𝐼𝐷∗
𝐽(𝐼𝐷∗)𝜎 �

1
𝜎

= �
�𝑔2𝑎𝑈𝐼𝐷∗

𝑟𝐼𝐷∗�
𝜎

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜎 �

1
𝜎

= �
𝑔𝑎𝑏𝜎𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜎

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜎 �

1
𝜎

= (𝑔𝑎𝑏𝜎)
1
𝜎 = 𝑔𝑎𝑏 (9) 

 
For the second case, 𝑀 calculates the solution to the CDH problem as: 

�
𝑈𝑆𝐾1,𝐼𝐷∗

𝑅𝑟𝐼𝐷∗
𝐽(𝐼𝐷∗)𝜚𝜎�

1
𝜚𝜎

= �
�𝑔2𝑎𝑈𝐼𝐷∗

𝑟𝐼𝐷∗�
𝜚𝜎

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜚𝜎 �

1
𝜎

= �
𝑔𝑎𝑏𝜎𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜚𝜎

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜚𝜎 �

1
𝜚𝜎

= (𝑔𝑎𝑏𝜚𝜎)
1
𝜚𝜎 = 𝑔𝑎𝑏 

(10) 

 
It remains to calculate the probability of 𝑀 solving the CDH problem and winning the game. 
The probability of M successfully extracting 2 valid transcripts from 𝐼1 is given by (𝜀 − 1

𝑞
)2 as 

given by the Reset Lemma [21]. Upon extraction of 𝑈𝑆𝐾1,𝐼𝐷∗, M will be able to compute 𝑔𝑎𝑏. 
We break down the probability of M winning the CDHP to: 

Pr[𝑀 𝑤𝑖𝑛𝑠 𝐶𝐷𝐻𝑃] = Pr[𝑀 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑔𝑎𝑏 ∧ ¬𝑎𝑏𝑜𝑟𝑡] 
= Pr[𝑀 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑔𝑎𝑏|¬𝑎𝑏𝑜𝑟𝑡] Pr[¬𝑎𝑏𝑜𝑟𝑡] 

𝜀′ ≥ (𝜀 − 𝑞−1)2Pr [¬𝑎𝑏𝑜𝑟𝑡] 
 

(11) 

Finally, calculate Pr [¬𝑎𝑏𝑜𝑟𝑡]. Define the following events:  
1) Event 𝐴𝑖 where M answers all queries 𝐹(𝐼𝐷𝑖) ≠ 0 𝑚𝑜𝑑 𝑙 and  
2) Event 𝐴∗  where I outputs the challenge identity 𝐼𝐷∗  where 𝐹(𝐼𝐷) =

0 𝑚𝑜𝑑 𝑞.  
 
Calculate the probability of 𝐴∗ as: 

Pr[𝐴∗] = Pr [𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑞 ∨ 𝐹(𝐼𝐷∗ = 0 𝑚𝑜𝑑 𝑙 ] 
= Pr[𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑙] Pr[𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑞 |𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑙] 

=
1
𝑙
�

1
𝑛 + 1

� 
(12) 

 
Notice that: 

Pr [�𝐴𝑖|𝐴∗]
𝑞𝑒

𝑖=1

= 1 − Pr [�𝐴𝑖|𝐴∗]
𝑞𝑒

𝑖=1

 (13) 
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= 1 −�Pr [¬𝐴𝑖|𝐴∗]
𝑞𝑒

𝑖=1

 

= 1 −
𝑞𝑒
𝑙

 
 
Since 𝑙 = 2𝑞𝑒 in the simulation, therefore  

Pr[¬𝑎𝑏𝑜𝑟𝑡] = �1 −
𝑞𝑒
𝑙
� �

1
𝑙
� �

1
𝑛 + 1

� 

= �1 −
𝑞𝑒

2𝑞𝑒
� �

1
2𝑞𝑒

� �
1

𝑛 + 1
� 

= �
1
2
� �

1
2𝑞𝑒

� �
1

𝑛 + 1
� 

=
1

4𝑞𝑒(𝑛 + 1)
 

(14) 

Putting them together, the advantage of M in breaking CDHP is: 

Pr[𝑀 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑔𝑎𝑏] ≥ (𝜀 − 𝑞−1)2
1

4𝑞𝑒(𝑛 + 1) 

𝜀′ ≥ (𝜀 − 𝑞−1)2
1

4𝑞𝑒(𝑛 + 1) 

𝜀 ≤ �4𝑞𝑒(𝑛 + 1)𝜀′ + 𝑞−1 
 

(15) 

∎ 
4.2 Security Against Type-1 Active/Concurrent Attacks 
 
Theorem 1. The certificateless identification scheme is (𝑡, 𝑞𝐼 , 𝜀) -secure against 
Strong-Type-1 impersonators under active/concurrent attack in the standard model if the 
OMCDHP is (𝑡", 𝑞", 𝜀")-hard where  

 
𝑡 ′ = 𝑡 + 𝑂(𝜌�2𝑛(𝑞𝑒) + 𝜏(𝑞𝐼)�, (16) 

𝜀 ≤ �4𝑞𝑒(𝑛 + 1)𝜀" + 𝑞−1 (17) 

     
where 𝜌 represents time taken to do a multiplication in 𝐺, 𝜏 is the time taken to do an 
exponentiation in 𝐺, – 𝑞𝑒 represents the number of extract queries made, 𝑞𝑖 represents the 
number of transcript queries made and 𝑞𝐼 = 𝑞𝑒 + 𝑞𝑖. 
 
Proof. Define the following as the impersonation under active/concurrent attack 
(IMP-AA/CA-1) game. Assume that if the certificateless identification scheme is 
(𝑡, 𝑞𝐼 , 𝜀) -breakable by an impersonator 𝐼1 , then we can show a simulator 𝑀  that 
(𝑡", 𝑞", 𝜀") -breaks the OMCDHP. 𝑀  is given a challenge oracle 𝐶𝐻𝐴𝐿𝐿  which provides 
random points in 𝐺1and a solution oracle 𝐶𝐷𝐻 that upon an input ℎ outputs ℎ𝑎. In order to 
win the game, 𝑀 has to provide the solutions to 𝑛 queries to 𝐶𝐻𝐴𝐿𝐿 by using strictly less 
queries to 𝐶𝐷𝐻. To begin, 𝑀 is given (𝑔,𝑔1 = 𝑔𝑎). 𝑀 then queries 𝐶𝐻𝐴𝐿𝐿 for the initial 
challenge 𝑊0 and runs the Type-1 impersonator 𝐼1 as a subroutine. Without loss of generality, 
it can be assumed any ExtrPartSK, RequestPK, ExtrFullSK and Identification queries are 
preceded by a CreateUser query, while Identification and ExtrFullSK queries are preceded 
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by a RequestPK query. The way the environment is simulated for 𝐼1 is similar to that of the 
IMP-PA-1 game, and hence only the differences are shown. 
1. Setup(𝟏𝒌) is similar to the one in the IMP-PA-1 game, except 𝑀 sets 𝑔2 = 𝑊0 instead, 
2. CreateUser(𝑰𝑫𝒊) query is similar to the one in the IMP-PA-1 game. 
3. ExtrPartSK(𝑰𝑫𝒊) query is similar to the one in the IMP-PA-1 game. 
4. RequestPK(𝑰𝑫𝒊) query is similar to the one in the IMP-PA-1 game. 
5. ExtrFullSK(𝑰𝑫𝒊) query is similar to the one in the IMP-PA-1 game. 
6. ReplacePK(𝑰𝑫𝒊,𝒖𝒑𝒌′𝑰𝑫𝒊 = 〈𝑼𝑷𝑲′𝟏,𝑰𝑫𝒊 ,𝑼𝑷𝑲′𝟐,𝑰𝑫𝒊〉) query is similar to the one in the 

IMP-PA-1 game. 
7. Identification(𝑰𝑫𝒊) query. This is where the game differs significantly from that of the 

IMP-PA-1 game. Once again, 𝐼1 will act as a cheating verifier to learn information, but 
this time by requesting a valid conversation with 𝑀. 𝑀 retrieves 𝐼𝐷𝑖’s stored details to 
conduct the conversation. If 𝜑 = 0, 𝑀 then requests the new secret value 𝑠𝑣 = 𝑠𝐼𝐷𝑖 and 
the replaced public key 𝑢𝑝𝑘𝐼𝐷𝑖 from 𝐼1. M  starts with a counter 𝑚 = 0 that is incremented 
every Identification query, then does the following: 

i) 𝑀 queries  𝐶𝐻𝐴𝐿𝐿 for a random 𝑊𝑚 and additionally chooses 𝑟𝐼𝐷𝑖
$
←𝑍𝑞  (if 

not yet created) and 𝑧𝑚
$
←𝑍𝑞 . 𝑀 sets 𝑋𝑚 = 𝑒�𝑈𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖�

𝑧𝑚 ,𝑌𝑚 = 𝑊𝑚  and 
𝑅𝐼𝐷𝑖 = 𝑈𝑃𝐾1,𝐼𝐷𝑖

𝑟𝐼𝐷𝑖 = 𝑔𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖   and passes them as a commitment to to 𝐼1. 

ii) 𝐼1 selects a random challenge 𝑐𝑚
$
←𝑍𝑞 and sends it back to 𝑀. 

iii) 𝑀  responds by querying �𝑊𝑚𝑊0
𝑐𝑚�𝑎𝑠𝐼𝐷𝑗 = 𝐶𝐷𝐻(�𝑊𝑚𝑊0

𝑐𝑚�𝑠𝐼𝐷𝑗) , sets 

𝑍𝑚 = �𝑊𝑚𝑊0
𝑐𝑚�𝑎𝑠𝐼𝐷𝑗𝑈𝐼𝐷𝑗

𝑟𝐼𝐷𝑗𝑠𝐼𝐷𝑗(𝑧𝑚+𝑐𝑚)
and sends it to 𝐼1. One can check the 

validity of the second checking equation by: 
 

𝑒�𝑍𝑚� ,𝑔� = 𝑒 ��𝑊𝑚𝑊0
𝑐𝑚�𝑎𝑠𝐼𝐷𝑗𝑈𝐼𝐷𝑗

𝑟𝐼𝐷𝑗𝑠𝐼𝐷𝑗(𝑧𝑚+𝑐𝑚)
,𝑔� 

= 𝑒 ��𝑊𝑚𝑊0
𝑐𝑚�𝑎𝑠𝐼𝐷𝑗 ,𝑔)𝑒(𝑈𝐼𝐷𝑖

𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖𝑧𝑚 ,𝑔� �𝑒(𝑈𝐼𝐷𝑖
𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖𝑐𝑚 ,𝑔� 

= 𝑒 �𝑊𝑚𝑊0
𝑐𝑚 ,𝑔1

𝑠𝐼𝐷𝑗� 𝑒�𝑈𝐼𝐷𝑖
𝑧𝑚 ,𝑔𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖�𝑒�𝑈𝐼𝐷𝑖

𝑐𝑚 ,𝑔𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖� 

= 𝑒�𝑌�𝑚𝑔2
𝑐𝑚 ,𝑈𝑃𝐾2,𝐼𝐷𝑖�𝑋�𝑚𝑒�𝑈𝐼𝐷𝑖

𝑐𝑚 ,𝑅𝐼𝐷𝑖� 

(18) 

 
Additionally the verifier’s first check equation 𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷𝑖� = 𝑒(𝑈𝑃𝐾2,𝐼𝐷𝑖 ,𝑔) for 
public values of 𝑈𝑃𝐾′1,𝐼𝐷𝑖 ,𝑈𝑃𝐾′2,𝐼𝐷𝑖  of all 𝐼𝐷s must hold even with the replaced public 
keys. 
 

Eventually 𝐼1 stops phase 1 and outputs the challenge identity, 𝐼𝐷∗, on which it wishes to be 
challenged on. M checks if 𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑞  then reports failure and aborts if not. 
Otherwise  𝑀 runs 𝐼1 now as a cheating prover on 𝐼𝐷∗. M obtains (𝑋,𝑌,𝑅, 𝑐1, 𝑧1) then resets 
𝐼1 to its previous state where it just sent its commitment to obtain (𝑋,𝑌,𝑅, 𝑐2, 𝑧2). In both 
cases, it must hold that 𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷∗� = 𝑒(𝑈𝑃𝐾2,𝐼𝐷∗ ,𝑔)  for all public values of 
𝑈𝑃𝐾1,𝐼𝐷∗ ,𝑈𝑃𝐾2,𝐼𝐷∗ of 𝐼𝐷∗. Based on the Reset Lemma [22], M is then able to extract the full 
private key as 
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�
𝑍1
𝑍2
�

1
(𝑐1−𝑐2)

= �
𝑈𝑆𝐾1,𝐼𝐷∗

𝑧+𝑐1

𝑈𝑆𝐾1,𝐼𝐷∗
𝑧+𝑐2�

1
(𝑐1−𝑐2)

= �𝑈𝑆𝐾1,𝐼𝐷∗
𝑐1−𝑐2�

1
(𝑐1−𝑐2) = 𝑈𝑆𝐾1,𝐼𝐷∗ (19) 

  
By using the knowledge of exponent assumption from [19], 𝑀  can either extract 𝜎  if 
〈𝑈𝑃𝐾1,𝐼𝐷∗ ,𝑈𝑃𝐾2,𝐼𝐷∗〉 = 〈𝑔𝜎 ,𝑔𝑎𝜎〉  were generated from 𝑔,𝑔𝑎 , or extract 𝜚  if 
〈𝑈𝑃𝐾1,𝐼𝐷∗ ,𝑈𝑃𝐾2,𝐼𝐷∗〉 = 〈𝑔𝜎𝜚,𝑔𝑎𝜎𝜚〉 were generated from 𝑔𝜎 ,𝑔𝑎𝜎.  
 
For the first case, 𝑀 calculates the solution to the CDH problem as: 

�
𝑈𝑆𝐾1,𝐼𝐷∗

𝑅𝑟𝐼𝐷∗
𝐽(𝐼𝐷∗)𝜎 �

1
𝜎

= �
�𝑊0

𝑎𝑈𝐼𝐷∗
𝑟𝐼𝐷∗�

𝜎

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜎 �

1
𝜎

= �
𝑊0

𝑎𝜎𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜎

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜎 �

1
𝜎

= (𝑊0
𝑎𝜎)

1
𝜎

= 𝑊0
𝑎 

(20) 

 
For the second case, 𝑀 calculates the solution to the CDH problem as: 

�
𝑈𝑆𝐾1,𝐼𝐷∗

𝑅𝑟𝐼𝐷∗
𝐽(𝐼𝐷∗)𝜚𝜎�

1
𝜚𝜎

= �
�𝑊0

𝑎𝑈𝐼𝐷∗
𝑟𝐼𝐷∗�

𝜚𝜎

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜚𝜎 �

1
𝜎

= �
𝑊0

𝑎𝜚𝜎𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜚𝜎

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝜚𝜎 �

1
𝜚𝜎

= (𝑊0
𝑎𝜚𝜎)

1
𝜚𝜎 = 𝑊0

𝑎 

(21) 

 
Recall that 𝑠𝐼𝐷𝑖  is provided by 𝐼1 for every 𝑚-th Identification query for the corresponding 
public key of 𝐼𝐷𝑖 being used, both for original or replaced. 𝑀 then proceeds to calculate the 
solutions for the challenges 𝑊1, … ,𝑊𝑚 as: 

�
𝑍𝑚

𝑊0
𝑎𝑠𝐼𝐷𝑖𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑠𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)�

1
𝑠𝐼𝐷𝑖

 

= �
𝑊𝑚

𝑎𝑠𝐼𝐷𝑖𝑊0
𝑎𝑠𝐼𝐷𝑖𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑠𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)

𝑊0
𝑎𝑠𝐼𝐷𝑖𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑠𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚) �

1
𝑠𝐼𝐷𝑖

 

= 𝑊𝑚
𝑎 

(22) 

The probability of 𝑀 winning the OMCDHP is the same as in the IMP-PA-1 game, except that 
𝜀′, the advantage of 𝑀 in solving the CDH problem is substituted with 𝜀", the advantage of 𝑀 
in solving the OMCDHP game. 

∎ 
4.3 Security Against Type-2 Impersonation under Passive Attacks 

 
Theorem 1. The certificateless identification scheme is (𝑡, 𝑞𝐼 , 𝜀) -secure against 
Strong-Type-2 impersonators under passive attack in the standard model if the CDHP is 
(𝑡′, 𝜀′)-hard where  

 
𝑡′ = 𝑡 + 𝑂(𝜌�2𝑛(𝑞𝑒) + 𝜏(𝑞𝐼)�, (23) 
𝜀 ≤ �4𝑞𝑒(𝑛 + 1)𝜀′ + 𝑞−1 (24) 

     
where 𝜌 represents time taken to do a multiplication in 𝐺, 𝜏 is the time taken to do an 
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exponentiation in 𝐺 , 𝑞𝑒 represents the number of extract queries made, 𝑞𝑖 represents the 
number of transcript queries made and 𝑞𝐼 = 𝑞𝑒 + 𝑞𝑖. 
 
Proof. Suppose there exists an impersonator 𝐼2 who (𝑡, 𝑞𝐼 , 𝜀)-breaks the IBI scheme. Then we 
show an algorithm M which (𝑡′, 𝜀′)-breaks the CDH problem by running 𝐼2 as a subroutine. M 
is given a group 𝐺, a generator 𝑔 ∈ 𝐺 and, to keep with the consistency of scheme definitions, 
elements defined as 𝑔𝑠,𝑔𝑏. Without loss of generality, it can be assumed any RequestPK, 
ExtrFullSK and Identification queries are preceded by a CreateUser query, while 
Identification and ExtrFullSK queries are preceded by a RequestPK query. M simulates the 
challenger for 𝐼2 as follows: 
 

1. Setup(𝟏𝒌 ). Taking in the security parameter 1𝑘, M sets 𝑙 = 2𝑞𝑒  and randomly 

chooses 𝑘
$
←𝑍𝑛 . Assume that 𝑙(𝑛 + 1) < 𝑞  for the given values of 𝑞𝑒  and 𝑛 . 

Furthermore, M randomly chooses 𝑥′
$
←𝑍𝑙, a vector 〈𝑋〉 of length 𝑛 with 𝑥𝜄

$
←𝑍𝑙for 

all 𝜄, a randomly selected 𝑦′
$
←𝑍𝑞 and a vector 〈𝑦〉of length 𝑛with 𝑦𝜄

$
←𝑍𝑞for all 𝜄. 

Define the following functions: 
      

𝐹(𝐼𝐷) = 𝑥′ + �𝑥𝜄 − 𝑙𝑘
𝜄∈𝐼𝐷

 (25) 

𝐽(𝐼𝐷) = 𝑦′ + �𝑦𝜄
𝜄∈𝐼𝐷

 (26) 

 

M now selects 𝑎
$
←𝑍𝑞 , sets 𝑔1 = 𝑔𝑎  and 𝑔2 = 𝑔𝑏 . M also sets 𝑢′ = 𝑔2𝑥

′−𝑙𝑘𝑔𝑦′  and a 
vector 〈𝑢〉  of length 𝑛  consisting of 𝑛  elements 𝑢𝜄 = 𝑔2

𝑥𝜄𝑔𝑦𝜄 . M passes the system 
parameters 𝑚𝑝𝑘to 𝐼2 as 〈𝐺,𝐺𝑇 , 𝑒,𝑔,𝑔1,𝑔2,𝑢′, 〈𝑢〉,𝐻〉 but does not have the master secret 
key 𝑔2𝑎 = 𝑔𝑎𝑏. Note that with functions 𝐹(𝐼𝐷) and 𝐽(𝐼𝐷), we have: 

 
𝑈𝐼𝐷 = 𝑢′�𝑢𝜄

𝜄∈𝐼𝐷

= 𝑔2
𝐹(𝐼𝐷)𝑔𝐽(𝐼𝐷) (27) 

 
In Type-2 games, 𝑀 knows the master secret key 𝑔2𝑎 = 𝑔𝑎𝑏 and is able to create partial 
private keys, therefore ExtrPartSK queries are not necessary. 

2. CreateUser(𝑰𝑫𝒊) query: For any RequestPK,ExtrFullSK and Identification query, 𝑀 
first checks if the user 𝐼𝐷𝑖  is created. If 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙 , 𝑀 sets 𝑈𝑃𝐾1,𝐼𝐷𝑖 = 𝑔𝑠and 

𝑈𝑃𝐾2,𝐼𝐷𝑖 = 𝑔1𝑠. If not, 𝑀 first selects 𝑠𝐼𝐷𝑖
$
←𝑍𝑞, pre-computes 𝑈𝐼𝐷𝑖 = 𝑔2

𝐹(𝐼𝐷𝑖)𝑔𝐽(𝐼𝐷𝑖) and 
the public key components 𝑈𝑃𝐾1,𝐼𝐷𝑖 = 𝑔𝑠𝐼𝐷𝑖 ,𝑈𝑃𝐾2,𝐼𝐷𝑖 = 𝑔1

𝑠𝐼𝐷𝑖and sets a flag 𝜑𝐼𝐷𝑖 = 1 
denoting that the public key is still the original for 𝐼𝐷𝑖. 𝑀 stores these values for future use. 

3. RequestPK(𝑰𝑫𝒊) query. 𝑀 finds 𝑢𝑝𝑘𝐼𝐷𝑖 = 〈𝑈𝑃𝐾1,𝐼𝐷𝑖 ,𝑈𝑃𝐾2,𝐼𝐷𝑖〉 and returns it to 𝐼2. 
4. ExtrFullSK(𝑰𝑫𝒊) query. If 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙 then 𝑀aborts the simulation. Otherwise, 

𝑀  retrieves 𝑠𝐼𝐷𝑖 , selects 𝑟𝐼𝐷𝑖
$
←𝑍𝑞  and calculates 𝑈𝑆𝐾1,𝐼𝐷𝑖 = 𝑔1

−𝐽�𝐼𝐷𝑖�𝑠𝐼𝐷𝑖
𝐹(𝐼𝐷𝑖) 𝑈𝐼𝐷𝑖

𝑟𝐼𝐷𝑖𝑠𝐼𝐷𝑖  and 

𝑈𝑆𝐾2,𝐼𝐷𝑖 = 𝑔1

−𝑠𝐼𝐷𝑖
𝐹(𝐼𝐷𝑖)𝑔𝑟𝐼𝐷𝑖𝑠𝐼𝐷𝑖 . 𝑀 returns 𝑢𝑠𝑘𝐼𝐷𝑖 = 〈𝑆𝐼𝐷𝑖

𝑠𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖〉 to 𝐼2. 



2546                          Chin et al.: An Efficient and Provable Secure Certificateless Identification Scheme in the Standard Model 

5. ReplacePK(𝑰𝑫𝒊,𝒖𝒑𝒌′𝑰𝑫𝒊 = 〈𝑼𝑷𝑲′𝟏,𝑰𝑫𝒊 ,𝑼𝑷𝑲′𝟐,𝑰𝑫𝒊〉) query. For 𝐹(𝐼𝐷𝑖) ≠ 0 𝑚𝑜𝑑 𝑙 , 𝑀 
checks if the new public key satisfies 𝑒�𝑔1,𝑈𝑃𝐾′1,𝐼𝐷𝑖� = 𝑒(𝑈𝑃𝐾′

2,𝐼𝐷𝑖 ,𝑔),  𝑎𝑛𝑑 replaces 
〈𝑈𝑃𝐾1,𝐼𝐷𝑖 ,𝑈𝑃𝐾2,𝐼𝐷𝑖〉 with 〈𝑈𝑃𝐾′1,𝐼𝐷𝑖 ,𝑈𝑃𝐾′2,𝐼𝐷𝑖〉 and sets 𝜑𝐼𝐷𝑖 = 0 if true. Note that the 
new corresponding secret value is not required here. Otherwise for 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙, 𝑀 
replies with ⊥ since 𝐼2 is not allowed to replace the challenge identity’s public key. 

6. Identification(𝑰𝑫𝒊) query. 𝐼2 will act as a cheating verifier to learn information from 
valid conversation transcripts from 𝑀. 𝑀 retrieves 𝐼𝐷𝑖’s stored details to construct the 
transcript. For Strong-Type-2 attacks, 𝐼2 needs to supply 𝑠𝑣 = 𝑠𝐼𝐷𝑖  for replaced public 
keys. M  can create a valid transcript for each of the following cases: 

a) If 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙, then 𝑈𝐼𝐷𝑖 = 𝑔𝐽(𝐼𝐷𝑖) and 𝑀 picks 𝑟𝐼𝐷𝑖
$
←𝑍𝑞 (if not yet created) and 

𝑐𝑚, 𝑧𝑚
$
←𝑍𝑞 ,  sets the transcript as 𝑋�𝑚 = 𝑒�𝑈𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖�

𝑧𝑚 ,𝑌�𝑚 = 𝑔𝑧𝑚𝑔2
−𝑐𝑚 ,𝑅�𝐼𝐷𝑖 =

𝑈𝑃𝐾1,𝐼𝐷𝑖

𝑟𝐼𝐷𝑖 ,𝑍𝑚� = 𝑈𝑃𝐾2,𝐼𝐷𝑖
𝑧𝑚 𝑈𝑃𝐾1,𝐼𝐷𝑖

𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)
 and passes the transcript to 𝐼2 . 𝐼2  can 

check that this is a valid transcript since: 
𝑒�𝑍𝑚� ,𝑔� = 𝑒 �𝑈𝑃𝐾2,𝐼𝐷𝑖

𝑧𝑚 𝑈𝑃𝐾1,𝐼𝐷𝑖

𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)
,𝑔� 

= 𝑒�𝑔𝑎𝑠𝑧𝑚𝑔𝑠𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑧𝑚𝑔𝑠𝐽(𝐼𝐷𝑖)𝑐𝑚 ,𝑔� 
= 𝑒�𝑔𝑎𝑠𝑧𝑚𝑔𝑠𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑧𝑚𝑔𝑠𝐽(𝐼𝐷𝑖)𝑐𝑚 ,𝑔� 
= 𝑒(𝑔𝑧𝑚 ,𝑔𝑎𝑠)𝑒�𝑔𝐽(𝐼𝐷𝑖)𝑧𝑚 ,𝑔𝑠𝑟𝐼𝐷𝑖 �𝑒�𝑔𝐽(𝐼𝐷𝑖)𝑐𝑚 ,𝑔𝑠𝑟𝐼𝐷𝑖� 

= 𝑒 �
𝑔𝑧𝑚

𝑔2
𝑐𝑚 𝑔2

𝑐𝑚 ,𝑔𝑎𝑠� 𝑒�𝑈𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖�
𝑧𝑚𝑒�𝑈𝐼𝐷𝑖

𝑐𝑚 ,𝑅𝐼𝐷𝑖� 

= 𝑒�𝑌�𝑚𝑔2
𝑐𝑚 ,𝑈𝑃𝐾2,𝐼𝐷𝑖�𝑋�𝑚𝑒�𝑈𝐼𝐷𝑖

𝑐𝑚 ,𝑅𝐼𝐷𝑖� 

(28) 

b) If 𝐹(𝐼𝐷𝑖) ≠ 0 𝑚𝑜𝑑 𝑙, then 𝑈𝐼𝐷𝑖 = 𝑔2
𝐹(𝐼𝐷𝑖)𝑔𝐽(𝐼𝐷𝑖). For this case 𝑀 can build the full 

private key for any user other than those with 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙 since it has access to 
the 𝑚𝑠𝑘 and 𝑠𝐼𝐷𝑖 . If 𝜑 = 0 then 𝑀 requests the new secret value 𝑠𝑣 = 𝑠𝐼𝐷𝑖  for the 

replaced public key from 𝐼2. 𝑀 then constructs the transcript by picking  𝑟𝐼𝐷𝑖
$
←𝑍𝑞 (if 

not yet created), 𝑐𝑚, 𝑧𝑚
$
←𝑍𝑞 and setting 𝑋�𝑚 = 𝑒�𝑈𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖�

𝑧𝑚 ,  𝑌�𝑚 = 𝑔𝑧𝑚 ,  𝑅𝐼𝐷𝑖 =

𝑈𝑃𝐾1,𝐼𝐷𝑖

𝑟𝐼𝐷𝑖 ,𝑍𝑚� = �𝑔2𝑎𝑈𝐼𝐷𝑖
𝑟𝐼𝐷𝑖�

𝑠𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)
 as the transcript. Once again, 𝐼2 can check the 

second verifying equation: 

𝑒�𝑍�𝑚,𝑔� = 𝑒 ��𝑔2𝑎 �𝑔2
𝐹(𝐼𝐷𝑗)𝑔𝐽(𝐼𝐷𝑖)�

𝑟𝐼𝐷𝑖�
𝑠𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)

,𝑔� 

= 𝑒 �𝑔2
𝑎𝑠𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)

�𝑔2
𝐹(𝐼𝐷𝑗)𝑔𝐽(𝐼𝐷𝑖)�

𝑟𝐼𝐷𝑖
𝑠𝐼𝐷𝑖𝑧𝑚

�𝑔2
𝐹(𝐼𝐷𝑗)𝑔𝐽(𝐼𝐷𝑖)�

𝑟𝐼𝐷𝑖
𝑠𝐼𝐷𝑖𝑐𝑚

,𝑔� 

= 𝑒 �𝑔2
𝑎𝑠𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)

,𝑔� 𝑒�𝑈𝐼𝐷𝑖
𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖𝑧𝑚 ,𝑔�𝑒�𝑈𝐼𝐷𝑖

𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖𝑐𝑚 ,𝑔� 

= 𝑒 �
𝑔𝑧𝑚

𝑔2
𝑐𝑚 𝑔2

𝑐𝑚 ,𝑔𝑎𝑠� 𝑒�𝑈𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖�
𝑧𝑚𝑒�𝑈𝐼𝐷𝑖

𝑐𝑚 ,𝑅𝐼𝐷𝑖� 

= 𝑒�𝑌�𝑚𝑔2
𝑐𝑚 ,𝑈𝑃𝐾2,𝐼𝐷𝑖�𝑋�𝑚𝑒�𝑈𝐼𝐷𝑖

𝑐𝑚 ,𝑅𝐼𝐷𝑖� 

(29) 

 
Note that for both cases the public keys need to hold for the verifier’s first check equation 
𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷𝑖� = 𝑒(𝑈𝑃𝐾2,𝐼𝐷𝑖 ,𝑔). In other words, the new public values of 
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𝑈𝑃𝐾′1,𝐼𝐷𝑖 ,𝑈𝑃𝐾′2,𝐼𝐷𝑖  of all 𝐼𝐷s must fulfill the check equation even with the replaced 
public keys, thus requiring 𝐼2 to submit valid public key replacement values for 
ReplacePK queries and a valid 𝑠𝑣 for Identification queries. 
 

Eventually 𝐼2 stops phase 1 and outputs the challenge identity, 𝐼𝐷∗, on which it wishes to be 
challenged on. M checks if 𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑞  then reports failure and aborts if not. 
Otherwise  𝑀 runs 𝐼2 now as a cheating prover on 𝐼𝐷∗. M obtains (𝑋,𝑌,𝑅, 𝑐1, 𝑧1) then resets 
𝐼2 to its previous state where it just sent its commitment to obtain (𝑋,𝑌,𝑅, 𝑐2, 𝑧2). In both 
cases, it must hold that 𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷∗� = 𝑒(𝑈𝑃𝐾2,𝐼𝐷∗ ,𝑔)  for all public values of 
𝑈𝑃𝐾1,𝐼𝐷∗ ,𝑈𝑃𝐾2,𝐼𝐷∗ of 𝐼𝐷∗. Based on the Reset Lemma [22], M is then able to extract the full 
private key as 

�
𝑍1
𝑍2
�

1
(𝑐1−𝑐2)

= �
𝑈𝑆𝐾1,𝐼𝐷∗

𝑧+𝑐1

𝑈𝑆𝐾1,𝐼𝐷∗
𝑧+𝑐2�

1
(𝑐1−𝑐2)

= �𝑈𝑆𝐾1,𝐼𝐷∗
𝑐1−𝑐2�

1
(𝑐1−𝑐2) = 𝑈𝑆𝐾1,𝐼𝐷∗ (30) 

 
 Since 𝐼2 is not allowed to replace the public key of 𝐼𝐷∗, 𝑀 calculates the solution to the CDH 
problem as: 

�
𝑈𝑆𝐾1,𝐼𝐷∗

𝑅𝐽(𝐼𝐷∗)𝑠 �
1
𝑎

= �
�𝑔2𝑎𝑈𝐼𝐷∗

𝑟𝐼𝐷∗�
𝑠

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐼𝐷∗)𝑠�

1
𝑎

= �
𝑔𝑎𝑏𝑠𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷∗)𝑠

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷∗)𝑠 �

1
𝑎

= (𝑔𝑎𝑏𝑠)
1
𝑎

= 𝑔𝑏𝑠 

(31) 

 
For the second case, 𝑀 calculates the solution to the CDH problem as: 
 
It remains to calculate the probability of 𝑀 solving the CDH problem and winning the game. 
The probability of M successfully extracting 2 valid transcripts from 𝐼1 is given by (𝜀 − 1

𝑞
)2 as 

given by the Reset Lemma [21]. Upon extraction of 𝑈𝑆𝐾1,𝐼𝐷∗, M will be able to compute 𝑔𝑏𝑠. 
We break down the probability of M winning the CDHP to: 

Pr[𝑀 𝑤𝑖𝑛𝑠 𝐶𝐷𝐻𝑃] = Pr[𝑀 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑔𝑏𝑠 ∧ ¬𝑎𝑏𝑜𝑟𝑡] 
= Pr[𝑀 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑔𝑏𝑠|¬𝑎𝑏𝑜𝑟𝑡] Pr[¬𝑎𝑏𝑜𝑟𝑡] 

𝜀′ ≥ (𝜀 − 𝑞−1)2Pr [¬𝑎𝑏𝑜𝑟𝑡] 
 

(32) 

Finally, calculate Pr [¬𝑎𝑏𝑜𝑟𝑡]. Define the following events:  
3) Event 𝐴𝑖 where M answers all queries 𝐹(𝐼𝐷𝑖) ≠ 0 𝑚𝑜𝑑 𝑙 and  
4) Event 𝐴∗  where I outputs the challenge identity 𝐼𝐷∗  where 𝐹(𝐼𝐷) =

0 𝑚𝑜𝑑 𝑞.  
 
Calculate the probability of 𝐴∗ as: 

Pr[𝐴∗] = Pr [𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑞 ∨ 𝐹(𝐼𝐷∗ = 0 𝑚𝑜𝑑 𝑙 ] 
= Pr[𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑙] Pr[𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑞 |𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑙] 

=
1
𝑙
�

1
𝑛 + 1

� 
(33) 

 
Notice that: 
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Pr [�𝐴𝑖|𝐴∗]
𝑞𝑒

𝑖=1

= 1 − Pr [�𝐴𝑖|𝐴∗]
𝑞𝑒

𝑖=1

 

= 1 −�Pr [¬𝐴𝑖|𝐴∗]
𝑞𝑒

𝑖=1

 

= 1 −
𝑞𝑒
𝑙

 

(34) 

Since 𝑙 = 2𝑞𝑒 in the simulation, therefore  

Pr[¬𝑎𝑏𝑜𝑟𝑡] = �1 −
𝑞𝑒
𝑙
� �

1
𝑙
� �

1
𝑛 + 1

� 

= �1 −
𝑞𝑒

2𝑞𝑒
� �

1
2𝑞𝑒

� �
1

𝑛 + 1
� 

= �
1
2
� �

1
2𝑞𝑒

� �
1

𝑛 + 1
� 

=
1

4𝑞𝑒(𝑛 + 1)
 

(35) 

 
Putting them together, the advantage of M in breaking CDHP is: 

Pr[𝑀 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑔𝑏𝑠] ≥ (𝜀 − 𝑞−1)2
1

4𝑞𝑒(𝑛 + 1) 

𝜀′ ≥ (𝜀 − 𝑞−1)2
1

4𝑞𝑒(𝑛 + 1) 

𝜀 ≤ �4𝑞𝑒(𝑛 + 1)𝜀′ + 𝑞−1 
 

(36) 

∎ 
4.4 Security Against Type-2 Active/Concurrent Attacks 
 
Theorem 1. The certificateless identification scheme is (𝑡, 𝑞𝐼 , 𝜀) -secure against 
Strong-Type-2 impersonators under active/concurrent attack in the standard model if the 
OMCDHP is (𝑡", 𝑞", 𝜀")-hard where  

 
𝑡′ = 𝑡 + 𝑂(𝜌�2𝑛(𝑞𝑒) + 𝜏(𝑞𝐼)�, (37) 

𝜀 ≤ �4𝑞𝑒(𝑛 + 1)𝜀" + 𝑞−1 (38) 

     
where 𝜌 represents time taken to do a multiplication in 𝐺, 𝜏 is the time taken to do an 
exponentiation in 𝐺, 𝑞𝑒 represents the number of extract queries made, 𝑞𝑖 represents the 
number of transcript queries made and 𝑞𝐼 = 𝑞𝑒 + 𝑞𝑖. 
 
Proof. Define the following game as the impersonation under active/concurrent attack 
(IMP-AA/CA-2) game. Assume that the certificateless identification scheme is 
(𝑡, 𝑞𝐼 , 𝜀) -breakable by an impersonator 𝐼2 , then we can show a simulator 𝑀  that 
(𝑡", 𝑞", 𝜀") -breaks the OMCDHP. 𝑀  is given a challenge oracle 𝐶𝐻𝐴𝐿𝐿  which provides 
random points in 𝐺1and a solution oracle 𝐶𝐷𝐻 that upon input ℎ outputs ℎ𝑎. 𝑀 has to provide 
the solutions to 𝑛 queries to 𝐶𝐻𝐴𝐿𝐿 by using strictly less queries to 𝐶𝐷𝐻 in order to win the 
game. To begin, 𝑀 is given (𝑔,𝑔1 = 𝑔𝑎). 𝑀 then queries 𝐶𝐻𝐴𝐿𝐿 for the initial challenge 𝑊0 
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and runs the Type-2 impersonator 𝐼2 as a subroutine. Without loss of generality, it can be 
assumed any RequestPK, ExtrFullSK and Identification queries are preceded by a 
CreateUser query, while Identification and ExtrFullSK queries are preceded by a 
RequestPK query. The way the environment is simulated for 𝐼2 is similar to that of the 
IMP-PA-2 game, and hence only the differences are shown. 
1. Setup(𝟏𝒌) is similar to the one in the IMP-PA-2 game. 
2. CreateUser(𝑰𝑫𝒊 ) query is similar to the one in the IMP-PA-2 game,  except for 

𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙, 𝑀 sets 𝑈𝑃𝐾1,𝐼𝐷𝑖 = 𝑊0 instead. 
3. RequestPK(𝑰𝑫𝒊) query is similar to the one in the IMP-PA-2 game. 
4. ExtrFullSK(𝑰𝑫𝒊) query is similar to the one in the IMP-PA-2 game. 
5. ReplacePK(𝑰𝑫𝒊,𝒖𝒑𝒌′𝑰𝑫𝒊 = 〈𝑼𝑷𝑲′𝟏,𝑰𝑫𝒊 ,𝑼𝑷𝑲′𝟐,𝑰𝑫𝒊〉) query is similar to the one in the 

IMP-PA-2 game. 
6. Identification(𝑰𝑫𝒊) query. This is where the game differs significantly from the one in 

the IMP-PA-2 game. Once again, 𝐼2  will act as a cheating verifier but this time by 
requesting a valid conversation with 𝑀. 𝑀 retrieves 𝐼𝐷𝑖’s stored details to conduct the 
conversation. There are two cases to consider: 
a) If 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙 , then 𝑈𝐼𝐷𝑖 = 𝑔𝐽(𝐼𝐷𝑖) . M  starts with a counter 𝑚 = 0 that is 

incremented every Identification query for 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙 , then does the 
following: 

i) 𝑀queries  𝐶𝐻𝐴𝐿𝐿 for a random 𝑊𝑚 and additionally chooses 𝑟𝐼𝐷𝑖
$
←𝑍𝑞  (if not yet 

created) and 𝑧𝑚
$
←𝑍𝑞 . 𝑀  sets 𝑋𝑚 = 𝑒�𝑈𝐼𝐷𝑖 ,𝑅𝐼𝐷𝑖�

𝑧𝑚 ,𝑌𝑚 = 𝑊𝑚 and 𝑅𝐼𝐷𝑖 =
𝑈𝑃𝐾1,𝐼𝐷𝑖

𝑟𝐼𝐷𝑖   and passes them as a commitment to to 𝐼2. 

ii) 𝐼2 selects a random challenge 𝑐𝑚
$
←𝑍𝑞 and sends it back to 𝑀. 

iii) 𝑀  responds by querying 
�𝑊𝑚

𝑎𝑊0
𝑎𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑗(𝑧𝑚+𝑐𝑚)�

𝑠
= 𝐶𝐷𝐻(𝑊𝑚

𝑎𝑊0
𝑎𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑗(𝑧𝑚+𝑐𝑚)) , sets 

𝑍𝑚 = �𝑊𝑚
𝑎𝑊0

𝑎𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑗(𝑧𝑚+𝑐𝑚)�
𝑠
and sends it to 𝐼2. 𝐼2 can check the validity 

of the second checking equation by: 
𝑒�𝑍𝑚� ,𝑔� = 𝑒 ��𝑊𝑚

𝑎𝑊0
𝑎𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖(𝑧𝑚+𝑐𝑚)�

𝑠
,𝑔� 

= 𝑒��𝑊𝑚
𝑎𝑊0

𝑎𝑐𝑚�𝑠�𝑔𝑠𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑧𝑚��𝑔𝑠𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑐𝑚�,𝑔� 

= 𝑒�𝑊𝑚
𝑎𝑠𝑊0

𝑎𝑠𝑐𝑚 ,𝑔�𝑒 ��𝑔𝑠𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑧𝑚�,𝑔� 𝑒�𝑔𝑠𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑐𝑚 ,𝑔� 

= 𝑒�𝑊𝑚𝑊0
𝑐𝑚 ,𝑔𝑎𝑠�𝑒�𝑈𝐼𝐷𝑖 ,𝑔

𝑠𝑟𝐼𝐷𝑖�𝑧𝑚𝑒�𝑈𝐼𝐷𝑖
𝑐𝑚 ,𝑔𝑠𝑟𝐼𝐷𝑖� 

= 𝑒�𝑌𝑚𝑔2
𝑐𝑚 ,𝑈𝑃𝐾1,𝐼𝐷𝑖�𝑋𝑚𝑒�𝑈𝐼𝐷𝑖

𝑐𝑚 ,𝑈𝑆𝐾2,𝐼𝐷𝑖� 

(39
) 

b) If 𝐹(𝐼𝐷𝑖) = 0 𝑚𝑜𝑑 𝑙, then 𝑈𝐼𝐷𝑖 = 𝑔2
𝐹(𝐼𝐷𝑖)𝑔𝐽(𝐼𝐷𝑖). If 𝜑 = 0 then 𝑀 requests the new 

secret value 𝑠𝑣 = 𝑠𝐼𝐷𝑖 and the replaced public key 𝑢𝑝𝑘′𝐼𝐷𝑖 from 𝐼2, otherwise 𝑀 just 
retrieves the original 𝑠𝐼𝐷𝑖 value. Since 𝑀 can then construct the full 𝑢𝑠𝑘𝐼𝐷𝑖, 𝑀 just 

builds 𝑈𝑆𝐾1,𝐼𝐷𝑖 = �𝑔2𝑎 �𝑔2
𝐹(𝐼𝐷𝑖)𝑔𝐽(𝐼𝐷𝑖)�

𝑟𝐼𝐷𝑖�
𝑠𝐼𝐷𝑖  and 𝑈𝑆𝐾2,𝐼𝐷𝑖 = 𝑔𝑠𝐼𝐷𝑖𝑟𝐼𝐷𝑖  and uses it 

to run the Identification query. For both cases of 𝜑, the check equation 
𝑒�𝑔,𝑈𝑃𝐾2,𝐼𝐷𝑖� = 𝑒(𝑔1,𝑈𝑃𝐾1,𝐼𝐷𝑖) must hold. 

 



2550                          Chin et al.: An Efficient and Provable Secure Certificateless Identification Scheme in the Standard Model 

Eventually 𝐼2 stops phase 1 and outputs the challenge identity, 𝐼𝐷∗, on which it wishes to be 
challenged on. M checks if 𝐹(𝐼𝐷∗) = 0 𝑚𝑜𝑑 𝑞  then reports failure and aborts if not. 
Otherwise  𝑀 runs 𝐼2 now as a cheating prover on 𝐼𝐷∗. M obtains (𝑋,𝑌,𝑅, 𝑐1, 𝑧1) then resets 
𝐼2 to its previous state where it just sent its commitment to obtain (𝑋,𝑌,𝑅, 𝑐2, 𝑧2). In both 
cases, it must hold that 𝑒�𝑔1,𝑈𝑃𝐾1,𝐼𝐷∗� = 𝑒(𝑈𝑃𝐾2,𝐼𝐷∗ ,𝑔)  for all public values of 
𝑈𝑃𝐾1,𝐼𝐷∗ ,𝑈𝑃𝐾2,𝐼𝐷∗ of 𝐼𝐷∗. Based on the Reset Lemma [22], M is then able to extract the full 
private key as 

�
𝑍1
𝑍2
�

1
(𝑐1−𝑐2)

= �
𝑈𝑆𝐾1,𝐼𝐷∗

𝑧+𝑐1

𝑈𝑆𝐾1,𝐼𝐷∗
𝑧+𝑐2�

1
(𝑐1−𝑐2)

= �𝑈𝑆𝐾1,𝐼𝐷∗
𝑐1−𝑐2�

1
(𝑐1−𝑐2) = 𝑈𝑆𝐾1,𝐼𝐷∗ (40) 

 
Since 𝐼2 is not allowed to replace the public key of 𝐼𝐷∗, 𝑀 calculates the solution to the 
OMCDHP as: 

�
𝑈𝑆𝐾1,𝐼𝐷∗

𝑅𝐽(𝐼𝐷∗)𝑠 �
1
𝑎

= �
�𝑊0

𝑎𝑈𝐼𝐷∗
𝑟𝐼𝐷∗�

𝑠

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝑠 �

1
𝑎

= �
𝑊0

𝑎𝑠𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝑠

𝑔𝑟𝐼𝐷∗𝐽(𝐼𝐷)𝑠 �

1
𝑎

= (𝑊0
𝑎𝑠)

1
𝑎 = 𝑊0

𝑠 (41) 

 
𝑀 then proceeds to calculate the solutions for the challenges 𝑊1, … ,𝑊𝑚 as: 

�
𝑍𝑚

𝑊0
𝑎𝑠𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑠(𝑧𝑚+𝑐𝑚)�

1
𝑎

 

= �
𝑊𝑚

𝑎𝑠𝑊0
𝑎𝑠𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑠(𝑧𝑚+𝑐𝑚)

𝑊0
𝑎𝑠𝑐𝑚𝑔𝐽(𝐼𝐷𝑖)𝑟𝐼𝐷𝑖𝑠(𝑧𝑚+𝑐𝑚) �

1
𝑎

 

= 𝑊𝑚
𝑠  

(42) 

 
The probability of 𝑀 winning the OMCDHP is the same as IMP-PA-2 game, except that 𝜀′, 
the advantage of 𝑀 in solving the CDH problem is substituted with 𝜀", the advantage of 𝑀 in 
solving the OMCDHP game. 

∎ 
5. Efficiency Analysis 

 
We give the operational cost of the certificateless identification scheme in Table 1. 
 

Table 1. Operation Costs for the Certificateless Identification Scheme 
 

Algorithm Multiplication 
in 𝐺1 

Exponentiation 
in 𝐺1 

Multiplication 
in 𝐺2 

Exponentiation 
in 𝐺2 

Pairing 

Setup 0 2 0 0 0 
Set-User-Key 0 2 0 0 0 
PPK-Extract 𝑛 + 2 3 0 0 0 
Set-Priv-Key 𝑛 + 1 1 1 0 3 
Prover 𝑛 + 1 2 0 1 1 
Verifier 𝑛 + 2 2 2 0 5 

 
Since the certificateless identification scheme is constructed based on an extension of the 
identity-based identification scheme from [23] to the certificateless setting, similar 
pre-computations are able to be conducted in order to reduce operation costs.  
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One can pre-compute the value of 𝑈� = 𝑒�𝑈𝐼𝐷 ,𝑈𝑆𝐾2,𝐼𝐷� beforehand, since this value is fixed, 
then calculate 𝑋 = 𝑈�𝑧 for Prover each time the protocol is run. This will reduce up to 𝑛 + 1 
times of multiplication in 𝐺1 for both Prover and Verifier, and one pairing operation on 
Prover. 
Another pre-computation operation available is to pre-compute and store 𝑈 = (𝑢′∏ 𝑢𝜄𝜄∈𝐼𝐷 ) 
within Prover. This can later be sent as part of the commitment to Verifier so that Verifier 
does not require a second calculation. This saves another 𝑛 + 1 multiplications in 𝐺1  for 
Verifier. 
The operation costs of Prover and Verifier with pre-computation is given in Table 2. 
 

Table 2. Operation Costs for the Identification Protocol with Pre-computation 
 

Algorithm Multiplication 
in 𝐺1 

Exponentiation 
in 𝐺1 

Multiplication 
in 𝐺2 

Exponentiation 
in 𝐺2 

Pairing 

Prover 0 2 0 1 0 
Verifier 1 2 2 0 5 

 
6. Conclusion 

 
In this paper, we proposed a certificateless identification scheme with provable security in the 
standard model. This scheme provides a stronger security guarantee due to its non-reliance on 
the existence of random oracles. It is also the first ceritficateless identification scheme to have 
provable security in the standard model. The scheme is provable secure against both Type-1 
and Type-2 impersonators, both passive and active/concurrent alike assuming the CDHP and 
OMCDHP is hard. It is secure against Super-Type-1 and Strong-Type-2 adversaries with 
regard to passive adversaries and secure against Strong-Type-1 and Strong-Type-2 adversaries 
with regard to active/concurrent security.  
 
One interesting problem is to increase the security even more to propose a certificateless 
identification scheme provable secure in the standard model against Super-Type adversaries 
for active/concurrent attacks. Another direction the research on certificateless identification 
can take is to apply formal methods for proving certificateless identification schemes secure. 
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