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Abstract 
 

As a cornerstone of the next generation air traffic management (ATM), automatic dependent 

surveillance-broadcast (ADS-B) system can provide continual broadcast of aircraft position, 

identity, velocity and other messages over unencrypted data links to generate a common 

situational awareness picture for ATM. However, since ADS-B messages are unauthenticated, 

it is easy to insert fake aircrafts into the system via spoofing or insertion of false messages. 

Unfortunately, the authentication for ADS-B messages has not yet been well studied. In this 

paper, we propose an efficient broadcast authentication scheme with batch verification for 

ADS-B messages which employs an identity-based signature (IBS). Security analysis 

indicates that our scheme can achieve integrity and authenticity of ADS-B messages, batch 

verification, and resilience to key leakage. Performance evaluation demonstrates that our 

scheme is computationally efficient for the typical avionics devices with limited resources, 

and it has low communication overhead well suitable for low-bandwidth ADS-B data link. 
 

 

Keywords: ADS-B, broadcast authentication, identity-based signature, batch verification, 

key evolution  
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1. Introduction 

ADS-B is a surveillance system for ATM, which is intended to replace traditional radar 

systems to become a cornerstone of the next generation ATM. The idea of ADS-B can be 

summarized as follows: ADS-B avionics periodically broadcast the satellite-based aircraft 

position, identification, capability, etc. Furthermore, with availability of ADS-B messages, 

ground stations or aircrafts can monitor and track the location and path of flight [1]. However, 

ADS-B signals over radio data links are not authenticated, and thus it is easy to spoof fake 

aircrafts into ADS-B system by transmitting signals on ADS-B frequencies [2]. Therefore, 

ADS-B data spoofing becomes a severe potential threat to safety of air traffic, and the critical 

ATM tasks depend on the integrity of ADS-B data delivered over a shared data link. 

Although the spoofing threat can be alleviated with some traditional aviation surveillance 

technologies, the existing solutions cannot directly apply to preservation of ADS-B data 

integrity. For instance, secondary surveillance radars can serve to verify integrity of ADS-B 

messages if the filtered fake targets are not too many. However, as early as 2006, concerns 

were raised about the ability of hackers to introduce as many as 50 false targets onto 

controllers’ radar screens, which is beyond the processing capability of common radars [3]. 

Cryptography can protect ADS-B data link against spoofing. Unfortunately, simply using 

encryption to prevent ADS-B data spoofing is not applicable, because the encrypted broadcast 

messages could not be decoded correctly by the public, and this would also violate the original 

openness intention of ADS-B system design. As we know, encryption changes messages, 

while authentication does not change messages (only append authentication data). Hence, if 

authentication method is used, the message is sent in the clear for view by all participants, but 

the message authentication code (MAC) or the digital signature is appended to the message to 

provide authentication for those participants for which security is important. Therefore, 

authentication is introduced to prevent ADS-B data from being spoofed. The key benefit is 

that whether you are checking the authentication or not, the data can be seen by all participants 

and thus the fundamental openness of ADS-B system is maintained. 

Despite the importance of ADS-B broadcast authentication, it has not been well researched 

in civil aviation due to unique properties of aviation communications. For example, TESLA  is 

widely known as a lightweight broadcast authentication scheme [4], but it could not directly 

apply to authentication  of ADS-B messages since TESLA may not play well for authenticity 

of emergency broadcast due to the heavy dependence on time delay.  

Recently, Sampigethaya et al. first considered cryptographic solutions for authenticity of 

ADS-B messages [5-6]. However their solutions, either require pre-shared secret between 

aircraft and air traffic controller, or require availability of public key infrastructure (PKI), 

which may pose scalability and cost-benefit challenges for ATM systems. Hence, their 

solutions are not suitable for the low-bandwidth and not well-connected ADS-B data links. 

Therefore, in this paper, we will tackle the problem, i.e., how to enable efficient broadcast 

authentication. The IBS crypto-primitive provides an alternative solution for the problem [7]. 

The advantage of IBS is that the user’s public key can be directly derived from the identity 

string so that PKI is not necessary. In addition, such system needs a trusted authority called the 

private key generator (PKG) whose task is to extract user’s private key from user’s identity 

information. Therefore, when IBS is applied to broadcast authentication for ADS-B messages, 

its advantages are as follows. On one hand, a broadcaster attaches an IBS to every piece of 
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ADS-B messages by use of her private key, where the signature enables recipients to detect the 

falsification or corruption by verifying it. On the other hand, IBS can simplify key 

management and distribution, compared with the traditional certificate-based signature. 

However, direct application of IBS to broadcast authentication of ADS-B messages would 

not be necessarily suitable, as IBS is developed as crypto-primitive and cannot accommodate 

such high service-level requirements of security and efficiency, considering unique properties 

of aviation communications. Especially, there are two issues to be considered: (i) The 

side-channel attack  poses significant threats to ADS-B space communications by exploiting 

various forms of unintended key information leakage (e.g., electromagnetic radiation) [8], 

where an adversary observing information leakage from computation on the key can 

potentially accumulate enough data over time to compromise the security of IBS scheme. (ii) 

Generally, a broadcaster verifies each signature individually. When the arrival rate of 

signatures is high (e.g. in taking off or landing), a scalability problem emerges immediately, 

where the recipient has much less time to verify each received signature, especially for that the 

verification of the IBS signature involves costly pairing operations. 

As above, we discuss the primitive of IBS and its pros and cons. Then, we show how we 

can adapt it to suit our purpose briefly. On one hand, we use batch verification technique to 

decrease the computational cost of verification where each recipient can simultaneously verify 

multiple received signatures. On the other hand, we adapt key evolving technique to reduce 

damage caused by private key exposure in which time is divided into distinct periods 1,…, N 

and private keys evolve over time. 

 

Our Contributions. In this paper, we study aforementioned points and our contributions can 

be summarized as follows: 

 Firstly, we propose an efficient broadcast authentication scheme with batch 

verification for ADS-B messages by modifying the Kurosawa-Heng IBS scheme [9]. 

The security analysis demonstrates that our scheme can achieve integrity and 

authenticity of ADS-B messages, batch verification, and resilience to key leakage.  

 Secondly, we compare our scheme with existing schemes in [10] and [11] which also 

achieve batch verification. The comparison results show that our scheme is more 

efficient in terms of computation and communication overheads. Therefore, it is 

more suitable for ADS-B data link communication. 

 

Organization. The rest of the paper is organized as follows: we review the related works in 

Section 2. Section 3 gives system and threat models, design goals, notations, and preliminaries. 

Then, we propose an broadcast authentication scheme with batch verification based on IBS in 

Section 4. The security analysis and performance evaluation are given in Section 5 and Section 

6, respectively. Finally, Section 7 gives the concluding remark of the paper. 

2. Related Work 

To provide integrity and authenticity of ADS-B messages, cryptography can be used in 

ADS-B data communications. Sampigethaya et al. first considered possible cryptographic 

solutions for authentication of ADS-B messages [5-6], either by using symmetric-key 

encryptions or digital signatures. Following their ideas, two authentication schemes are 

proposed respectively. At CSQRWC 2012, Chen proposed a data link authenticated 
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encryption scheme based on symmetric block ciphers [12]. However, the difficulty in this 

scheme is the distribution of symmetric keys, because ADS-B system is not a well-connected 

network and the keys cannot be well distributed in real time. In addition, encrypting ADS-B 

messages conflicts with the openness of ADS-B design. Also in 2012, Pan et al. provided an 

ADS-B data authentication scheme based on the elliptic curve data signature algorithm 

(ECDSA) and X.509 public certificates [11]. However the traditional certificate-based 

signature requires expensive communication and computation costs for certificate 

transmission and verification, and thus it is not suitable for low-bandwidth ADS-B 

communications. 

As introduced above, IBS with batch verification provides an alternative solution for 

efficient broadcast authentication of ADS-B messages. Instead of verifying the signature for 

one message every time, the batch verification authenticates multiple messages one time. In 

this way, the cost of verification is amortized over multiple messages.  

Although several IBS schemes  have been proposed, batch verifications for these schemes 

have some weaknesses either in efficiency or in security, and thus they are not suitable for 

ADS-B broadcast authentication [10, 13-14]. For exmaple, the batch verification in [10] is not 

efficient, since it needs n+1 expensive pairing operations for n messages. And the batch 

verification in [13] is not secure, since an adversary can forge signatures which pass the batch 

verification with the honest user. Additionally, the security of batch verification in [14] 

depends heavily on the random oracle model which is only an ideal model and not essentially 

secure in the reality world.  

In this paper, our broadcast authentication scheme is based on the Kurosawa-Heng IBS 

scheme [9], where the security could be proved without random oracles and the verification 

for the signature only uses one pairing (Kurosawa-Heng only proposed an identity-based 

identification scheme, and we can derive the corresponding IBS scheme using the Fiat-Shamir 

heuristic [15]). Furthermore, we can properly modify it to develop an efficient broadcast 

authentication scheme with batch verification for ADS-B messages for our purpose. 

3. Problem Statement 

In this section, we give the problem statement, including  system and threat models, design 

goals, notations, and preliminaries  

3.1 System and Threat Models 

As shown in Fig. 1, each aircraft is equipped with the global position system (GPS) as a 

primary information source for navigation. Aircrafts move in airspace with sharing 

information as well as communicating with ADS-B ground stations. Moreover, each aircraft 

periodically broadcasts traffic beacons by using the ADS-B-Out capability, once or twice per 

second. Ground stations and aircrafts of one communication hop away use the ADS-B-In 

capability for the ground surveillance and airborne surveillance. On the other hand, ADS-B 

data link standards mainly include the universal access transceiver (UAT) and the 1090 MHz 

Extended Squitters (1090 ES) [16-17]. Since 1090 ES is highly congested, due to its current 

use by the air traffic control radar beacon system [18], this paper only considers authentication 

of ADS-B messages upon the UAT data link. Additionally, each aircraft possesses a globally 

coordinated permanent unique digital identifier, such as the 24-bit international civil aviation 

organization address, which can be considered as the unique identity in the identity-based 

setting of our broadcast authentication scheme. 
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Fig. 1.  System Model 

 

Since ADS-B data link is a broadcast-type shared link and messages are broadcasted in the 

form of plaintexts, they are vulnerable in all kinds of attacks. McCallie et al. summarized six 

main ways for attackers to harm ADS-B system, ranging from relatively easy disruptions 

using jamming equipment to more difficult target ghost inject (spoofing) to flood denial [19]. 

This paper mainly focuses on how to provide authenticity of ADS-B broadcast messages. 

Therefore in this paper, we only consider that the adversary is capable of launching active 

adversarial threats such as spoofing false target aircraft or corruption of traffic data. Here, we 

do not consider attacks of passive eavesdropping and recording all broadcasts. Also, we 

consider communication jamming threats not to directly threaten authenticity.  

Additionally, side-channel attacks  expose crucial vulnerabilities to ADS-B broadcast 

authentication scheme by exploiting various forms of unintended key information leakage 

(e.g., emitted radiation) [8]. Especially, we consider that exposure of private keys in 

cryptographic mechanisms (e.g., digital signature) is the greatest harm to users and means that 

all security goals are entirely lost. In this paper, the key evolving technique is adopted to 

reduce damage caused by private key exposure. 

3.2 Design Goals 

For the broadcast authentication of ADS-B messages, we consider the following required 

features needed to be satisfied. 

 Authenticity and integrity of ADS-B messages: To cope with active adversarial 

threats such as insertion of false targets or corruption of traffic data, authenticity and 

integrity of ADS-B broadcast messages should be preserved, i.e., the transmitted 

messages are really sent by legitimate ADS-B-equipped aircrafts or ground stations, 

and have not been forged or modified during the communication.  

 Resilience to key leakage: To preserve resilience to key leakage, the indepence of 

private key evolving should be achieved, i.e., if an adversary   compromises any 

previous private key of a broadcaster,   cannot use it currently or in the future. 
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 Low cost of communication: The communication cost should be low, becasue the 

available ADS-B-Out data space is small and limited in UAT data link.  

 Low cost of computation: The computation cost should be low, because participants 

are usually avionics devices with limited resources. 

3.3 Notations and Preliminaries 

In this subsection, we introduce notations (Table 1) used throughout the remainder of this 

paper and review bilinear maps and UAT ADS-B message structures. 

 
Table 1. Notations 

Notation Meaning 

  Security Parameter 

     ,     Cyclic groups of the same order   

    Generators of      , respectively 

  Value of  (   ) 

            Admissible bilinear map 

   {   }
    

  Cryptographic one-way hash function 

   {   }
       

  Cryptographic one-way hash function 

  Number of periods for private key evolving 

  Length of each period 

|| Concatenation operator 

|∙| Bit length of a message 

 

Firstly, we briefly recall bilinear maps as in [20]. Let    and    be two additive groups, 

and    be a multiplicative group of the same prime order  . Let   be a generator of   ,   be a 

generator of   , and   be an efficiently computable isomorphism from    to    , with 

 ( )   . An admissible bilinear map is a map            with the following 

properties: (i) Bilinearity: for all     ,      and       
 ,  (     )   (   )  ; (ii) 

Non-degeneracy:  (   )     ; (iii) Computability:   can be computed efficiently.  

Definition 1. An asymmetric bilinear parameter generator  ( )  is a probabilistic 

algorithm that takes a security parameter      as input, and outputs a 7-tuple 

(                ) where   is a  -bit prime number,      , and    are three cyclic groups 

of the same order   with      ,   is a generator of   ,   is a generator of   , and 

           is an admissible bilinear map. 

 

Then, we give a brief overview of UAT ADS-B message structures [16], which give a 

conceptual illustration of the payload structures of the two defined types of UAT ADS-B 

messages, namely the basic ADS-B message and the long ADS-B messages. All UAT ADS-B 

messages include a message header (HDR), which provides one way to correlate different 

messages received from a given aircraft. The HDR also contains a five-bit field to indicate the 

type of information provided in the message. This enables designation of up to 32 different 

payload types (labeled from 0 to 31), which are shown parenthetically in Fig. 2. Note that in 

our scheme, we use the ADS-B message of Type 30 to accommodate the signature data. 
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Fig. 2.  UAT ADS-B Message Structures 

4. Proposed Scheme 

In this section, we propose a broadcast authentication scheme with batch verification for 

ADS-B messages. To begin with, the main ideas and  ADS-B-Out data format of our scheme 

are given in subsection 4.1 and 4.2, respectively. 

4.1 Main Ideas 

Fig. 3 shows the main ideas of our scheme. A broadcaster   with the identity     attaches an 

IBS signature (   ) to the ADS-B messages   by use of her private key     . This allows 

recipients to easily verify integrity and authenticity of received messages. Note that the 

message is sent in the clear for view by all participants, but the IBS signature is appended to 

the message to provide authentication for those participants for which security is important 

and who have the desire to verify authenticity. Consequently, whether you are checking 

authentication or not, the broadcast messages can be seen by all participants and thus our 

scheme is compatible with the openness of ADS-B system. 
 

 
Fig. 3.  Main Ideas 

 

Basic ADS-B Message 

(0*) HDR  STATE VECTOR  

 
Long ADS-B Messages 

(1-6) HDR  STATE VECTOR Mode Status/Intent Data  

(7-10) HDR  STATE VECTOR Reserved  

(11-29) HDR  Reserved for Future Definition 

(30, 31) HDR Reserved for Developmental/Experimental Use 

*Payload type codes are part of HDR and are indicated in parentheses. 
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4.2 ADS-B-Out Data Format 

In this subsection, we illustrate the encapsulated data format and package sending sequence in 

Fig. 4. First of all, considering the typical data block size of payload in UAT, there are only 

272 bits of data space left, in which with the 32-bit HDR there is only 240-bit data space that 

can be used as the payload [16]. As shown in Fig. 2, Type 30 is defined to accommodate the 

IBS signature data. It is transmitted after any other original ADS-B data types. Therefore, our 

scheme does not change the ADS-B data of original types (Type 1-10), but only append IBS 

signatures of Type 30. Additionally, to prevent from replay attack, timestamps or random 

numbers can be appended into the messages as usual. Here we omit the details. Interested 

readers are referred to [11]. 

 

 Fig. 4.  UAT Data Composition of New Type 30 

 

4.3 Phases of Proposed Scheme 

The scheme consists of the following five phases: System Initialization, Broadcaster 

Registration, Message Broadcast, Signature Verification and Batch Verification, and Private 

Key Evolution. 

 

(1) System Initialization 

The air traffic controller can act as     to set up all parameters as follows. 

• Step-1: Given the security parameter  , runs  ( ) to generate a 7-tuple (            
    ). 

• Step-2: Chooses a random     
 , keeps it as the system master key secretly, and 

computes         and    (   ). 

• Step-3: Chooses two secure cryptographic one-way hash functions    {   }
    

  and 

   {   }
       

 . 

• Step-4: Publishes the public parameters as 

{                             }                                       (1) 

(2) Broadcaster Registration 

When a broadcaster B registers her identity IDB to the system,     works as follows. 
• Step-1: Checks if IDB is valid. 

• Step-2: Computes the private key      of IDB as 

     (    (   ))
  
                                                  (2) 

Bit 1……32 33………………240 S
e
n

d
in

g
 seq

u
e
n

c
e
  

Type 1-10 HDR1 Message m 

   

Type 30 HDR2 Signature (r, S) * 

    

* Type 30 is defined to accommodate the signature data (r, S). 
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• Step-3: Sends      to B through a secure channel. 

Remark 1. Assume that the secure channel for transmitting the private key can be properly 

established via additional cryptographic tools such as wired or wireless secure socket layer  

protocol, as suggested in [21]. 

 

(3) Message Broadcast 

A broadcaster B with the private key      signs a message   {   }  and broadcasts it as 

follows.  

• Step-1: Chooses a random     
  and computes 

    (         (   ) )
                                                (3) 

• Step-2: Sets  

    (   )                                                         (4) 

• Step-3: Computes 

                                                                (5) 

• Step-4: Broadcasts the signature (   ) through ADS-B data link. 

Remark 2. Note that  (         (   ) ) can be pre-computed by the broadcaster B. 
 

(4) Signature Verification and Batch Verification 

Upon the receipt of a signature (   ) of a message   from the broadcaster B, each recipient 

verifies it as follows. 

• Step-1: Sets 

    (   )                                                          (6) 

• Step-2: Checks if 

     (         (   ) )                                       (7) 

If it holds, then the recipient accepts the signature and outputs true. Otherwise, the recipient 

outputs false.  

 

When a recipient receives ADS-B broadcast messages from different aircrafts at the same 

time, the recipient can verify the signatures of the messages in a batch manner. Given   tuples 

(             ), ···, (             ), we can perform batch verification as follows: 

• Step-1: Sets for all        . 
     (      )                                                     (8) 

• Step-2: Checks if  

(∏   
 
   ) ( ∑   

 
   )   (∑   

 
        ) (∑   (   )  

 
     )            (9) 

If it holds, then the recipient accepts all signatures and outputs true. Otherwise, the recipient 

outputs false.  
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Remark 3. From the above batch verification, the computation cost that the recipient 

spends on verifying 𝑛 signatures is dominantly comprised of 𝑛 point multiplications and 2 

pairing operations. Therefore, the time for a recipient to verify a large number of signatures 

from multiple broadcasters can be dramatically reduced. 
 

(5) Private Key Evolving 

To reduce the damage caused by private key exposure, the lifetime of the proposed scheme 

is divided into   distinct time periods:       (the time periods are of the same length  , e.g. 

one day). The private key evolving can be performed by the following steps: 

• Step-1: At the end of period  , the broadcaster B sends a request for the private key of 

next period through a secure channel. 

• Step-2: After receiving the request,     checks the validity of B. If B is still a legitimate 

user, then     generates the private key of period     as   

    ‖    (    (   ‖(  (   )   )))
  
                   (11) 

, where   is the initial date and   is the length of the period. 

• Step-3:     sends     ‖    back to B through a secure channel. 

Remark 4. If B is not yet a legitimate user, no new private key is issued by     and the 

old one is automatically revoked. 

5. Security Analysis 

In this section, we give the security analysis of the proposed scheme. 

5.1 Correctness of Verification and Batch Verification 

The correctness of verification and batch verification can be illustrated in the following two 

theorems, respectively.  

Theorem 1. The verification for the broadcast message is correct. 

Proof. The correctness of the verification in Eq. (7) is justified as follows. For simplicity, we 
denote        (   )  by     . 

Firstly, we have 

 (   )   ( (    (   ))
  
  (    (   )) ) 

  ( (    (   ))
  
         (   ) ) 

  (          ). 

Then, we have  

 (       ) (   )
   (       ) (          ) 

  (      )
 
 (   )   (             ) 

      (      ) 

      (         (   ) ). 
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Theorem 2. The batch verification for the broadcast messages is correct. 

Proof. The correctness of the batch verification in Eq. (9) is justified as follows. 

 (∑   
 

   
     )  (∑   (   )  

 

   
  ) 

  (∑   
 

   
   )  (∑   (   )  

 

   
  ) 

  (∑    
 

   
  )  (∑   (   )  

 

   
  ) 

  (∑ (    (   ))  
 

   
  ) 

  (∑ (    (   ))(          )
 

   
  ) 

  (∑ (    (   ))(   )
 

   
  )  (∑ (    (   ))(      )

 

   
  ) 

 (∏  ((    (   ))(   )  )
 

   
)(∏  ((    (   ))(    )    )

 

   
) 

 (∏  ((   ) (    (   )) )
 

   
)(∏  (     )

 

   
) 

 (∏ ( (         (   ) ))
   

   
) (∏ ( (   ))

  
 

   
) 

 (∏   
 

   
) (  ∑   

 
   ). 

5.2 Authenticity and Integrity of ADS-B messages 

In the proposed scheme, the authentication for ADS-B messages is implemented with IBS. 

Hence, the security of our scheme is based on the underlined Kurosawa-Heng IBS scheme [9]. 

As we know, the Kurosawa-Heng IBS scheme is existentially unforgeable under 

chosen-message attacks without random oracles. As a result, authenticity and integrity of 

ADS-B messages can be achieved in the proposed scheme.  

5.3 Resilience to Key Leakage 

In Private Key Evolving phase, the broadcaster   firstly sends a request for the private key of 

next period through secure channel. Then     generates     ‖    and further sends it back to 

  through secure channel. Thus, even if an adversary   eavesdrops the communication 

between   and    , she cannot get any information about     ‖   . On the other hand, even 

if an adversary   compromises any previous private key, she cannot deduce current or future 

private keys since the discrete logarithm problem ensures the private keys’ security [21]. 

Therefore, the key resilience for the leakage of broadcasters’ private keys can be achieved in 

the proposed scheme. 
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Finally, we present the comparison of the functionalities in Table 2, where a checkmark “√” 

signals that a functionality is present. 

 
Table 2. Functionalities Comparison 

Functionality Pan et al. [11] Chen [12] Ours 

ADS-B Authentication √ √ √ 

Without Certificate  √ √ 

Without Encryption √  √ 

Without Random Oracle   √ 

Batch Verification   √ 

Key Evolution   √ 

6. Performance Evaluation 

In this section, we evaluate the performance of the proposed scheme in terms of computation 

cost and communication overhead.  

As shown in Fig. 1, ADS-B broadcast messages from an aircraft are received either by the 

ground stations or by other aircrafts. Generally, the ground stations have powerful processing 

capacity and large storage capability, but aircrafts have just limited computation power and 

little storage space due to the limitation of the avionics size. Hence, the computation cost of the 

authentication is very important for the aircrafts with limited resources. As a result, in the 

following, the evaluation of the performance is focused on the aircrafts. 

6.1 Computation Time of Our Scheme 

Regarding the computation cost, we focused on the running time simulation for each phase of 

our scheme. Firstly, experiments were conducted on ARMv7 rev2 microprocessor with 

adjustable frequencies from 200MHz to 1440MHz and memory with 240M RAM to study the 

running time. Then, we used MIRACL cryptographic library (version 5.6.1) to implement 

these operations, where for    -128 security, R-ate pairing on Barreto-Naehrig curve 

(embedding degree  =12) with 1-2-4-12 tower of extensions is used [22-23]. The 

performances of these operations are summarized in Table 3 where we denote the average 

running time of System Initialization, Broadcaster Registration, Message Broadcast, 

Signature Verification, and Private Key Evolution by      ,     ,     ,      and      , 

respectively. As shown in Table 3, for the typical setting, each phase operation of the 

proposed scheme is very efficient. Hence, our scheme is well suitable for the avionics devices 

with limited resources in practice.  

 

Table 3. Computation Time of Our Scheme 

CPU Frequency 𝑻𝑰𝒏𝒊𝒕 (ms) 𝑻𝑹𝒆𝒈(ms) 𝑻𝑺𝒊𝒈(ms) 𝑻𝑽𝒓𝒇(ms) 𝑻𝑬𝒗𝒐𝒍(ms) 

200 MHz 654.2526 44.5630 89.1269 613.2895 48.1207 

400 MHz 306.1514 21.5168 43.0336 291.6227 23.9273 

800 MHz 149.2435 10.0965 20.1931 143.4164 11.4224 

1,000 MHz 119.8140 7.9800 15.9600 121.8339 8.2105 

1,440 MHz 84.9613 6.3856 12.7712 80.4850 6.6139 
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Remark 5. In an ATM system, the operations could be performed by powerful computer. 

However, in an aircraft, due to the limitation of the avionics size, the operations could be 

performed by an ARM based computer with limited resources. 

6.2 Comparison of Verification Delay 

Here, we denote a pairing operation, an elliptic curve scalar multiplication in   , and a 

map-to-point hash function   : {   }     by   ,   and  , respectively. Other operations 

are negligible, compared with the ones mentioned above.  Note that in our scheme, the running 

time of    {   }
    

  and    {   }
       

  could be negligible, compared to the 

running time of   ,   and  . 

Next, we compare the proposed scheme with YCK in [10] in terms of the verification delay. 

We also include ECDSA in the comparison as a criterion [24], which is the signature algorithm 

adopted in [11]. Table 4 shows the combination of the dominant operations of the three 

schemes in terms of verifying a single signature and n signatures, respectively. From the batch 

verification in Eq. (9), we observe that the computation cost to verify n distinct signatures is 

2  +n . According to [10], with YCK, the computation cost spent on verifying n signatures 

is equal to (n+1)  +n +n ; while with the ECDSA, verifying distinct n signatures requires 

2n . Since ECDSA is not identity-based, additional operations are needed to verify the public 

key’s certificate. Thus, the overall message verification cost for ECDSA should be doubled.  

 
Table 4. Comparison of Verification Delay 

Scheme Verify a single signature Verify n signatures (n > 1) 

Ours  1  +1  2  +n  

YCK [10] 1  +1 +1  (n+1)  +n +n  

ECDSA [24] 4  4n  

 

The verification delay of a recipient against the number of the received messages is plotted 

in Fig. 5. In this experiment, the recipient side programs have been implemented as Table 3 in 

a 1440-MHz ARM processor. The running time for   ,   and   are 72.1901 ms, 6.3856 ms 

and 8.2388 ms, respectively. As shown in Fig. 5, we can observe that the verification delay by 

using YCK is always the largest no matter how many messages are received by a recipient. 

Another interesting result is that when the number of received messages is smaller than 8, the 

ECDSA scheme achieves the smallest message verification latency; however, when the 

number of messages is greater than 8, our scheme yields much less verification latency. Fig. 5 

also shows that within a 300-ms interval, the maximum number of signatures that can be 

verified by the recipient is equal to 3, 15, and 29 when the YCK, ECDSA, and our scheme are 

adopted, respectively. Obviously, our scheme can verify the largest number of signatures with 

the same resources than the others. 
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Fig. 5.  Comparison of Verification Delay 

 

6.3 Comparison of Communication Overhead 

Then we compare the transmission overhead in ours and ECDSA which is adopted in [11]. For 

convenience, we consider the secure level of 1024-bit RSA signature as a criterion. Here, the 

transmission overhead includes a signature and a certificate (if necessary) appended to the 

original message, while the message itself is not counted. 

 In our scheme, the length of a signature is 1120 bits (140 bytes). This is because the total 

length of the signature in our scheme is |  |  |  |. And if the security level with 1024-bit 

RSA is required, then |  |      and |  |      by adopting 160-bit MNT curve [20]. The 

length for ECDSA is only 42 bytes. However, when we use ECDSA, a certificate must be 

transmitted along with a signature. If we use the certificate presented in IEEE 1609.2 Standard 

[24], which has 125 bytes in length, the total transmission overhead of ECDSA is 167 (42+125) 

bytes. Fig. 6 plots the communication overhead with the number of messages. As shown, the 

total length in our scheme is smaller than that in ECDSA. Therefore, it is more suitable for 

low-bandwidth ADS-B data link communications. 

 

 
Fig. 6.  Comparison of Communication Overhead 
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7. Conclusion 

In this paper, we proposed an efficient broadcast authentication scheme with batch verification 

for ADS-B messages by modifying the Kurosawa-Heng IBS scheme. The security analysis 

demonstrates that our scheme can achieve integrity and authenticity of ADS-B messages, 

batch verification, and resilience to key leakage. The performance evaluation shows that the 

scheme is computationally efficient for the typical avionics devices with limited resources, 

and it has low communication overhead well suitable for low-bandwidth ADS-B data link. In 

the future work, we will explore other challenging security issues in ADS-B data link 

communications, such as the privacy concerns of the civil aviation aircraft and so on. In 

addition, we will design the simulation system to test the authentication for ADS-B 

communication. 
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