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Abstract 
 

Peer-to-Peer (P2P) networks are becoming more and more popular in video content 

delivery services, such as Video on Demand (VoD). Scalability feature of P2P allows a 
higher number of simultaneous users at a given server load and bandwidth to use stream 

service. However, the quality of service (QoS) in these networks is difficult to be 

guaranteed because of the free-riding problem that nodes download the recourses while 

never uploading recourses, which degrades the performance of P2P VoD networks. In 
this paper, a distributed trust model is designed to reduce node’s free-riding phenomenon 

in P2P VoD networks. In this model, the P2P network is abstracted to be a super node 

hierarchical structure to monitor the reputation of nodes. In order to calculate the 
reputation of nodes, the Hidden Markov Model (HMM) is introduced in this paper. 

Besides, a distinction algorithm is proposed to distinguish the free-riders and malicious 

nodes. The free-riders are the nodes which have a low frequency to free-ride. And the 
malicious nodes have a high frequency to free-ride. The distinction algorithm takes 

different measures to response to the request of these two kinds of free-riders. The 

simulation results demonstrate that this proposed trust model can improve QoS 

effectively in P2P VoD networks. 
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1. Introduction 

Compared with the traditional Client/Server (C/S) networks, Peer-to-Peer (P2P) 

networks are a set of peers, such as computers or digital devices, which use their 

collective uploading capacity to provide service to each other. Each peer obtains the 

service from other peers such as its neighbors by means of network links, and it is a 

potential consumer of resources as well as a potential provider of resource. Furthermore , 

the P2P networks are a kind of scalable networks which can be enlarged when peers join 

P2P networks ceaselessly. The available uploading capacity in P2P networks is 

proportional to the number of peers. So if peers in P2P networks provide enough 

bandwidth, the service from resource peers in P2P networks becomes constant. 

Because of the advantages of P2P networks, P2P streaming media or P2P multimedia 

technology has been of the most popular solution for large-scale Video-On-Demand 

(VoD) applications[1]. The networks of P2P streaming media are mainly constructed by 

two methods as follows: multiple trees-based P2P streaming algorithms and swarm. The 

multiple trees apply a video technique called Multiple Description Coding (MDC) to split 

the video stream into several sub-streams called descriptions [2]. A peer will be able to 

view the video stream with a quality which is proportional to the number of sub-streams it 

receives. The MDC makes it possible to create a forest structure, in which multiple trees 

coming from the peer which owning resource and spanning the peers which are 

constructed. By making the trees interior-node disjoint, the video streaming algorithm is 

made less vulnerable to individual peer departures, as only one tree is interrupted at a 

time. Furthermore, the load on the peers can be balanced as a peer that acts as a leaf in 

one tree can be used as an interior node in another tree. The swarm is another method for 

constructing networks of P2P streaming media. It splits the video stream into pieces with 

a fixed size. A peer requests each piece from its neighbors. Once it obtains a piece 

completely, it announces this to its neighbors. A set of peers exchanging pieces of the 

same video is called a swarm, a concept that has become popular after the introduction of 

the BitTorrent protocol[3]. It turns out that it is easy for the BitTorrent protocol to 

implement and provide good performance for offline downloading. The concept of swarm 

has been extended to live video streaming as well as video-on-demand.  

With the change from C/S network topology to P2P network topology, service of 

streaming media is becoming an important network service on the Internet. However, 

there are disadvantages in P2P networks to be solved such as free-riding problem. The 

free-riding’s peers attempt to get benefit from other peers without providing their service 
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for sharing as best as one can. And it is a challenging problem to slow the applications of 

P2P networks. Related works show that 66% of the peers in Gnutella are free-riding peers 

and they do not contribute any service in the year of 2000, and the figure was 85% in 

2005 and it increased to 97% in 2007. All these data state that free-riding problem 

becomes more and more serious in P2P networks [4][5]. Unfortunately, free-riding 

problem also exists in P2P VoD services. Compared with P2P file sharing services and 

P2P VoD services, the real-time requirements are an important factor for its quality. 

However, the free-rider problem has an impact on the real-time requirements in P2P VoD 

services.  

In order to solve the free-riding problem in P2P VoD networks, the paper proposes a 

distributed trust model based on Hidden Markov Model (HMM) to recommend good 

peers for consumer in P2P networks. The rest parts of this paper are organized as follows: 

Section 2 introduces related work on improving free-riding problem in P2P system; 

Section 3 presents a distributed trust model based on HMM; Section 4 proves the 

effectiveness of this distributed trust model through a series of experiments. Finally, a 

conclusion is given. 

2. Related Work 

There are many methods of solving the problem of free-riding in P2P networks, such as 

incentive mechanisms[6][7], game theoretical approaches[8], social network[9], and 

economic models[10]. D.Wu et al.[11] propose a radically different cross-channel P2P 

streaming framework called View-Upload Decoupling (VUD). The VUD strictly 

decouples the downloading and  uploading from service of streaming media of peers, 

bringing stability to multichannel systems and enabling cross-channel to share resources. 

Gupta et al. [12] present a reputation system that is partially distributed and it relies on 

the authority of a single agent that stores peer reputation. However, it does not discuss the 

mechanism of its multiple agents, so it is considered as a centralized system rather than 

distributed system in essence. Kamvar et al. [13] present EigenTrust that includes an 

algorithm for reputation management based on distributed computing of a globally 

consistent trust vector for every peer in P2P. On the downside, the EigenTrust relies on 

pre-trusted peers for convergence and its aim for global consistency assumes a rigid 

network of peers. Karma [14] is a network in which a set of nodes keep track of the 

transaction balance of peers. Its approach relies on a Distributed Hash Table (DHT) based 

on the structure of allocating peers and cryptographic mechanisms. Fenglin QIN et al. 

[15] present  a simple probability  model for studying  the  free-riding  problem  in  

P2P  streaming  systems.  They theoretically  analyze  the  effect  of  free  
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riding  on  system performance  including  efficiency,  playback  continuity  and  

transmission  latency,  and  they  also  explore  the  relationship between  the  

effect  of  free  riding  with  specific  system  parameters  like  server  

bandwidth,  peer  degree  and  buffer  length. J.J.D. Mol et al. [16] propose 

Give-to-Get, a P2P VoD algorithm which discourages free-riding by letting peers favour 

uploading to other peers who have proven to be good uploaders. Recently, M. Piatek et al. 

[17] present a reputation mechanism based on intermediaries that attest to the behavior of 

others. The mechanism relies on the availability and connectivity of the intermediaries at 

the time of a transaction. It is not robust in the dynamic P2P networks today. Feldman M. 

et al. [18] analyze free-riding and whitewashing and proposes some incentive techniques 

to deal with these two problems. But they assume that all peers have a complete view of 

the network, which is highly unrealistic in large, dynamic communities. Moreover, they 

ignore any discussion about how nodes acquire this information. Only a simple reputation 

metric which does not distinguish ‘bad’ peers from newcomers is provided and it does not 

include any experimental results on the consistency and effectiveness of max flow in 

practice. Guimin Huang et al. [19] design a distributed top-k query algorithm for DHT 

overlay networks by means of constructing a unique k-Cone structure. Silverston T. et al. 

[20] uncover the way that the incentive mechanisms in BitTorrent are not well suited to 

streaming live multimedia, and they propose a new incentive mechanism designed for 

distribution of live multimedia streaming over a P2P network. Mol, J.D. et al. [21] 

propose the Orchard algorithm for creating and maintaining ALM trees in P2P networks, 

which deals with both these problems. By employing a technique called Multiple 

Description Coding, they split a video stream into several substreams. Orchard creates a 

dynamic spanning tree for each of these substreams in such a way that in the resulting 

forest, no peer has to forward more substreams than it receives. Jongbae Moon et al. [22] 

propose a point-based incentive system that activates file sharing communications and 

prevents free-riding syndrome in advance. This system can lead users to aware their 

status and take part in more active communications using real-time point monitor. Lucia 

D'Acunto et al. [23] extend the peer selection mechanism of an existing BitTorrentlike 

VoD protocol, give-to-get, with techniques that allow peers to relax their 

reciprocity-based peer selection and choose more random nodes when their current QoS 

is high. In this way, more peers can be granted a good QoS and free-riding is tolerated 

only when bandwidth resources are abundant. 

In this paper, a super node monitoring-based distributed trust model is designed to 

reduce the degree of free-riding in P2P VoD networks. According to the historical 

performance and ability of peers, the P2P networks can be abstracted to be a super node 

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Guimin%20Huang.QT.&newsearch=partialPref
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hierarchical structure to monitor the behavior of peers focusing on avoiding free-riding 

behavior. Besides, this paper distinguishes between free-riders and malicious peers. The 

free-riders are some peers that have the behavior of not allowing their resources to be 

shared when they live in P2P networks. And malicious peers are some peers that only 

download requirement resources from other peers rather than upload the requested 

resources for other peers. This distinction is supported by the following observations: 

different free-riders’ behavior is different in the realistic P2P networks, so various steps 

that measure their reputation should be taken to deal with them. 

There are some contributions as follows in this paper: 1) a distributed trust model has 

been proposed based on the reputation management of peers depending on HMM 

[24][25][26]; 2) Using the super node monitoring mechanism, a distributed trust mode 

can distinguish the free-riders and the hard malicious peers; 3) Different measures are 

taken to prevent this two kinds of peers; 4) HMM is used to calculate the reputation of 

peers in order to show different peers’ actual behavior.   

3. Distributed Trust Model 

3.1 Design Idea 

This paper proposes a trust model which is monitored by super nodes for VoD services in 

P2P networks. In such a network, the peers which play a same video are clustered into an 

application group; a group contains a super node in which the performance of online time 

and bandwidth are better than others. All of the peers are connected with a Track Server 

which maintains login information of peers in the network. Besides, there is a Streaming 

Server to provide original videos in the network.  

Since peers within one group require the same video streaming, the Quality of Services 

(QoS) requirements for content delivery, such as latency, can be easily satisfied. 

Meanwhile, the collaboration among peers within one group keeps the communication 

overhead very low. Therefore, according to the behavior and function of peers, the P2P 

network is abstracted to be a super node hierarchical structure to monitor the behaviors of 

peers. Peers in P2P networks are divided into two categories: super nodes and the normal 

nodes. Each super node keeps connections with some normal nodes in same group. 

Besides, each super node can communicate with the outside groups through the track 

server to obtain resource of video streaming it needs. The network topology of distributed 

trust model is shown in Fig. 1. 
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3.2 Reputation Metric 

The reputation of a peer stands for its contribution to its subordinate P2P network. If there 

are a lot of peers with high reputations in a P2P network, the performance of this P2P 

network will be excellent. So the higher of peers’ reputations is, the better of P2P 

network’s performance is. In order to get the reputation of a peer, super nodes need to 

calculate the reputation of a request peer. And if a peer wants to join a P2P network, it 

needs to send a joining request to a super node. When this peer is successful to join this 

P2P network, its living cycles can be divided into some time slots. The following Fig. 2 is 

an example to show living cycles of a peer in P2P networks. 

 

Time

T0 T1 T2 … Ti

Initialization 1 2 3 i i+1

Fig. 2. An Example for Living Cycles of a Peer in P2P Networks

 

The reputation of a peer is defined as CR(P), please look at the following formula (1) 

 
( ) (1 ) ( ) 2,3,4...

( ) (1)
0 1

i hisR P R P i
CR P

i

      
 



 

In formula (1), CR(P) is the compound reputation of a normal node P, P is a normal 

node, Rhis (P) is the historical reputation of a normal node P, Ri (P) is the current 
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reputation of a normal node P,  is a weight that is a rate of current reputation in 

compound reputation, its value is 0.5 to 1. 

 
1 1

1 1

1 1
( ) ( ) ( ) / ( ( ) ( )) (2)

1 1

i i

his j j j j
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 ( ) ( ) / ( ( ) ( )) (3)i i i iR P NO P NO P NA P   

In formula (3), NOi(P) is the total number of service which node P provides for other 

nodes in i cycle and its total number of service is calculated by administering super nodes. 

NAi(P) is the total number of service which node P requests other nodes to provide in i 

cycle and its total number of service is calculated by administering super nodes. Ri (P) is 

the ratio of NOi(P) to NOi(P) and NAi(P) in i cycle.  

3.3 Simplification for Formulas 

The formula (1) is too complex to compute the reputation of a node in designed trust 

model. For this reason, HHM is introduced to simplify it depending on the following 

definition 1 and definition 2. 

Definition 1: The possibility of requesting resource from peer i to peer j can be 

represented by Aij. 

Definition 2: The trust relationship of the whole network can be represented by matrix 

A, the matrix A is constituted by Aij. 

11 12 1

21 22 21

1 2

...

...

. . .
(4)

. . ... .
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n

n n nn

A A A

A A A
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Using the matrix A, the global trust vector P can be calculated by the following 

expression. 

(5)TP A P  

In formula (4), P = [ p(1), p(2), …, p(i) , …, p(n) ]
T
, where p(i) is the reputation of 

node i; 

If an initial probability distribution vector is given that it is a peer to request video 

blocks from other peers at each state as P0. And also, a transition probability matrix A is 

defined to refer formula (4). We will have the following formula: 

  0 0 0 0(1), (2),..., ( ) (6)
T

P p p p n
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If the matrix A satisfies formula (8), A is the stochastic matrix of a Markov chain. In 

each Markov chain, we can determine the probability in state j in the network after one 

cycle by using the following reasoning.  

 
1 0 0 1 0 0

1 1 1

( ) (1) ( )= ( ), (9)
n n n

T

ij ij ij

i i i

p j A p j A p j p A p A p
  

    

  

Aij(1) is the probability of request from peer i to j after one cycle, and it can be 

represented by a matrix: 

 (1) (10)ij ijA A  

So we can get formula (11): 

 
1 0 0

1

( ) (11)
n

T

ij

i

p A p j A p


   

In formula (11), p0 is initial reputation and p1 is probability reputation after one cycle. 

In general, the probability distribution after k cycles is: 

 
1 (12)T

k kp A p   

By the Theorem [24][25][26] of Markov chains, a finite Markov chain defined by the 

stochastic transition matrix A has a unique stationary probability distribution if A is 

irreducible and aperiodic. So after a series of cycles Pk will converge to a steady-state 

probability vector regardless of the initial probability vector P0, i.e. 

 lim (13)k
k

p 


  

When peers reach the steady-state, we have 

 
1 (14)k kp p  

 (15)TA   

In formula (15),   is the principal eigenvector of A
T
 with eigenvalue. In this paper, 

  is used as the trust value vector P. when node p joined in network for a long 

time, ( )i hisR P  , so ( )his iR P p  

Therefore, when a peer node p has joined in network for a long time, its reputations can 

be simplified to formula (15) in i cycle. 

 
 ( ) ( ) (1 ) (16)i i pCR p R p        
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3.4 QoS Control in Trust Model 

Before super nodes processing the request from normal nodes, the normal nodes are 

divided into two types: customer nodes and service nodes. The process of data 

transmission between nodes is shown as Fig 3: 

Custom node p asks for a video block B to 

super node within the group

Super node calculate the current reputation of p: Ei(p)

Ei(p)>=a1 ?

Ei(p)>=a3 ?
Ei(p)>=a2 ?

Node p is a good node, 

Super node response 

the request of p firstly

Node p is a normal node, 

Super node response the 

request of  p 

Super node search a 

resource node to

serve request node p

Recalculate Ei(p)

Node p is a free-rider，
Super node response 

the request of  p with a 

probability 

Node p is a 

malicious 

node, Server

delete node p

Y N

Y N
N

Y

End

Begin

 

Fig. 3. The QoS Control Between Customer Nodes and Service Nodes 

When a group in P2P VoD networks is formed, the request peers will seek video block 

within the group through super nodes firstly. If the video block exists in the group, the 

video block will be delivered to the request peers if request peers’ reputation are greater 

than the threshold value proposed later. After that, the super node needs to update the 

reputations of request peers. If the video block not in the same group, the super node 

could send a request to a Track Server, and then the Track Server can either redirect the 

request to Streaming Server or point a peer of another group which hosts the content to 

respond to the request peers. Once request peers have acquired the video block from the 

outside groups or from Steaming Server, it could cache the video block for other peers 
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within the same group. Since these peers only cache the new pieces of the video content 

which do not exist in the group, this algorithm could help to reduce overlapping content 

among these peers. Besides, each super node contains resource information of normal 

nodes in the same group and the resource information of normal nodes is kept in a data 

structure as Table 1.  

Table 1. Data Structure of Super nodes 

Symbol Description 

ID Node Identification  

EAi-1 Historical Reputations of One Peer 

NOi The Number of Peers to Service Other Peers in i Cycle 

NAi The Number of Peers to Query Video Blocks in i Cycle 

 

A. Customer Nodes Send Query to Super Nodes 

Customer nodes send query requests to a super node. When the super node gets the 

query requests from consumer nodes, the super node replies response message that 

includes reputation of service nodes to customer nodes. According to customer nodes’ 

reputation by formula (16), the super node can determine whether to assign other nodes to 

offer the service for customer nodes or not. 

B. Super Nodes Look Up Service Nodes 

Service nodes provide their own file lists to the super node; the super node selects a 

service node according to each service node’s ability and current status to provide 

services to consumers. Besides, the result of selecting decisions will be sent to the service 

node. 

C. Service Nodes Send Streaming Data to Customer Nodes 

Service nodes send the streaming data to customer nodes. At the end of the service, 

customer nodes send feedback on the service satisfaction with service nodes to super 

node. Finally, super nodes recalculate the reputation of each customer node and each 

service node. 

3.5 Incentive mechanism in Trust Model 

The incentive mechanism describes that the process of super nodes deal with customer 

nodes request in P2P VoD networks. In incentive algorithm, the P2P VoD networks can 

be presented by a set of nodes such as P1, P2, …, Pi, …, Pn, and i∈N. A sequence of 

video blocks such as B1, B2, …, Bj, …, Bm, and j∈M. M and N are two positive integers. 

a1, a2, a3 are defined as threshold values that can check whether peers are good or bad. 

After receiving a customer node’s request, super nodes offer services to customer nodes 
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according to their reputations. The incentive mechanism of trust model can be described as 

follow. 

Input: Pi, Pcurrent 

Bk ← requestBlocks(Pi, Pcurrent) 

SuperNode ← Pi .query(Bk) 

EA(Pi) ← SuperNode.calculateReputations(Pi) 

if EA(Pi) >= a3 then // 

T ← SuperNode.firstSearch (Bk) 

end if 

if (EA(Pi) >= a1 && if EA(Pi) < a3) then 

T ← SuperNode.search (Bk) 

end if 

if (EA(Pi) >= a2 && if EA(Pi) < a1) then 

T ← SuperNode.search (Bk) 

end if 

if (EA(Pi) < a2) then 

delete(Pi) 

end if 

Output: NULL 

4. Experiment and Discussion 

The simulating experiment is implemented in the PeerSim [27] simulation environment 

and it is to check the performance of our trust model on various scenarios. In the 

experiment, all peers are linked by designed trust model to construct a P2P VoD network. 

In the experiment, peers are divided into two kinds by their action: good peers (never 

providing bad services when selected) and bad peers (exploiting P2P network resources 

without contributing to the P2P VoD network at desirable levels). The experiment selects 

one online node as a super node from 100 normal nodes in P2P VoD network and 

initializes each normal node holding some blocks of video files at random. In experiment, 

50% of nodes are set as bad nodes and 50% of nodes are set as good nodes. 

In the experiment, it focuses on the performance of designed trust model to compare 

with random P2P VoD networks and tit-for-tat mechanism in BITTORRENT. The 

experiment parameters are showed in Table 2.  
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Table 2. Parameters for Experiment  

Symbol Description 

Network Size 10000 

Bad Peers Percentage 50% 

The Initial Reputations of Every Peer 0 

Links of a Peer 20 

Number of Distinct Files 100 

Experiment Cycles 50 

Protocol Trust Model Protocol 

 

As is shown in section 3.5, the designed trust model needs to calculate the threshold 

values in order to compare with the reputations of a request node. In order to get the 

threshold values, the experiment calculates trust values of good peers and bad peers in 

random P2P networks. The following fig. 4 is experimental trust values of good peers and 

bad peers in random P2P networks and they are a blurry line of the distribution what the 

experiment wants. 

 

Fig. 4. The Distribution of Trust Values of Peers in Random P2P Networks 

In Fig.4, the average reputation values of normal nodes are about 0.3, the average 

reputation values of good peers is about 0.7, the average reputation values of free-rider is 

-0.5 and the average reputation values of malicious peers is -0.8. According to these 

average reputation values, the threshold values are defined as a1=0, a2=-0.6, a3=0.5 that 

can check whether peers are good or bad. 
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Fig. 5. The Number of Bad Peers in Each Simulation Cycle 

Fig.5 shows that the number of malicious nodes and free-riders reduces gradually from 

cycle 0 to cycle 50 in the experiment. However, the rate of decreasing in malicious nodes 

is faster than that of free-riders. These results from malicious nodes’ behavior show 

malicious nodes might cause the decrease in the performance of P2P VoD networks. If 

the reputations of malicious nodes are less than the threshold value a2, the designed trust 

model will delete malicious nodes from the P2P VoD networks. In fig.5, the malicious 

peers’ reputations value decreases rapidly from cycle 5 with the simulation cycle 

increasing.  

 

 

Fig. 6. The Average Number of Trust Values in Three Models 
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In fig.6, there are three lines inside such as point line, asterisk line and box line 

respectively. They stand for different average reputations of nodes in designed trust 

model, tit-for-tat model, and random model. It is obvious that the performance of 

designed trust model and tit-for-tat model (two rising curves) are better than random 

model (depression curve). It indicates that the incentive mechanism in designed trust 

model and the tit-for-tat mechanism in tit-for-tat model can reduce free-riders in P2P 

VoD networks. Therefore, designed trust model and the tit-for-tat model have more 

advantages than random model when they are used into P2P VoD networks. 

In fig.6, from cycle 0 to cycle 21, the average trust values of tit-for-tat mechanism are 

bigger than incentive mechanism in designed trust model. The reasons are that 1) the 

free-riders and malicious nodes are not deleted completely from P2P VoD networks until 

cycle 21 in the experiment. 2) Before cycle 21 in the experiment, the decrease speed of 

bad peers’ reputations is faster than the increase speed of good nodes’. After cycle 21 in 

experiment, the incentive mechanism in designed trust model deletes malicious nodes 

from P2P VoD networks, but the tit-for-tat mechanism in tit-for-tat model does not delete 

malicious nodes from P2P VoD networks. Therefore, the performance of incentive 

mechanism gets better than tit-for-tat mechanism after cycle 21 in the experiment. 

5. Conclusion 

In this paper, a distributed trust model, which is based on the reputations of nodes, is 

proposed in order to improve the QoS of the P2P VoD networks. The concept of roles is 

applied to manage the reputations of nodes and carry out the computations with a scalable 

and distributed manner for different roles. Normal nodes compose a decentralized 

unstructured network, they combine their direct and indirect experience to calculate other 

node’s reputations, and maintain the information locally. A series of experiments show 

that compared with other P2P VoD service techniques such as tit-for-tat model and 

random P2P model, the distributed trust model is a P2P VoD service model with good 

performance. Further study needs to apply the designed trust model to a realistic P2P 

VoD system. 
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