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Abstract
The Generative Adversarial Networks, as one of the most creative deep learning models in
recent years, has achieved great success in computer vision and natural language processing. It
uses the game theory to generate the best sample in generator and discriminator. Recently,
many deep learning models have been applied to the security field. Along with the idea of
“generative” and “adversarial”, researchers are trying to apply Generative Adversarial
Networks to the security field. This paper presents the development of Generative Adversarial
Networks. We review traditional generation models and typical Generative Adversarial
Networks models, analyze the application of their models in natural language processing and
computer vision. To emphasize that Generative Adversarial Networks models are feasible to
be used in security, we separately review the contributions that their defenses in information
security, cyber security and artificial intelligence security. Finally, drawing on the reviewed
literature, we provide a broader outlook of this research direction.
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1. Introduction

With the emergence of autonomous driving, machine translation and other technologies [13], Artificial intelligence (AI) gradually entered public life [4-6]. All the time researchers were
trying to improve the learning and optimization ability of computers, machine learning (ML)
has officially entered the stage of AI. Machine learning is a method of learning with data or
previous experience to optimize the objective model’s performance [7]. According to the way
of learning, it can be divided into supervised learning, semi-supervised learning, unsupervised
learning, transfer learning and reinforcement learning (RL) [8]. Transfer learning is a learning
method that transfers the trained model parameters to a new model for training [9-11].
Reinforcement learning is used to describe and solve the problem that agents use learning
strategies to maximize returns or achieve specific goals in their interaction with the
environment [12, 13]. It contains the value-based algorithm and the policy-based algorithm.
Supervised learning is a method to use the existing data and their relationship to train the
optimal model [14]. The classical algorithms are Naive Bayesian Classifier [15], Decision Tree
[16], k-Nearest Neighbor (KNN) [17], Support Vector Machine (SVM) [18] and so on.
However, once there is a lack of prior knowledge in real life, it is difficult for machines to
serve humans due to the increased difficulty in manual labeling of categories and the high cost
of categories.
Fortunately, unsupervised learning represented by clustering algorithm provides ideas for
solving such problems [19, 20]. In 2014, Ian Goodfellow et al. [21] proposed a generative
model named Generative Adversarial Networks (GAN). It is composed of a generator and a
discriminator. The generator is responsible for producing samples, and the discriminator is
responsible for distinguishing the authenticity of samples. Since the goal of each side is to
defeat the other, the model that optimizes itself is continuously modified, and the generator
after the final training can generate a nearly real sample through any input.
In the past few years, GAN has superior output samples compared with other generative
models, and it has been widely applied in the fields of image generation and natural language
processing [22]. In this paper, we review the progress of GAN in recent years. We firstly
introduce the existing generative models in section 2, the latest derived models are listed and
their pros and cons with GAN are contrasted. Afterwards, we describe two factors (generator,
discriminator) in GAN including the training process and the evaluation index in section 3. In
part 4, we introduce three typical models of GAN. By modifying the network structure or
improving the model algorithm, these models solve some GAN training problems. After that,
there is an introduction to the GAN`s classical applications in section 5, some recent
applications of GAN in computer vision and natural language processing are shown in this
part. In chapter 6, we discuss the applications of security on GAN. It proves that GAN has an
excellent application prospect in the field of security. Next, we summarize the current
development of GAN and several questions need to be solved in section 7. The last part is the
conclusion.

2. Previous Work
2.1 Game Theory
The inspiration of GAN comes from the zero-sum game in game theory [23]. The zero-sum
game, a non-cooperative game, is defined as a game in which two parties are strictly opposed
to each other, where the gains of one party are bound to bring losses of the other party, and the
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gains and losses of both parties add up to zero [24]. In GAN, the discriminator judges the
samples generated by the generator. The more real the images generated by the generator, the
more difficult it is for the discriminator to judge the authenticity and falsity. Similarly, in the
early training period, the samples with poor quality generated can be easily identified as false
samples. Eventually they will reach an equilibrium point in the game named the Nash
equilibrium. Nash equilibrium refers to the strategy adopted by both sides of the game to
maximize their own interests [25]. In continuous training, the generator seeks to generate
enough samples to fool the discriminator, which tries to recognize the authenticity of all the
samples. The process of mutual game is also a characteristic and highlight of generative
adversarial networks.
2.2 The Classic Generation Models
2.2.1 Auto-regressive Network
Auto-regressive models are often applied to the prediction of economics, informatics and
natural phenomena [26]. The auto-regressive model is a directed probability model without
potential random variables and belongs to the category of supervised learning. Auto-regressive
models are often used to deal with problems of time series [27].
Pixel recursive neural network (Pixel RNN) [28] is a relatively new generation method in
recent years, the basic idea of this model is to generate images from one pixel to another, and
the former also can be a reference for the latter. Finally, the prediction of the joint distribution
of each pixel on the image is converted into the conditional distribution. The specific
prediction is as follows.
n2

p ( x)   p xi x1 ,  , xi 1 

(1)

i 1

In addition to RNN [29, 30], the author also adopted the method of convolutional neural
network (CNN) to carry out convolution around the generated pixel points and later
researchers also improved and optimized this kind of approach [31, 32]. For DeepMind's latest
research, an Autoregressive Model of 3D Meshes was proposed [33]. This method improves
the quality of grid vertex prediction from 2D to 3D. At the same time, the development of
autoregressive networks proves that this method is still applicable to the latest generation
requirements.
Compared with GAN, the advantage of the Auto-regressive network is to explicitly
calculate likelihood
and put forward a good evaluation measure explicitly. The
disadvantage is that the generation speed is slow, and the resolution of the picture is not high.
2.2.2 Variational Autoencoders (VAE)
Autoencoder is a data compression algorithm, in which the data compression and
decompression are realized by neural network self-learning [34]. The encoder maps the input
data to the low-latitude features we need, and then reconstructs the original input data through
the decoder. Variational Autoencoder [35] is a method that adds "Gaussian noise" to the result
of the encoder in Autoencoder to make the result of decoder robust to noise.
p( X )   p( X Z ) p(Z )
Z

(2)
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In the formula above, X is training data, and Z is the hidden feature that cannot be observed
in X data. The characteristic of VAE is that every one-dimensional distribution of Z conforms
to a normal distribution, and the learning of characteristics is introduced to make the decoding
effect better [36, 37]. However, VAE adopted the Variational Inference [38] for approximation.
Compared with GAN, the fitting of the real data is not as good as GAN. From the result of the
generated picture, the picture clarity of GAN is also better than that of VAE.

3. Principles and criteria of GAN
3.1 Basic Concept
It is mentioned in 2.1 that GAN originates from a zero-sum game in game theory, in which the
two players are generator and discriminator. The random noise z is input into the generator
and generates a sample G (z ) , and then the test sample is put into the discriminator.
The more realistic the generated sample is, the closer the result is to 1; otherwise, the result is
close to 0 [21].
The loss of generator lies in the discriminator's misclassification of the generated non-real
samples, generator should continuously train to produce new generated samples to cheat the
discriminator. The loss of discriminator lies in the wrong judgment of real samples and
generated samples. The optimization of the model is described in 3.2. The general process is
shown in Fig. 1.

Fig. 1. GAN model frame diagram

3.2 Training Process
Since it is difficult for the first generated sample to reach the level of real data, we need to
continuously train and optimize the GAN. However, the training of GAN is different from the
previous single neural network training, and we adopt separate alternating iterative training
[39-41]. In GAN, we use fixed generator to optimize the discriminator, or fixed discriminator
to optimize the generator [21]. The formula for the entire GAN is as follows.

min max V ( D, G)  Ex ~ Pdata( x ) log( D( x))  Ez ~ Pz ( z ) log( 1  D(G( z ))) 
G

D

(3)
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E is the expected value of the distribution function, Pdata (x) is the distribution of the real
sample, P (z ) is the distribution that generates the sample.
3.2.1 Training Generator
After the discriminator is fixed, the generator generates samples for the discriminator to judge,
and the final result is fed back to the generator. Since there is a certain gap between the
generated samples and the real samples at the beginning of training, the discriminator will feed
back loss to the generator. The final result should be that the generator can generate the
generated samples that cheat the discriminator, and the discriminator's judgment on the sample
is near to 1.

min V ( D, G)  Ez ~ pz ( z ) log( 1  D(G( z ))) 
G

(4)

Since the generator is optimized to make the generation of samples as real as possible and
the discriminator identifies the result as close to 1, G (z ) is the sample generation, the value
of D(G( z )) is as large as possible.
3.2.2 Training Discriminator
In the training process of the frequency discriminator, the generator is fixed. The frequency
discriminator improves the frequency discrimination ability by continuously judging the real
samples and the generated samples, and finally achieves higher frequency discrimination abil
ity. Therefore, the frequency discrimination of the non-real samples is close to 0.

max V ( D, G)  Ex ~ Pdata( x ) log( D( x))  Ez ~ Pz ( z ) log( 1  D(G( z ))) 
D

(5)

The x of the first half of the formula is the real sample of the input, and the discriminator
should make the result of the real sample as big as possible. The latter part is the sample
generated by the generator, and the discriminator should make the result of sample generation
as small as possible, while on the contrary, the result of 1 - D(G( z )) should be as large as
possible, and the maximum value of the sum of the two should be calculated at last.
3.3 The Evaluation Index
After repeating iterative training, the generator and discriminator should cheat and identify
each other, but they cannot measure the quality and diversity of sample generation. In chapter
4, we will enumerate some typical GAN models, and the merits of these models also need
some general indicators to measure. Next, we will introduce two general evaluation indicators.
3.3.1 Inception Score (IS)
During the ILSVRC competition in 2014, Google proposed a network called Inception Net
[42]. It not only controlled the number of parameters, but also achieved good classification
performance. In 2015, Inception net-v3 was proposed and it was exactly the model required
for IS calculation in this part [43, 44].
As analyzed above, IS focuses on the sharpness and diversity of images, which IS is not
high resolution but clear classification [45]. The formula for IS is as follows.
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IS（(G)  exp Ex~ pg DKL  py x  p y 

(6)

Generate the 1000-dimensional vector y obtained from the input model of picture x, and the
probability distribution of x belonging to each category is P( y x) . P ( y ) is the marginal
distribution of all the images obtained after the input model of a large number of images is
generated. P( y x) represents sharpness, while P ( y ) is related to variety.
However, the evaluation index of IS was limited to the use of data set, because the Inception
V3 model adopted by IS was trained on ImageNet [46], so the image generation of GAN also
needs to rely on ImageNet to serve as a real sample. It no longer makes sense to use the
classification model and the generation model in different data sets. At the same time, in the
case of insufficient samples, the estimation of sample distribution will become very difficult,
so we also need other indicators to evaluate the capability of GAN.
3.3.2 Fréchet Inception Distance (FID)
FID [47] also uses the Inception V3 model. Due to the limitations of ImageNet dataset, images
that do not exist in the data set are uniformly judged to be not real images. FID chooses the
method of extracting image features to calculate the distance between the generated samples
and the real samples in the feature space. The closer the distance is, the better the effect and
diversity of the naturally generated images will be.
FID ( x, g )   x   g

2

1


 Tr   x   g 2 x  g 2 



(7)

According to the formula, FID is negatively correlated with picture quality. Compared with
IS, it is more robust to noise. Even in the case of insufficient samples (only one type of picture
is produced), it will have a high FID value [48].
The following table lists FID values of the more classical generation models in recent years
under different datasets [49]. MM GAN and NS GAN are expressed as mini-max [50] loss
function and non-saturating [51] loss function respectively.
Table 1. FID values of different GAN models on corresponding datasets [48]
Datasets
Models
MM GAN
NS GAN
LSGAN [56]
WGAN [57]
WGAN-GP [58]
DRAGAN [59]
BEGAN [60]
VAE [35]

MNIST [52]

FASHION [53]

CIFAR [54]

CELEBA [55]

9.8±0.9
6.8±0.5
7.8±0.6
6.7±0.4
20.3±5.0
7.6±0.4
13.1±1.0
23.8±0.6

29.6±1.6
26.5±0.6
30.7±2.2
21.5±1.6
24.5±2.1
27.7±1.2
22.9±0.9
58.7±1.2

72.7±3.6
58.5±1.9
87.1±47.5
55.2±2.3
55.8±0.9
69.8±2.0
71.4±1.6
155.7±11.6

65.6±4.2
55.0±3.3
53.9±2.8
41.3±2.0
30.0±1.0
42.3±3.0
38.9±0.9
85.7±3.8

It can be seen that FID values of different GAN models are quite different under different
data sets. In recent years, more and more GAN models take FID value as the index of GAN
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model optimization. In addition, Mode Score (MS) [61], Kernel Maximum Mean Discrepancy
(Kernel MMD) [62] and 1-nearest Neighbor (1-NN) [63] classifier are also the evaluation
indicators of GAN model. With the unceasing development of GAN, more accurate evaluation
criteria will be continuously proposed to evaluate the model.

4. Typical GAN models
Since GAN was proposed by Goodfellow in 2014, it has become one of the hottest research
fields in artificial intelligence and machine learning [64]. Different kinds of GAN models have
been blossoming in recent years, the latest International Conference on Learning
Representations (ICLR) on GAN publications still contribute in the front row. In this section,
we will list some typical models.
4.1 Conditional Generative Adversarial Nets (CGAN)
In the second part, we introduced two typical generation models PixelRNN and VAE. The
advantage of GAN is that the input does not rely on an expected data distribution; the generated
samples can be more real by using direct sampling to input random noise Z. At the same time,
such a disadvantage is that the generated samples are too free to control and cannot focus on
the specified samples, and we need to add some constraints to GAN. It is from this idea that
CGAN came onto the stage of GAN.
Due to GAN's double randomness (random noise and random samples), Mehdi Mirza et al
proposed CGAN [65], and y tag was added as input in GAN generator and discriminator. With
the addition of y, the input of generator becomes noise and label, while the input of
discriminator becomes real sample and generates sample and label.
As for the training process of CGAN, y is increased compared with GAN's formula, the
details are as follows.

min max V ( D, G )  E x ~ Pda ta( x ) log( D( x y ))   E z ~ Pz ( z ) log( 1  D(G ( z y ))) 
G

(8)

D

With the addition of y , the formula becomes a binary minimization maximum problem
with conditional probability. The generation of CGAN is controlled by y condition, which
realizes the supervision of generator and can generate different samples according to different
y values. Since the discriminator also has y input, we can also select the type we need when
comparing the sample generated by the generator with the real sample.
CGAN can not only produce samples of specific labels, but also improve the quality of
generated samples. Then, semi-supervised GAN (SGAN) [66] proposed by Augustus Odena
turned GAN into a semi-supervised model and made it possible to judge its output category
labels. It was the thought of the two models that was received, Auxiliary Classifier GAN
(ACGAN) [67], which further improved the quality of CGAN's generated samples.
ACGAN's improvement on CGAN is that it not only uses tags in the input of generator, but
also adds tags into the real sample, so that the generator can better understand the required
sample structure. Two full connection layers are used in the output part of discriminator.
Borrowing the idea of SGAN, in addition to generating discriminant results (Real or Fake),
the classification results of samples are added.
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(a)

(b)
Fig. 2. CGAN (b), an improvement on CGAN (a)

4.2 Deep Convolution Generative Adversarial Networks (DCGAN)
The traditional neural network is simply composed of three sections: input layer, hidden layer
and output layer [68]. Within each layer, neurons with weights are mapped to the next layer
by activation function. This way of receiving input from the previous layer's output to the next
layer is also called full connection. The disadvantage of this way is that it is affected by a large
number of parameters such as weight, the convergence of training is too slow, and the
generalization effect is not good.
Convolutional neural network (CNN) is a feed forward neural network with convolution
calculation [69]. It trains the weights of the CNN through the back-propagation algorithm, and
finally obtains the classification results. CNN is similar to the traditional neural network
structure, which is composed of input layer, hidden layer and output layer. The hidden layer
in the traditional neural network structure includes convolutional layer, pooling layer and full
connection layer, among which weight sharing of convolution layer solves the problem of low
training efficiency caused by excessive parameters of traditional neural network. The birth of
CNN provides a new idea for the development of deep learning.
CNN has a good effect in supervised learning [70], but it is seldom used in unsupervised
direction. At the beginning, some researchers tried to combine CNN and GAN, but no good
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effect was achieved [71]. Until 2015, Alec Radford et al. proposed DCGAN [72], which
improved the network structure of GAN and greatly improved the quality of GAN generated
images and the stability of training.
DCGAN chose to remove the hidden layer of full connection because the full connection
mode of GAN made the training inefficient. Batch Normalization [73] is used in the
convergence of the model and avoids the collapse of the generator, allowing for deeper
gradient propagation.
Another feature of the model is that in the generator, except for the tangent h function used
for output, the activation function selects ReLU function, while in the discriminator, Leaky
ReLU function is selected to prevent gradient sparse selection [74]. The reason for the use of
the tangent h function is briefly explained here. Since the pixel range is 0 to 255, the ReLU
function's result may exceed this range. It is beneficial to fix the final output value with a
function whose range is -1 to 1.
The birth of DCGAN realized unsupervised feature extraction, and the image realized the
addition and subtraction function similar to the word vector and this idea is widely used in
image synthesis.
4.3 Wasserstein GAN (WGAN)
In the previous part, we constructed a relatively stable network structure by introducing
DCGAN. While Martin Arjovsky, the author of WGAN [57], did an experiment on DCGAN,
in which the generator was fixed, the discriminator was trained iteratively, and the relation
graph of the gradient of the generator's objective function and the number of iterations was
established. From this experiment, with the iterative training of discriminator, the gradient of
generator decays rapidly. It can be known that the poorly trained discriminator will make the
generator gradient unstable. Sufficient training of discriminator will cause generator gradient
to disappear. Therefore, the training degree of discriminator is one of the important reasons
for GAN instability.
According to Goodfellow's paper, under the condition of optimal discriminator, the gradient
of generator can be composed of the Kullback-Leibler (KL) divergence and the JensenShannon (JS) divergence [21]. In this case, mode collapse is easily caused, which means that
the generated sample focuses on part of mode and lacks diversity. For this reason, the author
proposed the Earth-Mover (EM) distance and compared it with KL divergence and JS
divergence, and found that the change of the EM distance was more sensitive and more useful
gradient could be proposed.
The Kullback-Leibler (KL) divergence

KL( Pr Pg )   log(

Pr ( x)
)Pr ( x)d ( x)
Pg ( x)

The Jensen-Shannon (JS) divergence
JS ( Pr , Pg )  KL( Pr Pm )  KL( Pg Pm )

The Earth-Mover (EM) distance or Wasserstein-1

W ( Pr , Pg ) 

inf
E( x , y ) ~  x  y
 ( Pr , Pg )





(9)

(10)

(11)

Due to the advantages of EM distance, Arjovsky tried to apply it on the GAN, borrow the
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Kantorovich - Rubinstein duality theory [75] will get EM distance formula for the deformation,
and then adapt the method of neural network to solve, the writer named the neural network
Critic. To satisfy the following equation, the Critic truncates the parameter to a range called
weight clipping after each update.

W ( Pr , P )  sup E x ~ Pr  f ( x )  E x ~ P  f ( x )
f

L

(12)

1

max Ex ~ Pr  f w ( x)  Ez ~ P( z )  f w ( g ( z )) 

(13)

wW

There are three main differences between the Critic and the traditional discriminator of GAN.
First, since the discriminator is responsible for dichotomies in GAN, and the Critic's function
is to fit EM distance, sigmoid function is removed, the probability is no longer output, but the
general score. Then, the target function of the Critic no longer contains log functions. Last but
not least, there is no need to worry about the effect of excessive training of the discriminator
on the generation of samples. The more training of the Critic, the better samples will be
generated.
However, WGAN also has problems such as difficult convergence and poor sample quality,
so the researchers finally focused on the weight clipping method in WGAN. In other words,
this method will lead to the weakening of model generation ability or gradient explosion
(disappeared). Gradient penalty was considered as one of the ways to speed up a solution to
the problem, and WGAN-GP [58] was proposed.
The EM distance is proposed under the Lipschitz constraint, and the Lipschitz constraint
requires that the discriminator gradient not exceed K. The authors of WGAN-GP believe that
Lipschitz restriction does not need to be added to the entire sample space. Instead, they focus
on the generated samples, real samples and their intermediate regions.

L  E D( ~
x )  E D( x)   E
xˆ ~ Pg

x ~ Pr

xˆ ~ Pxˆ

  D( xˆ)
xˆ

2



1

2

(14)

The first two parts on the right of the equal sign of the above equation are the loss of the
Critic, and the third part is the added gradient penalty item proposed by the author. By adding
gradient penalty term, WGAN-GP improves the slow convergence of WGAN model and the
training speed.
The experiment from this paper shows that in terms of Generator iterations and Wall clock
time (in seconds), the performance of WGAN-GP is close to that of DCGAN and far better
than that of WGAN. At the same time, due to the balance problem between discriminator and
generator in DCGAN, WGAN-GP is a better choice.

5. Classical applications of GAN
Multimedia technology refers to the comprehensive processing and management of text, data,
image, animation, sound and other media information through the computer, enabling the user
to interact with the computer through a variety of senses for real-time information [76]. As
GAN's application direction is mainly in natural language processing and computer vision [77],
and it is closely combined with many aspects of multimedia technology, GAN's birth provides
infinite prospects for the development of multimedia technology. In this section, we introduce

KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 14, NO. 12, December 2020

4635

the application of GAN in real life by using multimedia technology such as text, audio, image
and video as the carrier.
5.1 Natural Language Processing (NLP)
Natural language processing is the study of normal communication between humans and
computers using natural language [78]. At present, NLP is mostly based on statistical machine
learning and applied in emotional processing, machine translation, text extraction and other
directions [79-81]. However, NLP did not make great progress in the early days of GAN. The
reason is that GAN is mainly applied to continuous data, while text is mainly discrete data.
According to the discriminant result, the discriminator will give feedback to the generator after
the sequence generated by the generator is inputted. With the efforts of researchers, GAN has
made some achievements on NLP in recent years.
5.1.1 Text Processing
Reinforcement learning is often used in NLP. Yu et al. raised a model named SeqGAN, which
innovatively combined RL with GAN and made a breakthrough in the development of GAN
on NLP [82]. SeqGAN treats error as a reward for RL and the generation of a sequence as a
sequential decision makes process. The strategy gradient algorithm is used in reinforcement
learning. The result was a Chinese poem and a collection of Obama's speeches.
Li et al. followed Yu's steps and proposed Dialog Generation [83]. The model adopted
Seq2Seq instead of the generator. By entering the historical Dialogue, RNN generated each
word to answer the question one by one, and finally got the reply message. This paper shows
the generated statement effect, further proving GAN's infinite potential on NLP.
In the field of information retrieval (IR), Wang et al. proposed IRGAN [84]. The model
transforms the generator and discriminator into two IR systems according to the characteristics
of IR, generates the model to predict the related documents, and discriminant model to judge
the correlation between the given documents. Under GAN framework, RL method based on
strategy gradient is still adopted, which greatly improves the performance of information
retrieval.
5.1.2 Audio Generated
With the development of advanced learning, the ability of computer natural language
processing is gradually improved, but it is seldom applied in audio processing. Previous audio
generation methods are generally based on text. This approach requires humans to record a
large number of voice databases, which is inefficient and produces unnatural audio [85]. In
2016, Google DeepMind proposed a deep generation model of raw audio waveforms called
WaveNet [86], which chose to directly model the original waveform of audio signals,
expanding the variety of audio and increasing the authenticity of audio generation. However,
since the audio has a sequence, WaveNet, which belongs to the autoregressive model, needs a
long time to conduct continuous sampling, and researchers have been trying more generation
methods, such as MelodyRNN, DeepBach and so on [87].
Due to GAN's high efficiency and quality in image generation, researchers have been trying
to use GAN to generate music. SeqGAN proposed by Yu et al. in the last session can also
generate audio, but it does not show the generated samples. Inspired by WaveNet, Yang et al.
proposed a MidiNet model that combines CNN with GAN and generates a music that reaches
the level of MelodyRNN in realism and pleasant [88]. Jesse et al. proposed a method to quickly
generate high fidelity audio, which could be 50,000 times faster than current most commonly
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used WaveNet methods named GANSynth which adopts the architecture of Progressive GAN
[89]. Different from WaveNet, GANSynth adopts the method of parallel sequence generation,
and makes use of convolution to generate audio fragments on a single potential vector, so as
to separate global features such as pitch and timbre.
5.2 Computer Vision (CV)
The goal of CV is to enable computers and robots to achieve the ability of human vision to
track and measure objects [22]. It also uses image processing to allow computers to produce
images that are easier for humans and machines to recognize. In the field of computer vision,
the generated samples have undergone countless times of self-comparison and optimization
before being compared with other samples as a result of GAN's own counter mechanism, and
the performance of GAN in image processing is amazing [90].
5.2.1 Image Synthesis
Image synthesis literally means the process of synthesizing some existing images into new
ones. At present, it is mainly applied to human faces and natural scenes. In 4.2, we mentioned
that the idea of vector addition and subtraction of DCGAN is applied in image synthesis, the
model obtained a group of smiling male images through multiple images of smiling female
and natural male and female facial expressions [71].
It has always been a difficult problem for image synthesis to generate a face from a person's
side face. Two-Pathway Generative Adversarial Network (TP-GAN) was proposed by Huang
et al. solved this problem [91]. The feature of the model is that the generator contains two
paths, one infers global structure, the other infers local texture, and the final features of the
two paths are fused.
5.2.2 Image Conversion
Image conversion is different from the traditional GAN image generation to pursue high
quality. It aims to generate images of another style and pursues the diversity of generated
images. The best known are Pixel to Pixel (Pix2pix) and CycleGAN.
Phillip et al. [92] proposed that Pix2pix adopted CGAN as the basic framework, and
obtained the desired sample style by adding the requirements of tag generation to the generator.
Different from CGAN, Pix2pix input is not noise but image. Meanwhile, the discriminator
adopts PatchGAN model, instead of distinguishing the authenticity of the whole image, it
divides the image into N×N patches for distinguishing, which improves the operation speed.
CycleGAN [93] creatively mirrors the GAN structure, generating a network sharing two
generators with a discriminator on each side. Compared with Pix2pix, which requires certain
correlation between images and labels, this model realizes simultaneous training of two
uncorrelated data sets, so it can meet the requirements of image generation of various styles.
5.2.3 Super- Resolution (SR)
Super-resolution usually is the reconstruction of one or more low-resolution images to
generate high-resolution images [94]. In deep learning, super-resolution adopts SRCNN,
DRCN and other methods [95]. In terms of super-resolution reconstruction, Wang et al.
proposed Pix2pixHD [96], which further optimized Pix2pix by using a coarse-thin generator,
a multi-scale discriminator structure and a robust antagonism learning objective function to
achieve the purpose of high-resolution reconstruction and generate high-resolution images. In
addition, SRGAN [97] based on GAN model training uses generator to generate detailed parts
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of images, and adopts perceptive loss function and counter loss function to increase the sense
of reality of images. This method can not only be applied in the sharpening of old photos, but
also to the interface optimization of some early games. Subsequently, based on the idea of
SRGAN, ESRGAN [98] and other optimization models with clearer edge images were
gradually proposed, which promoted the development of SR.
5.3 Domain Transformation
Text to image is an input sentence to generate an image. Due to GAN's excellent performance
in graphic image processing, many new models have been created on the result of this kind of
domain transformation. Scott et al. proposed GAN-INT-CLS [99], which generates a network
that inputs text features to obtain images. Then, GAWWN [100] was proposed by this team to
improve the accuracy of the generated images. In terms of image to text, Liu et al. proposed
the method of generating poetry through images, which for the first-time incorporated image
processing and poetry generation into a framework, making the cognition of machines have
the ability to approach human beings [101].

6. Security applications of GAN
AI is a double-edged sword, not only should we protect the security of AI technology
implementation, but we adopt AI technology to create a safe environment. This part will
introduce the applications of GAN in security.
6.1 Information Security
Information is universal, shareable, value-added, manageable and multifunctional, which
makes it especially important for human beings [102]. The meaning of information security is
to protect all kinds of information resources from all kinds of threats, interference and
destruction [103, 104]. The game mechanism of attackers and defenders is similar to GAN,
which has made some contributions to the improvement of information security, especially in
cryptography.
In 2016, Google proposed an encryption technology based on GAN [105], which could
effectively solve the data protection problem in the process of data sharing. Cryptography can
be both defensive and offensive, and GAN is also applied to decryption technology. Briland
et al. raised a way of cryptography generation based upon machine learning theory to replace
artificially generated cryptography rules, which was named PassGAN [106]. By using the
leaked password list as the real sample to train discriminator, the sample generated by the
generator will be closer and closer to the real user's password and complete the password
guessing process. In 2018, Aidan N came up with an unsupervised method of deciphering the
code, named cipherGAN [107]. After the training of unmatched plaintext ciphertext, this
method can decode the Caesar shift code or Virginia code with high fidelity. Inspired by
CycleGAN, this model adopts unmatched plaintext and ciphertext, and completes the key
decoding of long word level without parallel text.
6.2 Cyber Security
Nowadays, Cyber Security has attracted more and more attention from researchers because of
the progress of big data, Internet of things (IoT), blockchain and other hot spots [108]. At the
same time, the gradually increasing numbers of network anomalies threaten the normal
operation of the network, such as Challenge Collapsar (CC) attack, distributed denial of
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service (DDoS) attack, malware, worm [109]. However, network abnormal behavior is not a
simple image or text, and it is difficult to process with GAN. Meanwhile, as the detection
technology of abnormal network behaviors, the researchers turn to the source of the attack and
plan to use the method of generating abnormal behavior samples to simulate the attack, so as
to improve the detection ability of the existing detection technology.
Hu et al. proposed MalGAN [110], a generation model of malware. This model used a neural
network-based alternative detector to match the black box detection to generate samples that
could fool the detector so as to by passing the black box detection. The DeepDGA [111]
algorithm can generate a large number of pseudo-random domain names through the training
of GAN. Kim et al. proposed tDCGAN [112], which turned the malicious software into
pictures, adopted self-encoder as the generator of GAN, and finally trained discriminator that
adopted transfer learning method to detect zero-day malicious software.
6.3 AI Security
In the development of artificial intelligence, deep learning is one of the most critical
technologies in the field of artificial intelligence. However, researchers have found that deep
learning algorithms are vulnerable to attacks against samples, so it is urgent to improve the
robustness and security of the algorithms. Akhtar et al. [113] summarized three main directions
of deep learning algorithm against adversarial attacks:
(a) Using modified training or modified input.
(b) Modifying networks.
(c) Using external models as network
Currently, most of the defenses against such attacks are gradient regularization/masking,
but researchers have shown that such methods can be circumvented. Bao et al. [114] propose
FBGAN to capture the semantic features of the input and filter the non-semantic perturbation,
after pre-training and bidirectional mapping, the adversarial data was de-noised and classified
to effectively weaken the adversarial attack. Experiments have shown the effectiveness of
defense.

7. Summary and perspectives
In recent years, GAN model has flourished in natural language processing, computer vision
and other aspects, and has been deeply involved in medicine, physics, security and other fields.
The arrival of AI era has raised people's spiritual demands, which has promoted the
development of GAN. However, GAN also has many shortcomings, which leads to many
optimization models of GAN put forward in recent years. The optimization of GAN is mainly
modified and improved from the loss function and structure. We list three optimization models
(CGAN, DCGAN, WGAN) that have a profound impact on the development of GAN, and
introduce in detail the principles, processes, and variations of these models. According to
previous studies, GAN has unlimited development potential. However, there are still some
problems yet to be solved in the development of GAN.
The first problem is the convergence problem of GAN. In equation (3), we can theoretically
reach Nash equilibrium through iterative training according to the idea of game theory. In
reality, the loss function of generator and discriminator, we need to add many parameters to
reach the final balance. The two main cases of non-convergence are as follows. On the one
hand, the mode collapse means that the generation model cannot solve the problem of sample
diversity in GAN function. When the generator is optimized, the gradient descent method is
adopted to generate some similar samples that are easy to fool the discriminator. The
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generation of some similar or identical samples will affect the diversity of the final generated
model. On the other hand, gradient disappearance is caused by too many layers or loss function.
Since there is a big gap between the initial generation of samples and the real samples, the
discriminator can easily achieve a high recognition ability, which leads to the generator being
prone to the gradient cannot be updated or even disappear. How to find a better method with
a lower cost in the future is the problem that GAN needs to solve.
The second is the quality problem of GAN generating samples. The method of
characterizing VQ-VAE [115, 116] model proposed by the Google team has surpassed the
image generation ability of GAN`s models. The Glow model generated along the flow-based
model has gained a foothold in the development of deep learning due to its reversible
advantages over GAN. On the one hand, the specific solution is to combine the advantages of
other generated models to produce hybrid models. On the other hand, better evaluation criteria
are proposed. In section 3.3.2, we introduced some GAN evaluation indicators, but they all
have corresponding shortcomings, such as IS cannot solve the over-fitting situation, FID
cannot solve the spatial relationship of sample characteristics, etc. How to put forward a better
and more identical evaluation index is also an urgent problem to be solved.
Last but not least, GAN model has limitations in application. In the fifth part, we mainly
introduce the scene and object of classical GAN application. Due to its limitations in discrete
data processing, GAN's achievements in natural language processing are often not as
outstanding as those in computer vision. Therefore, GAN is mainly applied in image repair,
resolution improvement, medical detection, pedestrian recognition and other directions in
daily life. In the sixth part, we mentioned that GAN has great potential in the field of security.
At present, few people adopt GAN's idea to achieve a good network anomaly detection method.
In the face of DDoS attack and other network attacks with high speed and large flow, timely
defense will play a key role in the development of the entire Internet [117]. The application of
GAN to the detection of network abnormal behavior such as DDOS attack has a great prospect.
In general, GAN is still one of the hot spots in the field of artificial intelligence. The
development of GAN in the future is still expected to optimize the model structure and expand
the application field [118]. On the one hand, researchers will propose a more stable internal
structure to solve the problem of training and mode collapse. On the other hand, with the
increasing application of GAN in the security field, more and more security problems will be
solved. The combination of GAN and other deep learning models will also improve its
applicability in the security field.

8. Conclusion
GAN has excellent performance in natural language processing and computer vision in recent
years. With the continuous improvement of artificial intelligence, cyber security and even
artificial intelligence security are paid more and more attention by researchers. While deep
learning models such as convolutional neural network and recurrent neural network have been
applied in the security field, the existing literature demonstrates that GAN can play a better
role than other models in information encryption and decryption, simulation of attack data and
improvement of model robustness.
This paper explains the related theories and the evolution of GAN. It introduces multiple
models based on GAN and the latest development of classical applications. At the meanwhile,
the paper presents the great potential of GAN in the field of security. By analyzing the latest
development of GAN, this paper summarizes the three existing problems of GAN and
hopes that GAN's powerful generating ability will be able to solve the problem of missing or
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unbalanced attack samples in the future.
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