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Abstract

In this paper, we investigate physical layer security for multiple decode-and-forward (DF)
relaying underlay cognitive radio networks (CRNs) with fixed transmit power at the secondary
network against passive eavesdropping attacks. We propose a simple relay selection scheme to
improve wireless transmission security based on the instantaneous channel information of all
legitimate users and the statistical information about the eavesdropper channels. The
closed-form expressions of the probability of non-zero secrecy capacity and the secrecy
outage probability (SOP) are derived over independent and non-identically distributed
Rayleigh fading environments. Furthermore, we conduct the asymptotic analysis to evaluate
the secrecy diversity order performance and prove that full diversity is achieved by using the
proposed relay selection. Finally, numerical results are presented to verify the theoretical
analysis and depict that primary interference constrain has a significant impact on the secure
performance and a proper transmit power for the second transmitters is preferred to be
energy-efficient and improve the secure performance.
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1. Introduction

Cognitive radio (CR) has emerged as a promising solution to optimize spectrum resources

exploitation [1] [2]. The improvement is achieved by allowing the secondary users (SUs) to
exploit the originally spectrum of the licensed primary users (PUs). One of the cognitive
modes defining this coexistence between PUs and SUs is the “underlay” approach. In which,
the SUs and PUs can exist in the same frequency band simultaneously as long as the SUs
strictly satisfies the interference constraint at the primary receiver. To fulfill this constraint
limit, SUs generally use relatively low transmit power which eventually limits the reliable and
coverage performance of the secondary system.

In order to enhance the performance of secondary systems, cooperative relaying, as a way to
achieve the space diversity, has been further exploited in cognitive ratio networks (CRNS).
The performance of decode-and-forward (DF) and amplify-and-forward (AF) relaying in
underlay cooperative CRNs (CCRNs) has been widely investigated in [3-9]. Different from
the non-cooperative CRNSs, both the SUs and the relays should maintain the interference
constraint to fulfill the requirement of PUs in underlay CCRNSs. In general, there are two
transmit power control strategies to keep the induced interference always below a given
allowable threshold [10]. One is adaptive transmit power (ATP) control, by which the
secondary transmitters can adjust their transmit power to satisfy the interference constraint.
The other is fixed transmit power (FTP) control, by which the secondary transmitters use their
maximum available power when the primary interference constraint is verified, and remain
silent otherwise. Although the use of FTP slightly deteriorates the system performance, it
significantly alleviates the signaling requirements and implement complexity compared to
ATP [10].

On the other hand, due to the broadcasting nature of wireless channel and the openness of
cognitive radio architecture, security against overhearing of the eavesdroppers is one of the
important issues [11]. Traditionally, the cryptographic techniques relying on secret keys have
been employed to protect the communication confidentiality against eavesdropping attacks,
however, which increases the computational and communication overheads and introduces
additional system complexity for the secret key distribution and management [12]. Recently,
physical layer security (PLS) is drawing a lot of attentions as a promising technique to achieve
secure communication by exploiting the physical characteristics of wireless channels [13].

More recently, PLS has been considered for underlay CRNs in [14-21]. Different from
non-cognitive wireless networks, there are some unique challenges to be addressed for
physical layer security in cognitive radio networks, e.g., the PU’s QoS protection issue and the
mitigation of mutual interference between PUs and SUs. The first attempt to address the
secure transmission for underlay CRNs from the information theoretic perspective has been
made in [14] - [16]. In [17], Zou et al. investigate the multiuser scheduling issues in CRNs for
physical layer security transmission against eavesdropping attacks. Secure resource allocation
problems for underlay CRNs are investigated in [18]. The authors in [19] indicated that user
cooperation not only improves the reliability and coverage performance of cognitive radio
networks, but also has great potential to enhance physical layer security against eavesdropping
[19]. In [20], the authors introduce cooperative secure resource allocation to maximize the
secondary secrecy rate subject to maintaining a certain level quality of service for PUs via the
interference threshed constraint. In [21], the secure transmission issue for a cognitive radio
network has investigated over the slow fading channel, which aims to maximize the secrecy
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throughput of the primary transmission. Recently, the authors attempt to enhance wireless
transmission security in underlay CCRNs by relay selection in [22], where the secondary
source sends confidential information to a secondary destination with the assist of multiple DF
relays, and the adaptive transmit power (ATP) control strategy is used to fulfill the
interference power constraints. The proposed relay selection scheme in [22] selects a trusted
relay to assist the secondary transmitter and maximize the achievable secrecy rate under the
availability of perfect channel state information (CSI) of all channels. However, it is often
difficult or impossible for the transmitter to know the accuracy of the eavesdropper’s channel,
especially for the passive eavesdropping scenario.

Moreover, in underlay CCRNs, PUs and SUs can transmit signals simultaneously by
sharing the same spectrum recourses. As a result, the relays and secondary destination
inevitable suffer interference from PUs, which comes in the form of co-channel interference
(CCI). However, most of previous work have not taken the interference from PUs into
consideration or just have translated PUs’ interference into the noise term of SUs.

Motivated by the above discussions, in this paper, we investigate physical layer security in
underlay CCRNs consisting of one primary transmitter, one primary receiver, one secondary
source, multiple secondary relays, and one secondary destination, where one eavesdropper are
ready to intercept the transmissions from the secondary relays to the secondary destination.
The FTP strategy is adopted at the secondary transmitters, including the secondary source and
multiple secondary relays, which significantly depress signal burden and implement
complexity. As compared with the existing works, the main contributions of this paper are
exhibited as follows:

1) To the best of author’s knowledge, this paper is the first attempt to investigate physical
layer security for underlay CCRNs employing FTP control strategy under passive
eavesdropping attacks. Furthermore, different from previous works, the impact of PU’s
interference on the relays and secondary destination also is considered.

2) Different from [22], we propose a new relay selection scheme in underlay CCRNs to
achieving trade-off between complexity and secure performance, where a secondary relay that
satisfies the primary interference constraint and successfully decodes the source message will
be selected based on the instantaneous knowledge of all legitimate links and the statistical
knowledge of the eavesdropper channels. Thus, our proposed relay selection scheme does not
require the estimation of the instantaneous eavesdropper link and thus seems to be an efficient
solution with practical interest.

3) We derive the closed-form expressions for the probability of non-zero secrecy capacity
and the secrecy outage probability (SOP) over independent and non-identically distributed
Rayleigh channels. Moreover, we also conduct the asymptotic analysis for the SOP to provide
insights on the impact of some critical parameters, such as the transmit power of the secondary
users, the interference constraint, and the number of relays, on the secrecy diversity order
performance. Simulation results verify the theoretical analysis, and illustrate that the secure
diversity order is same as the number of secondary relays which depicts the fact that full secure
diversity is achieved by the proposed relay selection scheme.

4) Furthermore, simulation and theoretical results show that, due to FTP strategy and
interference constraint considered, the secure performance in underlay CCRNs is not a
monotonically decreasing/increasing function of the transmit signal-to-noise ratio (SNR)
anymore. After the SNR approaches a certain level, further increasing SNR may sharply
degrade the secrecy performance. Therefore, a proper transmit SNR for secondary transmitter
is preferred to be energy-efficient and improve the secure performance.
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5) In addition, the interference constraint significantly affects the relay selection process. A
strict interference constraint will drop the secondary relays from the active set and thereby
reduce the secure performance. As the interference constraint approach infinity, the secure
performance is limited by the second hop, and then converges to constant values as the
performance floors.

Throughout this paper, the following notations will be used. The channel fading gain of link

x — yis denoted by |h,
the transmit power of node xand N, is variance of the zero-mean additive white Gaussian

(AWGN) at each node. y,, =E,|h,,

average SNR of link x —y, respectively. f, (-) and F, (-) represent the probability density

function (PDF) and the cumulative distribution function (CDF) of random variable (RV) X,
respectively.

*, with mean of 55, xe{s,n,--,n,,u} and ye{r,---,n,,dev}.Eis

’ / N, and 7, stand for the instantaneous SNR and the

2. System Model and Relay Selection Scheme

2.1 System Model

We consider a secrecy communication scenario in underlay CCRNs shown as Fig. 1. In the
primary network, a primary source u sends data to a primary destinationv. In the secondary
network, a secondary source s sends confidential information to a secondary destination d by
employing the assistance of M secondary relays (r,i=12,---,M ). An eavesdropper e is
located around the secondary destination overhearing the transmission from the relays. All the
nodes are equipped with single antenna and work in the half-duplexing mode. For notational
convenience, M relays are denoted by R:{ri|i =1, 2,---,M}, where the DF relay protocol is

employed. Different from [23] and [24], we assume that the direct links from s to d and e are
not available, e.g., d and e both are out of the coverage area, which avoids considering the
two-hop leakages and simplifies the system model. At each secondary transmitter, including s
and r,i=12,---,M, the FTP strategy [10] is adapted instead of ATP control to depress the
system complexity. Each link in the underlay CCRN is subjected to an AWGN with zero mean
and variance N, . More specially, the mutual interference exists between primary and cognitive
transmissions in underlay CCRNSs.

The channels between nodes xe{s,,---,r,,u} and ye{r,---r,,d,ev} are modeled as
independent and non-identically distributed Rayleigh fading random variable. Thus, the
h
Xy

channel fading gains, denoted by * are independent and exponential random variables with

means of &, .
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Fig. 1. System model

The interference level at primary destination caused by the secondary transmitters (source
and relays) must be below an interference constraint, noted I, . Using a FTP

E,(xe{s,r,---,1,}), the interference caused by a secondary transmitter x (s or r,), noted I,
iswrittenas I, =E, |hxv|2 . Without loss of generality, we assume that all relays have the same
transmit power, e. g, E. =E_, vr, e R . Thereby, each secondary transmitter may be activated
with the probability of P, =Pr(I, <TI,), otherwise, keep silent with the probability
of B, =1-Pr(I, <I,). It is implied that the whole transmission starts only if s satisfies the
interference constraint with the probability of P, . Meanwhile, some secondary relays inR fall

short of the interference constraint and thus they remain silent. The other relays, which meet the
interference constraint, are activated and compose a new set A . Given M relays in secondary
network, there are 2" possible combinations from the full setR . Thus, the active relay set is
given by

e{¢|A11A21'"1Am!"'yA2M71} (1)

where ¢ represents the empty set, while A is a non-empty subset fromR . If the active set A is

empty, the confidential message is unable to reach the destination.
The scenario of A =¢is described as

E .| >, vreR )
Similarly, the event A = A_is formulated as
E .| <To rea,
. )
E h,| >1o 1 eR/A,

Given a non-empty A, , the relays in this set will try to decode its received signal.
When s broadcasts it’s confidential message, the relays in A_ receive both the useful data
fromsand the interference from u. The instantaneous channel capacity of s —r, link can be
given by
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1 Vst
C, ==log,|1+—1— 4
5= gz( n } 4
where y, =E|h, 2/N0 v Yu =B (N, 2/N0 , E, is the transmission power at the primary

transmitter. The capacity is halved because two time slots are required for completing the
whole transmission.
When the capacity is large than a predetermined transmission rate threshold R, , i.e.,

C, >Ry, r is able to decode x successfully. Those relays that successfully decode the

secondary source signal are represented as the decoding set D . Given an active set A_ with the
cardinality of |A_ |, the decoding set is given by
De{¢1Dl!Dza”'1Dn1'”!D2\Am\_l} (5)

If the decoding set D is empty, the confidential message is also unable to reach the
destination and the transmission outage occurs; otherwise a best relay will be chosen to forward
the decoded signal. The scenario of D =¢ is described as

1Iog2 140
2 1+7,

Similarly, the event D =D, is formulated as

J<R5, vr e A, (6)

lIog2 14 L >Ry, reD,
2 1+ 7y

1 Vs,
5|ng[1+1+ » J< Ry, reA,/D,
Given that D =D, and the selected relay according to the next subsection is r, €D, r,

encodes the decoding confidential message by the widely-adopted wiretap code [25]. The
corresponding instantaneous channel capacity of link r, —d and linkr, — e are given by

respectively

()

1 }/rd
C (D=D )=Zlog, |1+ 8
de( n) 2 gz[ 1+7UdJ ()
1 Vie
C .(D=D )==log,|1+—2° 9
e (D=D,) 5 gz( 1”“&] 9)

2 2
hde 2/NO v Vud = Eu ‘hud‘ /NO’ yr[)e = Er hr,,e /NO ' and }/UE = EU |hue|2/NO "
Hence, combining (8) and (9), the instantaneous secrecy capacity condition on D=D, and
the selected relay r, is given by [26]

C,(D=D,)=[C, ,(D=D,)-C,,(D=D,)] (10)

where [x]" denotes max (0,x).

where y, | =E,

2.2 Proposed Suboptimal Relay Selection Scheme

According to (8), (9), and (10), the relay selection scheme with best secrecy capacity
performance condition on D=D, should be implemented as
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r, =argmax| C,, (D=D,)-C,, (D=D, )] =arg max[lJrly“d j/[1+ L J (11)

KeD, KD, + 7 1+,
However, this optimal relay selection has not only to consider the instantaneous CSI of the
legitimate link, but also needs to take the instantaneous CSI of eavesdropper link into
consideration. Although this is a common assumption in the physical layer security literature, it
is not practical in most passive eavesdropping attack scenarios. Furthermore, the instantaneous
CSl of u—d and u—e interference links is not available for cognitive networks.
Although the tacking of the instantaneous r, — e link seems to be impossible for practical

applications, knowledge of the average channels can be estimated and obtained by long-term
monitoring the eavesdropper’s transmission. Thus, we consider a suboptimal relay selection
scheme, which selects the relay based on the instantaneous CSI of r. — d link and the statistical

CSl of r, — e link. In this paper, the relay selection rule can be formulated as
7rid

r, =arg max{ — } (12)
reD, 7!}6
Specially, if assuming 7, =7,., vr, e R, which correspond to the scenario where the relays are

close to each other and forming a cluster, our proposed relay selection scheme would be totally
independent of CSI of the eavesdropper links, and can be implemented as the traditional relay

selection scheme in [27], e.g. r, =arg m%X{%id} .

3. Secrecy Performance for Underlay CCRNs

In this section, we characterize the secrecy performance of our proposed relay selection scheme
for underlay CCRNs with FTP in term of probability of non-zero secrecy capacity, exact
secrecy outage probability, and asymptotic secrecy outage probability over independent and
non-identically distributed Rayleigh fading channels.

3.1 Preliminaries

Firstly, we present the probabilities of the occurrence of active relay set A and the decoding
set D, respectively, to facilitate the following secrecy performance analysis.

h., gy vr, e R of different relays are independent of each other and
obey exponential distribution with parameter &7, , the probability of the event A = ¢ is obtained
from (2) as

Since the channel gain

Pr{A =¢}= Hexp(— EI§2 J (12)

reR rrv

Similarly, the probability of the occurrence A = A, is obtained from (3) as

PriA=A_}=]] {1—exp[— Elgz ] I1 exp{— EI(;Z J (13)

reA, rOv ) [reR/A, rCrv

Meanwhile, given a non-empty A_ , the probability of the event D = ¢ is obtained from (7) as

4

PriD=glA=A}=]1] {1—exp —_—JL] (14)

reA, 7/sri 9177uri + 77sri
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where g, = 2*% —1
Similarly, the conditional probability of the occurrence D =D, given the non-empty A, is
given by

reb 7sr glyur +7sr

Vs,
x [T [1-exp —_i —
rjeAn /Dy j/srj glyurj +}/srj

Next, given a non-empty D, , we will provide the conditional CDF of , , according to our

proposed relay selection scheme in (11).
Lemma 1: Given a non-empty D, , the conditional CDF of y, , is given by

Pr{D=D,[a=A,}= Hexp{__}L

(15)

[Dy]-1 1)'

7“""]) <]/|D ) 1=0 Bch/r (D B +1[1_eXp(_K'“'By)] (16)
EEE
where @ = s > = it and K, =(®, ,+1)/7,, - When[B|=0, we define®, , =0.
e rjeB 7/,— d
Proof : Given decoding set D =D, , if the relay r, is selected according to (11), it must
satisfy the fact that
709 > max {}j‘d } (17)
7!'1)8 rjeD, / }/rje

from which we derive the probability as

7/r }/rd 7/( d /77r-e
prifod 5 max = 1-exp| —————||.
{741 . ryeDy /1 {)/rle }} rjgnl: { j/l'jd /7!’,‘6 }:l

Thus, the conditional CDF of y, , can be derived as

Fon (D)= 1, () T1

1-exp —_X/Lf dx
] eD, /r j/rjd /7rje
X/ Ve
= —exp -— l—exp| ———=— ||dx
07n> [ g J’Elf?n[/rn[ { 7rjd/7/’jEJ]

Following the multinomial identity and simple integral, we can obtain (16).

(18)

3.2 Probability of Non-Zero Secrecy Capacity

In this subsection, we examine the condition for the existence of non-zero secrecy capacity,
which depicts the possibility of achievable secure communication.

By imposing the fact that the secrecy capacity is zero when s keep silent, or the active relay
setA is empty, or the decoding relay setD is empty, or the signal-to-interference-plus-noise
ratio (SINR) from the chosen relay to the destination is lower than that to the eavesdropper.
Thus, the probability of non-zero secrecy capacity is given by
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M1

Pr{C,>0}=Pr(I,<I,) ) Pr{A=A}
iy (19)
xZPr{D D,JA=A} Y Pr{c,(D=D,)>0r,=1|D=D,}

reb,

where Pr(IS<IO):1-exp(—IU/(E 52)). According to (10), the conditional probability

Pr{C,(D=D,)>0.r, =f|D=D,} can be further expressed as
Pr{C,(D=D,)>0,, =5|D=D,} 0)

=Pr{U,,>U,,.1, =D =D,}

Ve

1+y, ’ 1+;/ue

respectively. Since y,, and y,, can be expressed as y , =E,

denote the SINR of the link r —d and linkr, —>e,

z/NO ,
respectively, the conditional probability is totally independently with the transmit power E,
of the secondary relays in (20). And the impact of E, on the probability of non-zero secrecy

capacity embodies in limiting the candidates of active relays by (12) and (13).
Since y,, is an exponential RV, we can obtain the conditional CDF ofU,; using Lemma 1 as

(D)3 % 1)I1[1— exp(_K"'Bx)] @)

1=0 B‘c]‘_) I/r (Dr gt (I<ri,l’577udx+1)

From e’s point of view, the optimum relay selection for d is a random relay selection, as
the link r, —>dand linkr, — e are uncorrelated. Thus, we can obtain the conditional PDF of

U, as

where U,, =

, and y,, =E|h

re

FuFu _re, 1
¢ D)= re/ ue Tre The 22
U"?‘D"(yl n) (Zey—l—?rie)ze +77uey+77f.ee ( )

Thereby, using (20), (21) and (22), and applying [28, 3.352.4] and [28, 3.353.3], the
conditional probability Pr{C, (D =D,)>0,r, =|D =D, } can be given by

Pr{C,(D=D,)>0,r, =5|D=D,}
_I |:1 Fl\D (y|Dn):| fuz\Dn(y|Dn)dy
=1—L:n21 > -y {PK L 23)

@ B ©, ,+1 VYA
[Gz G+7:+G(G=G)7 gop

(G-G)
M T — H

(-GG)

G-G) (G-G)G

where G =VK .7 » G =7%./7e » G=K 5 +17,., and Ei(-) is the exponential integral
function [28].
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Finally, the closed-form expression for the probability of non-zero secrecy capacity can be
obtained by substituting (13), (15) and (23) into (19).

3.3 Exact Secrecy Outage Probability

The secrecy outage probability is defined as the probability that the achievable secrecy rate
is less than a given secrecy transmission rate R, [29]. Based on the data transmission and our

proposed relay selection scheme in previous section, we can find that the secure transmission
outage occurs if s keep silent, or the active relay set A is empty, or the decoding relay setD is
empty, or the SINR from the chosen relay to the destination is lower than the eavesdropper
SINR. Hence, using the law of total probability, the SOP can be formulated as

Po(R)=Pr(I,>1,)+Pr(I,<I,)[Pr{A =g}

Mg

+ Pr{A :Am}Pr{D =¢|A :Am}

M ol 4 (24)
+Y Pr{A=A_} > Pr{D=D|A=A}
m=1 n=1

xZPr{ D,) <Rt =ri|D=Dn}}

reb,
Using (20), (21) and (22), and applying [28, 3.352.4] and [28, 3.353.3], the conditional
probability Pr{C,(D=D,)<R,r, =|D=D,} can be given by

Pr{cs (D :Dn)< RS’rD = r.||l) :Dn}
= Pf{Uu <6,(1+U,;)-1D :D”}

\D\l z ( 1)' |:l_exp(—K,“B(92 —1)) (25)

1=0 ‘CI‘) o P i +1 Kr,,B‘gzyudyue

[E; E+7,.+E(E-E)7,
(E-E)

BB gy gy, T ﬂ

e*“Ei(-EE,)

(E_E?) (E-E)E

where§, =2°% , F, = (K, (6, -1)7,, +1)/(K, 40,7 )+ B = 7o /7 » and E =K, .6, +1/7,, .

Thereby, the exact closed-form expression for the SOP is derived by substituting (12), (13),
(14), (15) and (25) into (24). It is worth pointing out that the closed-form expression for the
SOP in (24) is useful to evaluate the impacts of the transmit power of the secondary users, the
interference constraint, and the number of relays on the secure performance of underlay
CCRNs with fixed transmit power control.

3.4 Asymptotic Behavior of Secrecy Outage Probability

Since the exact SOP analysis results are too complicated to render insight on the impact of
system parameters, we will investigate the asymptotic behavior of the SOP by some special
cases in this subsection.

1) Case of I, >0 or E, =E, —oo: From (24), we directly obtainP, (R,) —>1as I, »>0or

E, = E, —> o, which illustrates the huge impact of the interference constraint on the underlay
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CCRNs with FPT strategy. Given a limited I ;, increase of transmit power will not always lead
to the improvement of secure performance, which is significantly different from the traditional
wireless communication systems. Therefore, a proper transmit power is preferred for secondary
relays to be energy-efficient and improve the secure performance.

2) Case of I, > ands; — o, Vr, eR : This case corresponds to the scenario where the
primary destination can tolerate an unlimited interference and the relays is close to the
secondary source. Notice that when &; — 0 , the probability of successful decoding will go to

one, thus P, (R,)—1. As such, we omit this case in this paper.
When I, » ands; — «, vr,eR, from (13) and (15), we have Pr(I <I,)=

1, A =R
|OILT1°0 Pr{A=A_}= {0, A %R (26)
and
~lim Pr{D:Dn|A:R}:{1’ Do =R (27)
62 >0, VR 0, D, =R
Therefore, the SOP in (24) can be simplified as
ZPr{ (D=R)<R,r, =f[D=R} (28)

where Pr{CS(D:R)< R, 1y :ri|D=R} can be derived by substituting D, =R into (25).
Thus,

apipl Z K 5077

reR 1=0 BcR/r N B+1

Bt
B E+7.+E(E-E)7.
(E-E)Y

E E-E-7 Vre
TR EE@”(E—E)EZH

Remark: Traditionally, the diversity order is used to evaluate the wireless transmission
reliability performance in [30], which characterizes the slope of bit error rate (BER) curve as
SNR tends to infinity. However, in the presence of eavesdropping attack, the SOP is used to
evaluate the secure performance. Moreover, it is observed from (24) the SOP is independent of
the transmit power in the high SNR. Thus, the traditional diversity order is not applicable to
measure the secure performance. To provide an insight into the impact of the number of the
relays on the secrecy performance, we investigate the generalized secure diversity order
introduced in [27].

3) Case of I, >, 5, > «, VreR, and 4, — «: where &,=n,,6; and &,=7,,5;
represent the reference channel gains of the Iegitimate links and the eavesdropper links,
respectively, and the main-to-eavesdropper ratio (MER) 4, =52/57 [22]. Here, 4,, —
corresponds to the scenario where the secondary destination is located much closer to the

relays than the eavesdropper, which is a practical scenario of interest [29].
In [27], a generalized secure diversity order can be expressed as

Moy (-1) [1_ exp(-K, , (6, -1))

e“*Ei(-EE,) (29)
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dsecure == Iim Iog(F)mt) (30)
Ao == |0g (A, )

where P,, denotes the intercept probability, which is the occuring probability of an intercept

event when the secrecy capacity becomes negative in [27].
As such, when I, -« and 52 — o, Vr eR, by setting R, =0, mathematically, the value

of probability P, (R;)is equal to P, , e.g. B, =P (0). To derive the secure diversity order of
this case, we first derive the approximate analysis of the SOP as 4,, — .
Lemma2: For I, > andd; — «, Vr,eR ,and A, — oo, We can obtain P (0) as

¥ T(M 1) 1
Po(0) = 7" D2 ==
( ) p:Or(M _p+1) drjER Urjd/nrje

M
}/e ye 7/ /Ime

Proof : Letting A,, — o, we have

Vipd yl’d X/yre
Prq=2=> max “ (32)
{7/rne reD /fl){}/rje }} rgﬁ) 7/rd/7/re

Accordingly, the conditional CDF of y, ,in (16) with D, =R can be approximated as
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where (a) follows from the fact that y(n,x) ~ x"/n as x —0.
Then, the conditional CDF of U, , is approximated as
(R = T Zel e ST
" M7a e/ e /77rje = (M-p+1)
Therefore, using (34) and (22), we can derive

= > Pr{U, <U,,}

reR

ZI 1\}\ (y|R) fU,‘Z‘D,\ (y|R)dy

eR

gt e 0, 0

(31)

(33)

(34)

Ve :0 M p+1)reR/r 77rd/77re t+1 Y e

M
)
t+1 yUE ﬂ’me
Using [28, 3.352.4], the approximated probability P (0) can be given by (31).

From (31), we can observe that the SOP PZ(0) behaves as (4/2,)" as 4, - .

Substituting (31) into (30), we can obtain the secure diversity order of our proposed relay
selection scheme same as [27]
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eeeure = M (37)
which shows the secure diversity order is same as the number of secondary relays, revealing the
fact that full secure diversity is achieved by the proposed relay selection scheme. It also
indicates that although the PU’s interference definitely degrades the SOP, it does not affect the
speed at which the SOP decreases as 4,, — o WhenI, —oo,and5; — oo, Vi, eR . In contrast,

increasing the number of secondary relay, the SOP will decrease at a faster speed. Therefore,
exploiting multiple relay with relay selection can effectively improve the secrecy performance.

4. Numerical Results and Discussions

This section presents the numerical results to exam the impacts of the transmit power of the
secondary users, the interference constraint, and the number of relays on the secure
performance of CCRNs with fixed transmit power control. In all cases, R, = 0.5 bits/s/Hz,

E,/N, =5dB, &5 =d5 =1, and &,,=6; =1, Vr, eR . All the nodes are equipped with single

antenna and work in the half-duplexing mode. Each link in the underlay CCRN is subjected to
an AWGN with zero mean and variance N, . All the channels are modeled as independent and
non-identically distributed Rayleigh fading random variables. We see from the figures that the
exact curves precisely agree with the simulations, which validate the accuracy of our
analytical results. We further plot asymptotic curves to predict the secure diversity order. Most
importantly, we compare the secrecy performance of our proposed relay selection scheme
(PRS) with the traditional relay selection scheme (TRS) in [27] and the optimal relay selection
scheme (ORS) in [22].

4.1 Impact of Transmit Power of Secondary Users

The impact of the transmit power of the secondary users on secure performance in term of
the probability of non-zero secure capacity and the secrecy outage probability is illustrated in
Fig. 2 and Fig. 3, respectively. We consider an equal average energy strategy at the secondary
source and relays (i.e. E, =E, =E;), and the equal SNR is defined as E, /N, . And we set
M =3, I,/N, =15dB, | &%,5%,, 6% |=[115%2° ], and &2 =% =1, v, eR .

Observe that as E; /N, — 0, the probability of non-zero achievable secrecy rate approaches
0 and the secrecy outage probability approaches 1, due to all the s — r, links are under outage

and no confidential message can be delivered to the destination. We can also see that the
secure performance keeps improving as E; /N, increases to about 10dB while an unexpected

decrease occures when E; /N, keeps rising. Specially, as E, /N, », the probability of

non-zero achievable secrecy rate approaches 0 and the secrecy outage probability approaches
1. This is because that at the low-to-medium SNR region secure performance is dominated by
outage probibility of the s — r links while at the high SNR region the finite interference

constraint (I, =15dB) drops all the relays from the candidate pool. Obviously, due to FTP
strategy and interference constraint considered, the secure performance in underlay CCRNSs is
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not a monotonically decreasing/increasing function of the transmit signal-to-noise ratio (SNR)
anymore. After the SNR approaches a certain level, further increasing SNR may sharply
degrade the secrecy performance. As shown in Fig. 2 and Fig. 3, the best secure performance
has been achieved when E, /N, ~7dB, and further increasing the transmit power can not
improve the secrecy performance. Thus, a fixed and proper E; /N, is preferred for secondary
relays to be energy-efficient and significantly improve the secure performance.

As can be seen, TRS is not efficient for configurations with the eavesdropper and perform
the worst secure performance. On the other hand, ORS achieves the best secrecy performance
owing to the availability of the eavesdropper’s instantaneous CSI. However, for most of
passive eavesdropping attacks, assuming perfect knowledge of the eavesdropper’s CSI is often
difficult and impossible. PRS has a complexity overhead similar to TRS as it does not require
the estimation of the instantaneous eavesdropper link and thus seems to be an efficient solution
with practical interest.

4.2 Impact of Interference Constraint

In Fig. 4 and Fig. 5, the probability of non-zero secure capacity and secrecy outage
probability curves for the relay selection schemes versus interference constraint I, are plotted

respectively. We set that M =3, E /N, =E,/N,=10dB, [&%,57..5% |=[115%2°], and
85 =64 =1, VreR.
The figures show that as 1, — 0, the probability of non-zero secure capacity approaches 0

and the secrecy outage probability approaches 1 since in this case all the relays are dropped
from the active selection pool and keep silent during the transmission. Along with the increase
of T to about 15dB, the secure performance improves sloely. This improvement lies mainly in
the fact that with a rise or an absolute relax of the interference constraint, there are more
secondary relays satisfying the interference constrains and participating in the selection during
the second time slot, which obviously results in better performance. AsI, —«, the secure

performance is limited by the second hop, and then converges to the constant value as the
performance floor.

4.3 Impact of the number of relays M

The impact of M on the secrecy outage probability and the secure diversity order is
illustrated in Fig. 6. In order to give prominence to the parameter M , we focus on the special
case where the primary destination can tolerate an unlimited interference from the secondary
transmitters and all the relay nodes successfully decode the source transmission, e.g. I, >,

8: — o, Vr,eR . Wesetthat E /N, =E, /N, =10dB, &;=6,,and &,=5;, Vi, eR . Fig.6
plots the exact and asymptotic secrecy outage probability versus MER 4. =352/52 for

various M . We see a pronounced SNR advantage with increasing M . This can be explained
by the fact that M exerts an increasing effect on the secure diversity order via its proportional
contribution.
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5. Conclusion

In this paper, we have evaluated physical layer security of multiple DF relaying underlay
CCRNs with fixed transmit power control in the presence of one eavesdropper. Considered
the interference power constraint at PU and modeled CCls from PU to the secondary system,
we proposed a new and simple relay selection scheme, where the relay that satisfies the
primary interference constraint and successfully decodes the source message will be selected
based on the instantaneous knowledge of all legitimate links and the statistical knowledge of
the eavesdropper channels. The exact closed-form expressions for the probability of non-zero
secure capacity and the secrecy outage probability have been derived. In order to predict the
secure diversity order, moreover, the asymptotic secrecy outage probability analysis is also
given. Simulation results are presented to confirm the validity of our theoretical analysis, and
illustrate that due to FTP strategy and interference constraint considered, the secure
performance in underlay CCRNs is not a monotonically decreasing/increasing function of the
transmit signal-to-noise ratio (SNR) anymore. After the SNR approaches a certain level,
further increasing SNR may sharply degrade the secrecy performance.

While this paper considered the case when the direct links form the secondary source to the
destination and the eavesdropper are ignorable, only one eavesdropper overhear the
transmission form the relays, and all nodes are equipped with single antenna, secure
communication for the general cases with multiple eavesdroppers, multiple antenna node, and
the direct links to the eavesdropper is a challenging problem, which is remained for future
work.
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