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Abstract 
 

As one of the four basic technologies of IOT (Internet of Things), M2M technology whose 

advance could influence on the technology of Internet of Things has a rapid development. 

Mobile Payment is one of the most widespread applications in M2M. Due to applying wireless 

network in Mobile Payment, the security issues based on wireless network have to be solved. 

The technologies applied in solutions generally include two sorts, encryption mechanism and 

authentication mechanism, the focus in this paper is the authentication mechanism of Mobile 

Payment. In this paper, we consider that there are four vital things in the authentication 

mechanism of Mobile Payment: two-way authentication, re-authentication, roaming 

authentication and inside authentication. Two-way authentication is to make the mobile device 

and the center system trust each other, and two-way authentication is the foundation of the 

other three. Re-authentication is to re-establish the active communication after the mobile 

subscriber changes his point of attachment to the network. Inside authentication is to prevent 

the attacker from obtaining the privacy via attacking the mobile device if the attacker captures 

the mobile device. Roaming authentication is to prove the mobile subscriber‟s legitimate 

identity to the foreign agency when he roams into a foreign place, and roaming authentication 

can be regarded as the integration of the above three. After making a simulation of our 

proposed authentication mechanism and analyzing the existed schemes, we summarize that 

the authentication mechanism based on the mentioned above in this paper and the encryption 

mechanism establish the integrate security framework of Mobile Payment together. This 

makes the parties of Mobile Payment apply the services which Mobile Payment provides 

credibly. 
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1. Introduction 

As is known to all, the more rapidly the computer science develops, the more widely the 

internet spreads. The establishment of the internet requires a large number of computer 

terminals, hence there are a huge number of requirements of the cables, which give rise to a 

problem of the deployment of these computer terminals [1][2]. The deployment of the cables 

among the computer terminals limits that we have to reach the place where the computer 

terminal is, if we want to work on the network. It means that we cannot enjoy the services 

which computer terminals and the network provide anytime and anywhere. As a result, the 

wireless network was proposed and applied [3]. With the development of the wireless network, 

we have not satisfied with the network constituted by computer terminals, we wish that every 

machine could communicate with each other by the wireless network technology. This 

development trend leads to “machine-to-machine” communication, that we could call it 

“M2M” [4].  

As is shown in Fig. 1, “M2M” is one of the four basic technologies of the IOT (Internet of 

Things) [5]. One of the “M” in “M2M” means the equipments with sensing capabilities and 

network capabilities; the other “M” means the intelligent applications and control system in 

various industries [6]. “M2M” technology is to achieve the human`s wish that establish the 

communication to communicate anytime and anywhere among “Man-to-Man”, 

“Man-to-Machine”, “Machine-to-Machine” [7]. Information infrastructures and physical 

infrastructure combine, then become intelligent by network, so that solve a series of problems 

such as “efficiency, security, cost” .etc. 
 

 

Fig. 1.  The structure of Internet of Things 

As is shown in As is shown in Fig. 2, the “M2M” industry is huge in this modern world, and 

the details of Fig. 2 can be found in the reference [8]. In this paper, the main industry we 

discuss is Mobile Payment [9]. However, as a result of the wireless technical limitation, we 

can‟t ensure that the mobile device would not be cheated by the counterfeit center system, and 

we can‟t ensure that the privacy information would not be obtained completely, if the mobile 

device is captured [10]. Consequently, the solutions against the above problems are the prime 

discussions in this paper. One of the efficient solutions is authentication mechanism. The 

authentication mechanism in Mobile Payment includes: two-way authentication; roaming 
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authentication; re-authentication; inside authentication. The authentication mechanism based 

on the mentioned above in this paper and the encryption mechanism establish the integrate 

security framework of Mobile Payment together. This makes the parties of Mobile Payment 

apply the services which Mobile Payment provides credibly [11]. 

 

 

Fig. 2. The industies of M2M 

2. Mobile Payment 

With regard to Mobile Payment, we will think of the Point of Sales(POS machine) and Mobile 

Banking. But these applications are only the rudiment of the Mobile Payment actually. Mobile 

Payment doesn‟t only mean paying by mobile device when doing shopping, though it could 

achieve the same goal, the “mobile” in “Mobile Payment” is not same as the “mobile” in 

“mobile device”. Also, mobile phone is not the only device of Mobile Payment, it is just a 

media, such as Personal Digital Assistant (PDA), Mobile terminal, Tablet PC .etc [12]. Indeed 

speaking, Mobile Payment describes a payment process, namely, any payment where a mobile 

device is used in order to initiate, activate, and/or confirm this payment can be considered a 

mobile payment. Obviously, Mobile Payment is a derivative of e-commerce. However, 

Mobile Payment possesses more advantages than e-commerce [13][14][15]: In e-commerce, 

commercial transactions carry out between human and human on multi-user machines, a task 

that eases anonymity and makes it difficult to provide services such as identification, security, 

and trust. In the mobile world this is different, as mobile devices are regarded as personal trust 

devices (PTD), which are generally considered to belong to, and be managed by, a single user, 

i.e. the owner [16][17][18]. 

A typical digital payment scenario is depicted in Fig. 3 [19][20]. The customer is the party 

making the payment; the merchant is the party accepting the payment; the acquirer is the third 

party that has a relationship and interacts with the merchant; and the issuer is a third party that 

has a relationship and interacts with the customer. In any transaction the goal is the value 

transfer from the customer to the merchant. A typical procedure followed by credit card 
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companies is as follows. The customer “pays” a merchant for goods/services. Subsequently, 

the merchant sends the transaction details to the acquirer for clearing. The acquirer sends the 

transaction details to the financial network to which it belongs (e.g. VISA) which then 

forwards the details to the issuer. The issuer is informed to make the necessary fund 

reservation at the customer side. The scheme settles/pays the acquirer, the acquirer settles/pays 

the merchant, the issuer settles/pays the scheme, and the customer pays the issuer 

[21][22][23]. 
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Fig. 3. A typical digital payment scenario 

The main parties in the mobile payment mechanism are depicted in Fig. 4 [24][25]: the 

customer (payer) and the merchant (payee). These transact with each other via the Mobile 

Payment process, whose main players also include the mobile network operators (MNO), the 

financial sector institutions (e.g. banks, credit card companies, payment processors), the 

government (legislation and regulation constraints), and, of course, the device, software, and 

service providers. There are many players in Mobile Payment, and the cooperation of the 

various players within such a framework is considered to be the key to success, while 

standalone efforts may have only limited local success [26][27]. 
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Fig. 4. The main parties in the mobile payment scheme 

Generally speaking, the application field of the Mobile Payment is divided into two parts: 

inside application and outside application in Mobile Commerce. The Mobile Payment in 

inside application means: when a transaction is carrying out, at least, one of the two parties to 

the transaction has used electronic communications technology in transaction initiate, 

transaction service protocols and transaction submission process, namely, Mobile Payment is 

seen as an inherent payment of purchasing mobile service by the customers. On the other hand, 

the outside application in Mobile Payment means: the applications via Online shopping, 

Vending machine, Traditional stores and the transactions between person and person [28].  

3. Why is authentication important in Mobile Payment? 

“Mobile” in Mobile Payment means that wireless network service is the foundation of Mobile 

Payment, consequently, the security goals, security challenges, threats and attacks in wireless 

network also exist in Mobile Payment [29][30]. Further speaking, a mobile device used in 

Mobile Payment also could be regarded as a special sensor node, it means, the compromises 

the sensor node has also exist in the mobile devices used in Mobile Payment. However, the 

security goal we need to achieve is authentication, others are my focuses in this paper. 

Consequently, we will mainly discuss the threats and attacks. 

Security issues mainly come from attacks. These attacks can be classified as external attacks 

and internal attacks. In an external attack, the attacker node is not an authorized participant of 

the sensor network. External attacks can further be divided into two categories: passive and 

active. Passive attacks involve unauthorized „listening‟ to the routing packets. Active external 

attacks disrupt network functionality by introducing some denial-of-service (DoS) attacks [31], 

such as jamming, power exhaustion.  

Node compromise is the major problem in sensor networks that leads to internal attacks. 

With node compromise, an adversary can perform an internal attack. Compared with external 

attacks, internal attacks are hard to be detected and prevented, thus raising more security 

challenges. Compromised nodes can do the following attacks: 

(1)  Compromised node can steal secrets from the encrypted data which passed it; 
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(2) Compromised node can report wrong information to the network; 

(3) Compromised node can report other normal nodes as compromised nodes; 

(4) Compromised node can breach routing by introducing many routing attacks, such as 

selective forwarding, black hole, modified the routing data, etc., while systems are hard to 

notice these activities, and normal encryption methods have no effect to prevent them 

because they own the secret information such as keys; 

(5) Compromised nodes may exhibit arbitrary behavior and may collude with other 

compromised nodes. 

The schemes against the security issues can be solved by the encryption in communication 

and authentication of the identity. Because of the characteristics of the wireless network, we 

cannot prevent the occurrence of the eavesdropping, it means, an attacker can acquire all the 

information the mobile device sends by eavesdropping. Therefore, the encryption [32][33][34] 

in communication is indispensable. In this paper, the encryption [35][36][37] in 

communication isn`t our principal task but the authentication of the identity.  

4. Authentication mechanism in Mobile Payment  

In the section above, we have discussed the security issues in Mobile Payment, as the 

conclusion we obtained, the compromises the sensor node has also exist in the mobile devices. 

Hence, the authentication mechanism in wireless sensor network is the same in Mobile 

payment. Before discussing the authentication in Mobile Payment, we will firstly explain the 

constraints in authentication. E.g. power consumption and key management constraints. 

Power consumption constraints: The cryptographic algorithms used by security protocols 

have an important computational cost that must be taken into account and analyzed. 

Traditionally, it has been considered that the power and energy limitations of usual WSN 

nodes make the use of public-key cryptosystems impractical [38][39]. However, this situation 

has changed in last few years and recent studies show that public-key approaches are now 

feasible [40][41], even in Radio Frequency Identification (RFID) tags [42][43]. In any case, 

symmetric- key cryptography and hash functions are still between two and four orders of 

magnitude faster than digital signatures, in such a way that those procedures become, in our 

opinion, the most practical choice for protecting WSN communications. 

Key management constraints: Despite several proposals that can be found in the specialized 

literature on the subject, to date the only practical option for the distribution of keys to sensor 

node in large-scale WSN is key pre-distribution [44][45].  According to this scheme, keys 

would have to be installed in sensor nodes during the manufacturing process. This approach 

offers two inadequate solutions: either a single mission key or a set of separate n-1 keys, each 

being pairwise privately shared with another node, must be installed in every sensor node. The 

single mission key solution is inadequate because the capture of any sensor node may 

compromise the entire network. On the other hand, the pairwise private sharing of keys 

requires pre-distribution and storage of n-1 keys in each sensor node, and n(n-1)/2 in the whole 

network, which renders it impractical for large-scale networks. 

Hence, to overcome the above drawbacks, we have to construct an integrity and secure 

authentication system. An integrity authentication system consists of four parts: two-way 

authentication, re-authentication, roaming authentication and inside authentication. Basically, 

two-way authentication is the foundation of the other three parts; re-authentication is an 
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indispensable for the authentication system; inside authentication is different from 

re-authentication and roaming authentication, it is used to prevent the privacy data from being 

obtained by the illegitimate users; basing on the above three, roaming authentication is an 

important application for the wireless transmission of data. Additionally, considerring with the 

constraits above, an essential requirement is that the authentication system has to be 

light-weight [46]. 

4.1 The two-way authentication 

As the foundition of all the authentication mechanisms, the two-way authentication need to be 

designed carefully. Then, before the designing, we have to pay attention to  these threat 

models: (1) The WSN cannot prevent an attacker from eavesdropping the data mobile 

subscribers send; (2) The WSN cannot prevent the identity of the mobile subscriber`s security 

from being stolen by an attacker. 

To resist the above threat models, a possible challenge-response authentication protocol is 

proposed as follows. An identity of each mobile subscriber is denoted by id, and  is a 

symmetric-key encryption function. Based on a random challenge r sent from the 

authentication server on the network side, the mobile subscriber sends its identity id and the 

response   to the authentication server, where k is a secret key of the mobile subscriber 

shared with the authentication server beforehand. The authentication server finds the mobile 

subscriber`s secret key k in a database, and completes the authentication to the mobile 

subscriber by verifying  . The session key can be also generated from both the secret 

key and the random challenge. The advantage of this scheme is that the computation of  

can be easily performed by the mobile subscriber having the low computational power. 

However, it is not easy to protect and maintain the database containing the secret keys of the 

mobile subscribers.  

Then, for preventing the identity of the mobile subscriber`s security from being 

eavesdropped, the authentication between the mobile subscriber and the authentication server 

has to be anonymous. Anonymity in the wireless mobile communication environment is to 

maintain the confidentiality of mobile subscriber`s identity, namely to prevent an 

eavesdropper from discovering a correspondence between a mobile subscriber and a particular 

subscriber registered in a certain mobile network. Anonymity can be provided to the mobile 

subscribers through either assigning a kind of alias or encrypting the real identity. Global 

system for mobile communications (GSM) protects the identity of the mobile subscriber 

through an alias known as temporary mobile subscriber identity (TMSI). The mobile 

subscriber utilizes the TMSI instead of its real identity to access the mobile network. However, 

since a particular mobile subscriber`s movement can be traced if a fixed alias is used several 

times, the alias should be changed at each session to make it untraceable. Therefore, an 

additional message flow between the mobile subscriber and the authentication server is 

required to update the alias within the corresponding session. Usually, the new alias is 

exchanged after encrypted symmetrically with the session key established during the session. 

In case of encrypting the real identity of the mobile subscriber, either symmetric-key 

encryption or the public-key encryption can be employed. If the real identity is encrypted 

using the public key of the authentication server, the corresponding mobile subscriber can be 

identified through decryption with the private-key of the authentication server. On the other 

hand, a common session key should be first established between the mobile subscriber and the 

authentication server to encrypt the real identity symmetrically. In Cellular digital packet data 

(CDPD), the mobile subscriber`s real identity and authentication- related information are 

symmetrically encrypted with the session key derived from a Diffie–Hellman key exchange 
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protocol. 

4.2 The re-authentication 

The re-authentication is used to guarantee that the whole authentication system works validly. 

Due to plenty of applications working with real-time feature in the Mobile Payment [47][48], 

we may face such a threat model as follows: During the mobile subscriber moving out of the 

coverage of currently associated access point, and then, there is a latency involved in the 

process during which the mobile subscriber is unable to send or receive any kind of the 

information, as a result, the attacker can eavesdrop all the information the mobile subscriber 

sends or the attacker could pretend to be the legitimate mobile subscriber communicating with 

the center system.  

To solve the above threat, the important challenge lies in reducing the time devoted to 

executing the network access control when mobile subscriber moves out of the coverage of 

currently associated access point. By decreasing this time, active communications can be 

re-established faster and therefore the perceived quality by the end-user can be significantly 

improved. Consequently, the recent literatures all proposed, that one important factor is the 

authentication process required by network operators in order to control that only legitimate 

users are able to employ the operator‟s resources, and this authentication we call 

re-authentication. Consequently, the primary goal is fast re-authentication so that the handover 

stays unnoticed by the user. As pointed out in the precious literatures, the overall handover 

latency should not exceed 50 ms [49]. 

4.3 Inside authentication 

In the authentication system, inside authentication performs as a protector of the security of 

hardware layer. The threat models that the inside authentication has to face to is showed as 

follows: The attacker could capture the mobile device. Then he can obtain the privacy kept in 

the mobile device via force attack. 

Because of the portability of the mobile device, preventing the mobile device from being 

captured is not effective. Therefore, adding the authentication mechanism into the mobile 

device is essential. Taking the computation and storage capability into account, preventing the 

mobile device from being attacked by force attack is not valid. Generally speaking, one of the 

practical method is adding access control phase into the mobile device as one of the 

authentication mechanisms. Access control gives different users different rights. For 

implementing the privacy-preserving validly, the user of mobile device only has the right of 

using the mobile device, he cannot have the right of querying the privacy data held in the 

mobile devise; the maintainer of the mobile device only has the right of querying privacy data 

held in mobile device, he cannot tamper these data. Even so, this authentication mechanism 

still cannot prevent the data from being obtained by force attack perfectly. Therefore, the 

previous literatures show: when the number of the failure of the authentication attempts 

reaches the limitation, the formatting of the storage of the mobile device or memory lockout 

will be carried out so that the attacker cannot obtain anything in the mobile device. 

4.4 Roaming authentication 

Basing on the above three, the roaming authentication is one of the most important 

applications. Generally speaking, the roaming authentication will face to these threat models: 

(1) When a mobile device roams into another foreign network, the mobile device could be 

deceived by a counterfeit network service provider; (2) When a mobile subscriber is carrying 
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out the identity authentication in a foreign network, his location and identity could be traceable 

by the attacker. 

If a mobile device wants to use the network service when it roams into a foreign network, 

the mobile device has to access the foreign agency. Then, a security challenge appears, the 

mobile device has to prove its legitimate identity to the foreign agency. In the previous 

literatures, challenge has been solved by Message Authentication Code (MAC) and 

timestamp, and these literatures show an authentication model: (1) If the MAC is identified to 

be correct and the timestamp is identified to be valid, the home agency would trust in the 

mobile device; (2) If the MAC is identified to be correct and the timestamp is identified to be 

valid, the home agency would trust in foreign agency; (3) If the MAC is identified to be correct 

and the timestamp is identified to be valid, the foreign agency would trust in home agency; (4) 

If foreign agency trusts in home agency and home agency trusts in mobile device, foreign 

agency would trust in mobile device; (5) If the timestamp is identified to be valid, mobile 

device would trust in foreign agency. The general process shows in Fig. 5 as follows. 

In the whole authentication process, another important issue is to ensure that the mobile 

device, foreign agency and home agency are anonymous. In this way, the attacker could not 

trace the identity and location by eavesdropping. 

We summarized the popular schemes used for wireless roaming authentication to prove that 

our proposed  classic execution process of roaming authentication is right. Also, we have 

maken a comparation of these schemes and a table to show the performance of these schemes 

in Table. 1.  

Table 1. The performance of the popular roaming authenticaion schemes 

M F H M F H M F H

Hash operation 4 4 5 3 5 4 7 3 8

XOR operation 3 1 3 1 N/A 3 5 2 3

Symmetric encryption operation 2 2 1 1 N/A 2 N/A N/A N/A

Asymmetric encryption operation N/A N/A N/A N/A 2 N/A N/A N/A N/A

M F H M F H M F H

Hash operation 9 7 4 5 4 5 3 2 5

XOR operation N/A N/A N/A 2 2 3 2 1 2

Symmetric encryption operation N/A N/A N/A N/A N/A N/A N/A N/A N/A

Asymmetric encryption operation N/A N/A N/A 1 1 N/A N/A N/A N/A

C.C.Lee's scheme in [50] C.C.Wu's scheme in [51] C.C.Chang's scheme in [52]

H.C.Hsiang's scheme in [53] Hyeran Mun's scheme in [54] T.Zhou's scheme in [55]

 

Because the roaming authentication can be regarded as integration of the whole 

authentication mechanism, we will make a simulation about it in section 5. 
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Fig. 5. The general process of roaming authentication 

5. The simulation of the proposed authentication mechanism 

In this section, we will make a simulation of our proposal and a analysis of the existed schemes. 

First, we construct a mobile subscriber B and an adversary A. 

Inside authentication simulation: when B wants to use the mobile device, he will firstly face 

to the inside authentication for the using right of the mobile device. In this phase, B will input 

his password that is only shared between B and mobile device into the mobile device to obtain 

his using right. If A wants to using B‟s mobile device, he has to obtain B‟s password, 

otherwise, A only has little chance to obtain the using right of B‟s mobile device by guesing 

B‟s password. 

Two-way authentication simulation: when B wants to get the service the wireless network 

service provider provides, he has to firstly pass the identity authentication between he and the 

wireless network service provider by two-way authentication. In this phase, A can eavesdrop 

all the information transmitted between B and wireless network service provider, but if A 

cannot obtain the value k and r, A cannot get B‟s right to use the service. 

Re-authentication simulation: when B moves out of the coverage of currently associated 

access point, there are two situations to be consider with. The first situation: If B just moves 

out of the coverage of currently associated access point and does not move into other points, 

due to the complexity of the normal authentication, the most efficient method B need to do is 

re-authentication. This authentication is faster than the normal authentication and has the same 

security level. The second situation: B just moves out of the coverage of currently associated 

access point and moves into other points. This situation is the next simulation: roaming 

authentication simulation. 

Roaming authentication simulation: when B moves into other points or networks, he will be 

requierd to carry out the roaming authentication to state his legitimate identity to the foreign 

agency. A can eavesdrop all the information transmitted among B, home agency and foreign 

agency. But A cannot obtain the key shared between B and home agency or the key shared 

between home agency and foreign agency. So A cannot obtain the B‟s right to access the 
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network. The whole process of the above simulation can summarized in a figure as showed in 

Fig. 6. 

 

Two-way authentication Roaming authentication

Home Agency Foreign Agency

The coverage of 

Home Agency
The coverage of 

Foreign Agency

Go out of the coverage of the Home Agency

Go back to the coverage of the Home Agency

User B User B
 

Fig. 6. The process of the proposed system. 

6. Conclusion 

As the four basic technologies of the Internet of Things, there is no doubt about the importance 

of the M2M. The Mobile Payment is one of the important applications of M2M. In my paper, 

we summarize and perfect the authentication framework of Mobile Payment. As a part of 

security system, the authentication mechanism can prevent the mobile subscriber‟s privacy 

and data security from being attacked. Our research achievement is novel and has the vital 

significance in the field of Mobile Payment.  

Though this review introduces many solutions proposed by the previous literatures against 

the drawbacks and compromises existing in Mobile Payment, it still has many a drawback and 

compromise as M2M has. Some of these drawbacks and compromises still could not be 

availably solved. The computation, storage capability and restricted energy of the mobile 

device still limit the development of the security scheme in wireless network; the mobile 

device still could be captured; because of the characteristics of the wireless communication, 

we still cannot prevent the attacker from eavesdropping.  

Take a broad view of the development of the modern technology, the limitation of 

computation, storage capability and restricted energy is most probable the first security issue 

being solved. Then, in the near future, we will solve the eavesdropping issue via improving the 

way of wireless communication schemes and the capture of the mobile device via improving 

the anti-theft measures. 
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